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Abstract— In this paper, we analyze storage circuits con-
structed from unreliable memory components. We propose
a memory construction, using low-density parity-check codes,
based on a construction originally made by Taylor. The storage
circuit consists of unreliable memory cells along with a correcting
circuit. The correcting circuit is also constructed from unreliable
logic gates along with a small number of perfect gates. The
modified construction enables the memory device to perform
better than the original construction. We present numerical
results supporting our claims.

I. I NTRODUCTION

Emerging nano-scale technologies will most likely lead to
devices that will be less reliable than classical silicon based
large scale integrated circuits. Such unreliability is inherent to
technologies such as submicrometer designs, single-electron
devices, and molecular electronics [1], [2], [3].

In this paper, we shall consider an unreliable component to
be a component that is subject totransient faults, i.e., faults
that manifest themselves at particular time steps but do not
necessarily persist for later times [4]. In digital circuits, for
example, transient faults due to noise (such as radiation or
electromagnetic interference) are rapidly becoming a major
cause for concern as the device size decreases.

There are two main directions of research in the area of
systems made using faulty gates: computation and storage.

Study of computation by circuits with faulty gates is rela-
tively old and rich. It started with von Neumann [5] in 1952
who showed that, under certain conditions, increased gate
redundancy can lead to increased reliability of a circuit. The
technique he introduced is calledmultiplexingand consists of
two phases. In the first phase, the basic function of the circuit
is performed in several copies of the circuit. In the second
phase, referred to as the restoration phase, errors introduced in
the first phase are corrected by random coupling of the copies,
and the final outputs are considered to be “1” if majority of
the considered copies are “1” and “0” otherwise.

A downside of this approach is that it leads to very high
redundancy [5] (see also [6]).Redundancy of the systemequals
the ratio of the number of components within system to the

minimal number of components (of the same type) needed to
do computation performed by the system.

The multiplexing technique has been extensively studied.
For example, Roy and Beiu [7] developed practical, small
redundancy level schemes. Bhaduri and Shukla [8] studied
multiplexing using the model of faulty gates based on statisti-
cal physics approach [9]. Nikolić et al. [10] proposed a version
of multiplexing called Cascaded Triple Modular Redundancy
(CTMR) where a sequence (cascade) of three input majority
logic gates is used instead of one, very complex majority logic
gate with high number of inputs.

Multiplexing can be seen as error control coding. For
example, Triple Modular Redundancy (TMR) is nothing but
a repetition code with code rate 1/3. Restoration organ of the
multiplexing technique is in fact a error correcting decoder.
Similar observation was made in [11]; for a tutorial on the
subject see [12].

All the current fault tolerant construction are based on
redundancy of the gates and it was shown that, in general,
computation by faulty gates with non-zero computational
capacity is not possible (see [13], [14], [15]).Computational
capacity is the reciprocal of the minimum redundancy for
which the probability of error can be made arbitrarily small
[16]. The best known result for general model of computation
is due to Speilman [17] who coupled ideas of von Neumann
with Reed-Solomon codes.

The study of storage circuits made of unreliable components
led to much more optimistic results. Taylor in [16] proposed
construction of a storage circuit with non-zero computation
capacity (or rather storage capacity) based on Low-Density
Parity-Check (LDPC) codes (this construction was further
studied by Kuznetsov [18]). Taylor also argues that no codes
other than LDPC codes can achieve non-zero capacity. This is
the reason we shall focus on LDPC codes.

Another positive result was obtained by Hadjicostis [4]. He
was able to generalize Taylor’s scheme to fault tolerant linear
finite state machines.

A special case of the fact that no other codes but LDPC
codes have non-zero computational capacity has been recently



rediscovered in [19] where Hamming codes were considered.
In that paper it is shown that memory that uses TMR performs
better than “Information Coding NanoBox” memory, which is
essentially a Hamming code. The approach that we use (LDPC
coding) is a generalization of TMR, and, considering results
cited above and due to hardware complexity of other coding
schemes, it is expected to perform better than any other coding
scheme.

It is important to stress that non-zero capacity is possible
only until the moment a codeword is transformed into some
unencodable action, such as extracting message bits. For
example, even if a systematic code is used in the construction
of Taylor and Kuznetsov, at the end of the correcting pro-
cedure information will still be confined within a multiple of
codeword copies with possibly some errors, i.e. discrepancy in
content. So, the final step of extracting user information, must
be done by a majority logic gate (or some equivalent circuit),
which is by assumption faulty, resulting in probability of error
grater than or equal to the probability of failure of the used
majority logic gate. Therefore, it is reasonable to use reliable
gates for the final step of decoding (see also [4] and [17]). Such
gates can be realized, for example, by using larger transistor
sizes.

In this paper, we propose a memory circuit scheme for
LDPC decoder that is made mainly using faulty gates. The
number of reliable gates needed is relatively small compared
to the total number of gates. However, this memory circuit
performs comparably to a memory circuit made entirely with
reliable gates.

Analytical results on circuit reliability of Taylor [16] and
Kuznetsov [18] are applicable in the case when codeword
length is going to infinity. This was needed to assume that
the size of the minimal cycle in the associated Tanner graph
goes to infinity, yielding a possibility to analytically estimate
codeword error probability. Absence of a theory for the finite
length message-passing iterative decoding of LDPC codes,
even in the case of perfect gates, forces us to run extensive
numerical simulations to support our claims.

The rest of the paper is organized as follows. In Section
II we present our proposed memory circuit construction.
Supporting numerical results are given in Section III. We
conclude in Section IV.

II. M EMORY CIRCUIT CONSTRUCTION

Consider a regular binary LDPC code of lengthn. Let the
word to be stored consist of bits(x1, x2, . . . , xn) referred also
as variables. Parity check matrixH with dimension(n−k)×n

(k < n), of a regular LDPC code hasK 1’s in each row
andJ 1’s in each column. Rows correspond to variables, and
columns correspond to checks, i.e, each variable bitxi, 1 ≤
i ≤ n is involved inJ parity-check equations by:

[x1, x2, . . . , xn]HT = [c1, c2, . . . , cn−k]

where all operations are in binary field andct corresponds to
the value oft-th parity-check sum for1 ≤ t ≤ n − k. Vector

[c1, c2, . . . , cn−k] is calledsyndrome. Parity checkct is said
to besatisfiedif ct = 0 andunsatisfiedif ct = 1.

Taylor’s construction is a decoding scheme for LDPC codes.
In this scheme [16] (see also [18], [4]), each bitxi is replaced
with J bit-copies{x1

i , x
2
i , . . . x

J
i } stored inJ registers (all

bit-copies initially have the same value). Registers are made
from memory cells that are considered to be unreliable. New
estimates of each of these copies is obtained by using one com-
bination ofJ−1 checks. Note that there are exactly

(

J

J−1

)

= J

combinations. The estimates are obtained as follows.
1) Evaluate parity checks for each bit-copy (exclude one

different parity check from the original set of checks
for each bit-copy).

2) Flip the value of a particular bit-copy if half or more of
the parity checks are unsatisfied.

3) Iterate (1) and (2).
A block diagram of this iterative decoding scheme is given
in Fig. 1. There are a total ofJ − 1 parity checks for each
bit copy. The decision element in this case is a majority logic
gate whose output is1 if half or more of the parity checks are
nonzero. The correction is accomplished by XOR gate at the
bottom that has as inputs the output of the majority logic gate
and the previous value of the bit-copy.

Fig. 1. Original Taylor’s scheme

Note that in this iterative decoding scheme, each parity
check requiresK − 1 input bits (other than the bit-copy we
are trying to estimate). Since each of these input bits has
J different copies, there areJ copies for each particular
bit that can be used for estimatingxk

i , k-th copy of bit xi.
When estimating a copyxk

i of bit xi using an estimate of
bit xj , we use the bit-copyxt

j in whose evaluation the parity
check involvingxi is omitted. Note that the whole scheme
corresponds to a version of, so called, GallagerB decoding
algorithm on Binary Symmetric Channel [20], [21].

In the rest of this section we present modifications to this
construction that we are proposing.

If we exclude a bit copy that we are trying to estimate from
the parity check, this parity check is not calculating whether
that bit copy is correct, but a value of the bit copy itself. So
each ofJ − 1 checks involved in correcting one bit needs



to have one input less. In this case the voter will output the
new estimate for this bit copy, so the bottom XOR gate is not
needed neither (see Fig. 2). This not only makes construction
more efficient, but also more dependable, since each of this
XOR gates is considered to be faulty.

Fig. 2. The proposed first modification

In the case whenJ−1 is an even number, tie can be broken
either arbitrarily (as suggested by Taylor) or by the received
value of the bit that is being corrected, as it is usually done
in message-passing algorithms [21]. In the case whenJ is
small (J = 3, 4, 5 . . .) ties are relatively frequent and breaking
them arbitrarily can hurt decoder’s performance, so this isan
important issue. Note also that in the case when memory cells
are unreliable it does not make sense to use the originally
stored value. We opted to break ties by using the previous
value of the bit being corrected.

The second important modification to the Taylor’s construc-
tion that we propose is introducing a syndrome checker after
every iteration. If the valid codeword is reached, decoded
codeword is stored in all the registers. So the modified
decoding procedure is as follows:

1) EvaluateJ −1 estimates for each bit-copy (exclude one
different parity check from the original set of checks for
each bit-copy).

2) Update the value of bit copy based on majority of J-1
estimates (and the previous value of bit, if needed).

3) Calculate estimatesxi as outputs of majority logic gates
with inputsx1

i , x
2
i , . . . x

J
i . See Fig. 3.

4) If the syndrome forx1, x1 . . . xn is a zero vector
x1, x1 . . . xn is stored in all the registered, otherwise
iterate (1), (2) and (3). Syndrome calculation is done by
perfectgates.

As already mentioned in the step 4. above, we shall assume
that syndrome checker is perfect i.e. that it is not made of
faulty gates. In this way we are addingn perfect majority logic
gates,n−k perfectK-input XOR gates and onen−k-input OR
gate needed for calculating whether all syndrome values are
zero. So the total number of faulty gates used isnJ(J − 1)
XOR gates andnJ majority logic gates. Compared to the
total number of gates used, number of perfect gates is not
big. It should be noted that the original Taylor’s construction

Fig. 3. The syndrome checker

also requires perfect majority logic gates at the moment
when information needs to be retrieved from the registers as
mentioned in the introduction. Thus incorporating a certain
number of perfect gates is always required.

III. N UMERICAL RESULTS AND DISCUSSION

In this section, we assume that the whole construction
is made of NAND gates. The use of only NAND gates in
extremely large-scale integration (XLSI) architectures may be
justified by the fact that construction is simplified throughthe
use of identical repeating sub-units [10]. Fig. 4 and Fig. 5 show
one possible realization of a three-input majority logic gate and
five-input XOR gate respectively. These are the realizations we
have used in our simulations.
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Fig. 6. Comparison of Taylor’s construction and proposed construction



Fig. 4. Three input majority logic gate

Fig. 5. Five input XOR gate

We also assume that gates fail independently of each other,
that defects are not permanent, i.e. gate that malfunctioned in
one iteration may give correct output in subsequent iterations
and that failure occurs by flipping the correct result with some
probability, i.e. if the correct result is 1 but the gate gives
0 and vice versa. We denote this probability of failure of a
NAND gate byǫNAND. We assume that connections between
gates are perfect. The errors in connections can be equivalently
represented as errors of the proceeding gate, (e.g. [13]) , in
a way very similar to how encoder errors are represented as
errors of the channel. The memory components are assumed
to fail independently with probabilityǫmem.

To illustrate our findings, we consider LDPC codes con-
structed by MacKay [23]. We present results for four column-
weight-three codes of same rate,0.5, but different lengths: 96,
204, 504 and 816.

Fig. 6 compares the proposed construction with Taylor’s
construction for different codes. In this caseǫmem = 5×10−3

and ǫNAND = 5 × 10−5. From the figure it is clear that the
proposed construction outperforms Taylor’s constructionand
that the gain is considerable even atǫmem = 5 × 10−3.

Fig. 7 illustrates the effect ofǫNAND on the bit error rate
(BER) performance of the memory circuit for a fixedǫmem.

The code considered is of length204 andǫmem = 0.4%. Other
codes with different values ofǫmem show similar behavior. It
can be seen that the performance with faulty gates is of the
same order as that with perfect gates.

Fig. 8 illustrates the effect ofǫmem on the performance of
the proposed memory circuit. The code considered is of length
96 and the correcting circuit is considered entirely perfect.

Notice that obtaining theoretical bounds on error probability
is elusive for the time being. This is because the general
theory of LDPC decoding is still not developed in full. For
the theoretical prediction of a faulty decoder performancewe
must know the performance of a reliable decoder (for a given
code). This requires classification of trapping sets. This is a
field of great current interest [24], but it is outside of the scope
of this paper.

IV. CONCLUSION

We showed that memories made of faulty gates and a
relatively small number of perfect gates can perform very well.
The construction is practical both in terms of redundancy and
performance.

We supported our claims by extensive numerical simula-
tions. Note that proposed construction does not depend on a
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specific gate realization. Future work includes investigation of
analytical bounds on performance.
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