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Abstract— In this paper we consider memories built from
components subject to transient faults. We propose a fault-
tolerant memory architecture based on LDPC codes and show
the existence of memories which can tolerate constant fraction
of failures in all the components. Our proof relies on the
expansion property of the underlying Tanner graph of the code.
We illustrate our results with specific numerical examples.

I. I NTRODUCTION

During the past four decades, the decrease in transistor
size and the increase in integration factor have lead to very
small, fast, and power efficient chips. As the demand for
power efficiency continues, a wide range of new nano-scale
technologies is being actively investigated for processing and
storage of digital data. Although it is difficult to discern
which of these approaches will become a technological basis
for computers in the future, it is widely recognized that dueto
their miniature size and variations in technological process,
the nano-components will be inherently unreliable. Even
in more traditional semiconductor technologies, reducing
transistor size has already started affecting circuit reliability,
and it is widely believed that transistor failures (both transient
and permanent) will become one of the main technological
obstacles as the trend of increasing the integration factor
continues. In this paper, we consider storage circuits built
from such unreliable (faulty) components. We consider an
unreliable component (a logic gate or a memory element) to
be a component that is subject totransient faults, i.e., faults
that manifest themselves at particular time steps but do not
necessarily persist for later times [1].

Von Neumann [2] was the first to study computation
using faulty gates. Von Neumann showed that, under certain
conditions, increased gate redundancy can lead to increased
reliability of a circuit. However, it was shown that, in general,
computation by faulty gates with non-zero computational
capacity is not possible (see [3], [4]). The study of storage
circuits made of unreliable components led to much more
optimistic results. Taylor in [5] proved that a memory has
an associated information storage capacity,C, such that
arbitrarily reliable information storage is possible for all
memory redundancies greater than1/C. The methodology
of the proof, however, does not allow one to explicitly
calculate the storage capacity. Taylor [5] considered two
models of component failures and proposed construction of
fault-tolerant memories based on low-density parity-check
(LDPC) codes. In the first model, the failures of a particular

component are assumed to be statistically independent from
one use to another. In the second model, the components
fail permanently but bad components are replaced with good
ones at regular intervals. The failures in different components
are assumed to be independent in both the models. This
construction was further studied by Kuznestsov in [6] and
we will refer to it as the Taylor-Kuznetsov (TK) scheme.
Hadjicostis [1] was able to generalize Taylor’s scheme to fault
tolerant linear finite state machines. Spielman [7] obtained
the best result for a general model of computation, by
marrying the ideas of von Neumann with Reed-Solomon (RS)
codes.

The fundamental contribution of this paper is to show
existence of reliable memories built entirely from unreliable
components and which have finite redundancies. We consider
the adversarial failure model in which only a fixed fraction of
the components can fail at any given time. Our fault tolerant
memory architecture is also based on LDPC codes but differs
from the TK scheme in the decoding algorithm employed.
The TK scheme can be shown to be an implementation of
the Gallager B decoding algorithm for LDPC codes (the
proof will be given in the longer version of the paper). We
use the parallel bit flipping decoding algorithm proposed in
the context of expander codes by Sipser and Spielman [8].
Expander codes also belong to the class of LDPC codes and
are asymptotically good error correcting codes with linear
time decoding algorithms which can correct a linear fraction
of errors. Expander graph based arguments have been suc-
cessfully applied for message passing algorithms [9] as well
as for linear programming decoding [10]. At the time of their
discovery, explicit construction of graphs with expansion
required for parallel bit flipping algorithm were not known.
Capalboet al. [11] recently gave an explicit construction of
expander graphs based on randomness constructors. Hence,
our method can be seen as a constructive proof in contrast
to Taylor’s method which is an existence proof.

The rest of the paper is organized as follows. In Section II
we provide the necessary definitions and a brief overview of
LDPC Codes. We explain the proposed memory architecture
and characterize it in terms of complexity and redundancy.
In Section III we introduce the model of failure of the com-
ponents and prove our main result showing the existence of
memories which can tolerate failures in all the components.
In Section IV we provide a few numerical examples and we
conclude in Section V with a few remarks.



II. T HE SYSTEM DESCRIPTION

In this section we give a detailed description of the
memory system. We start by introducing the terminology
used to characterize memories and proceed to discuss the
importance of LDPC codes. We explain the coding scheme
and the error correction scheme employed in the proposed
memory architecture. We then calculate the redundancy and
complexity associated with the memories.

A. Definitions

A memory is a device in which information is stored
at some time and retrieved at a later time [5]. A memory
circuit consists of registers (memory elements) which can
store a single bit. The information storage capability of a
memory is the number of information bits it stores. Ak-bit
memory circuit built out of reliable registers has information
storage capability ofk bits. Such a memory is termed as an
irredundant memory. Now, consider the problem of informa-
tion storage with unreliable memory elements. Due to the
component failures, the information read out of the memory
may not be identical to the information stored originally.
Hence, to ensure reliable storage, the information needs to
be stored in coded form (see [5] for an excellent discussion
on the importance of coded form). Initially, a codeword
from some error correcting code is stored in the memory.
The unreliable nature of the memory elements introduces
errors in the registers and the contents of the memory differ
from the initial state. A correcting circuit is employed which
performs error correction and updates the contents of the
registers with an estimate of the original codeword. Hence,
a fault-tolerant memory system consists of a memory circuit
and a correcting circuit. The correcting circuit is also built
of unreliable components. The coding of information along
with the correcting circuit introduce redundancy into the
memory system. Such redundant memories are characterized
by two closely related parameters, namely, complexity and
redundancy. Thecomplexityof a memory is the number of
components within the memory (a component is a device
which either performs an elementary operation or stores a
single bit where an elementary operation is any Boolean
function of two binary operands [5]). Theredundancyof a
memory is the ratio of the complexity of the memory to the
complexity of an irredundant memory which has the same
information storage capability. It should be noted that there
can be many memory architectures with the same information
storage capability.

Another important characteristic of a memory is reliability.
We say that arbitrarily reliable information storage is possible
in a memory if the probability of memory failure can be made
arbitrarily small. To quantify the reliability of a memory
system, it is important to first define what constitutes a
memory failure. Let a memory failure be defined as an event
in which the word read out of memory is not equal to the
original codeword. Arbitrarily reliable information storage is
not possible with such a definition of memory failure. This is
due to the fact that the probability of failure is lower bounded
by the probability of failure of components in the final step
of extracting the information bits. Hence, we define a failure

in the following manner. Associated with each codeword in
a code is a decoding equivalence class, i.e., the set of words
which decode to that particular codeword when decoded with
a decoder built of reliable components. If the contents of the
memory do not belong to the decoding equivalence class of
the original codeword, we say a memory failure has occurred.
The storage capacity, C, of a memory is a number such that
for all memory redundancies greater than1/C, arbitrarily
reliable information storage is possible [5].

B. LDPC Codes

The information storage capability of a memory depends
on the type of the code employed in the correcting circuit.
The memories under consideration store information in form
of bits and therefore we restrict our attention to binary codes
in this paper. An(n, k) binary block code maps a message
block ofk information bits to a binaryn-tuple [12]. The rater
of the code is given byr = k/n. Hence, a memory employing
an (n, k) block code has information storage capability ofk
bits. An (n, k) binary linear block code,C, is a subspace of
GF (2)n of dimensionk [12]. A parity check matrixH of C is
a matrix whose columns generate the orthogonal complement
of C, i.e., an elementw of GF (2)n is a codeword ofC iff
wHT = 0 [13].

Taylor in [5] argues that no decoding scheme other than
iterative decoding of LDPC codes can achieve non-zero
storage capacity. LDPC codes [14] are a class of linear block
codes which can be defined by sparse bipartite graphs [15].
Let G be a bipartite graph with two sets of nodes:n variable
(bit) nodes andm check (constraint) nodes. The check nodes
(variable nodes) connected to a variable node (check node)
are referred to as its neighbors. The degree of a node is the
number of its neighbors. This graph defines a linear block
code of lengthn and dimension at leastn−m in the following
way: Then variable nodes are associated to then coordinates
of codewords. A vectorv = (v1, v2, . . . , vn) is a codeword if
and only if for all each check node, the sum of its neighbors
is zero. Such a graphical representation of an LDPC code
is called the Tanner graph [16] of the code. The adjacency
matrix of G gives H, a parity check matrix ofC. It should
be noted that the Tanner graph is not uniquely defined by
the code and when we say the Tanner graph of an LDPC
code we only mean one possible graphical representation.
The Tanner graph of an(n, γ, ρ) regular LDPC code hasn
variable nodes each of degreec andnγ/ρ check nodes each
of degreeρ. This code has lengthn and rater ≥ 1 − γ/ρ
[15].

C. The Proposed Fault Tolerant Memory Architecture

The complexity and redundancy of a fault-tolerant memory
depend on the coding scheme as well as the decoding
algorithm employed in updating the contents of the memory.
We now explain our memory architecture in detail.

At time t = 0, a codeword from an(n, γ, ρ) regular binary
LDPC code is written into the memory circuit consisting ofn
registers each of which can store a single bit. Then bits of the
codeword correspond to then variable nodes in the Tanner
graph,G, of the code and are denoted byvi, 1 ≤ i ≤ n. Let
ci, 1 ≤ i ≤ nγ/ρ, denote theith check node. The contents of



the registers are updated at timesτ, 2τ, . . . , Lτ , L ∈ IN . The
update rules can be explained by defining messages along
the edges inG. For a variable nodev (check nodec), let
E(v) (E(c)) denote the edges incident onv (c). Each edge
e is associated with a variable nodev and a check nodec.
Let
−→
mt (e) and

←−
mt (e) represent the messages passed on

an edgee from variable node to check node and check node
to variable node at timet respectively. Letv(t) denote the
value of variable nodev at time t. Then the update at time
t is given by the following algorithm:

Algorithm A
• For each edgee and corresponding variable nodev

−→
mt (e) = v(t−)

• For each edgee and corresponding check nodec

←−
mt (e) =





∑

e′∈E(c)\{e}

−→
mt (e′)



 mod 2

• For each variable nodev

v(t+) =























1,
∑

e∈E(v)

←−
mt (e) ≥ ⌈γ/2⌉

0, γ −
∑

e∈E(v)

←−
mt (e) ≤ ⌊γ/2⌋

v(t−), otherwise

Remarks:We assume that the update is instantaneous and
usev(t−) and v(t+) to denote the value of variablev just
before and after the update respectively. We note that the
algorithm presented above is a slight modification of the
parallel bit flipping algorithm proposed in [8].

D. Complexity and Redundancy

LDPC codes can achieve non-zero capacity due to the
fact that the redundancy of the LDPC codes memory in-
creases linearly with the information storage capability.The
complexity of the logic gates needed to perform decoding
depend only onγ and ρ and not on the length of the code
(as is the case with sequential decoders). So the redundancy
remains bounded even as the code length tends to infinity.
We now calculate the complexity and redundancy associated
with our fault-tolerant memory architecture. The memory
circuit consists ofn registers each of which can store a single
bit. The correcting circuit consists of logic gates (built from
components) needed to implement the update algorithm. The
algorithm can be interpreted in the following manner. Every
variable node sends an estimate of its value to the neighboring
check nodes. A check node calculates an estimate of a
neighboring variable node by computing the modulo two sum
of all the remainingρ − 1 neighboring variable nodes. This
requires a(ρ−1)-input XOR gate which can be implemented
using ρ − 2 two input XOR gates (a two input XOR gate
calculates modulo two sum of two bits). A variable node
receivesγ estimates, one from each neighboring check and
the majority of these estimates is the updated value of the
node. This requires aγ-input majority logic gate whose
complexity we denote byDγ . Hence, for every variable node

the correcting circuit requiresγ(ρ−2) two-input XOR gates
and a γ-input majority logic gate. The complexity of the
entire system is therefore

C = n(1 + Dγ + γ(ρ− 2))

The memory has information storage capability ofrn bits
and the complexity of an irredundant memory with the same
information storage capability isrn. The redundancy of the
fault-tolerant memory is therefore

R = n(1 + Dγ + γ(ρ− 2))/rn

≤ (1 + Dγ + γ(ρ− 2))/(1− γ/ρ)

III. A NALYSIS OF THE MEMORY SYSTEM

The storage capacity of a memory depends on the type
of failures in the components. A logic gate is said to have
failed if its output is flipped. A register is said to have failed
if the bit stored in it is flipped. In this paper we consider
the adversarial failure model also referred to as bit flipping
channel model. In the adversarial model, the failures occur
in the worst case fashion but no more than a fixed fraction
of the components fail at any given time. In other words,
the number of failures is bounded for a given number of
components. As the number of components increases so do
the number of failures. We denote the fraction of memory
element failures in a time intervalτ by αm, fraction of two
input XOR gate failures for every use byα⊕ and fraction of
γ-input majority logic gate failures for every use byαγ . As
mentioned before, the component failures are transient and
independent from one use to another.

A memory system is said to tolerate a constant fraction
of errors in all components if at any time at most a constant
fraction of components can fail and no memory failure occurs
in the system at all timest < ∞. Recall that, from our
definition, a memory failure occurs if the contents in the
memory do not belong to the decoding class of the originally
stored codeword. In this section, we prove that the memory
architecture proposed in Section II can tolerate a constant
fraction of failures in all the components. Our proof is based
on the expansion property of the underlying Tanner graph,
G, of the code.

Definition 1: [8] A Tanner graphG of a (n, γ, ρ) LDPC
code is a(γ, ρ, α, δ) expander if for every subsetS of at most
an αn variable nodes, at leastδ|S| check nodes are incident
to S.
The definition of expander is much more general but we
restrict our attention to Tanner graphs of LDPC codes. Sipser
and Spielman in [8] proposed a class of asymptotically good
error correcting codes based on expander graphs known as
expander codes. LDPC codes are a special case of expander
codes in which the expander graph is the Tanner graph of
the LDPC code. In [8] it is shown that when the underlying
graph has sufficient expansion, the code can correct a fixed
fraction of errors. Sipser and Spielman proposed two simple
bit flipping algorithms: serial and parallel. We describe the
parallel bit flipping algorithm and interested readers are
referred to [8] for details about serial bit flipping. We say
that a constraint is satisfied by a setting of variables if the



sum of the variables in the constraint is even; otherwise, the
constraint is unsatisfied.

Parallel Bit Flipping Algorithm
• In parallel, flip each variable that is in more unsatisfied

than satisfied constraints.
• Repeat until no such variable remains.

Suppose a codeword is stored is stored in a memory. The
word read out from the memory may differ from the original
codeword. The set of variable nodes (bits) which differ from
their original value are known as corrupt variables. The
following theorem from [8] gives the sufficient conditions
for the parallel bit flipping algorithm to correct a constant
fraction of errors.

Lemma 1 ([8], Theorem 11):Let G be a(γ, ρ, α, (3/4 +
ǫ)γ) expander overn variable nodes, for anyǫ > 0. Then,
the simple parallel decoding algorithm will correct anyα0 <
α(1 + 4ǫ)/2 fraction of error afterlog1−4ǫ(α0n) decoding
rounds. Also, ifV denotes the set of corrupt variables in the
input and |V | < αn(1 + 4ǫ)/2, then the parallel decoding
algorithm produces a word with at most|V |(1− 4ǫ) corrupt
variables after one decoding round.

Proof: See [8]
From Lemma 1, it is clear that a word belongs to the de-

coding class of a codeword as long as the fraction of corrupt
variables (bits) is less thanα(1+4ǫ)/2. Note that Algorithm
A is a slight modification of one iteration of the parallel bit
flipping algorithm of [8]. In the parallel bit flipping algorithm,
every check node indicates to its neighboring variable node
if it is satisfied or not. In Algorithm A every check node
gives an estimate of the variable node. Theoretically both
the algorithms are equivalent but we use the Algorithm A as
it has lesser redundancy. We now state and prove our main
theorem.

Theorem 1:Let G be a(γ, ρ, α, (3/4 + ǫ)γ) expander for
any ǫ > 0. The proposed memory architecture can tolerate
constant fraction of errors in all the components if

αm + γ(ρ− 2)α⊕ + αγ < α(1 + 4ǫ)(4ǫ)/2

Proof: At t = 0, a codeword from an(n, γ, ρ) LDPC
code with Tanner graphG is read into the memory. The
contents are updated at timesτ, 2τ, . . . , Lτ , L ∈ IN , by
running Algorithm A. We bound the number of corrupt
variables at timet. Let αv(t) denote the fraction of corrupt
variables at timet. We establish bounds onαv(t) for all t.
We first prove the following. Letδ > 0. If

αv((l − 1)τ − δ) < α(1 + 4ǫ)/2,

then
αv(lτ − δ) < α(1 + 4ǫ)/2

Let V (t) denote the set of corrupt variables at timet.

|V ((l − 1)τ − δ)| = αv((l − 1)τ − δ)n.

Sinceαv((l − 1)τ − δ) < α(1 + 4ǫ)/2, a decoder built with
reliable gates outputs a word with at most|V ((l − 1)τ −
δ)|(1− 4ǫ) corrupt variables (by Lemma 1). We now bound
the number of errors introduced due to the faulty nature of
the decoder. Each XOR gate failure can corrupt at most one

variable and each majority logic gate failure can corrupt at
most one variable. So,

|V ((l − 1)τ)| < |V ((l − 1)τ − δ)|(1− 4ǫ)

+ γ(ρ− 2)α⊕n + αγn (1)

Eq. 1 bounds the number of corrupt variables at the end
of (l − 1)th correcting cycle. However, in the time interval
[(l− 1)τ lτ), at mostαmn variables can get corrupted due
to failures in memory elements. Therefore, the time at which
there are maximum number of corrupt variables is just before
the start of a correcting cycle, i.e.,

αv(lτ − δ) = max{αv(t) : (l − 1)τ ≤ t < lτ}

Hence, it suffices to boundαv(t) for t = lτ − δ, l =
1, 2, . . . , L.

|V ((lτ − δ)| < |V ((l − 1)τ − δ)|(1− 4ǫ)

+ γ(ρ− 2)α⊕n + αγn + αmn (2)

Dividing Eq. 2 byn gives

αv((lτ − δ) < αv((l − 1)τ − δ)(1− 4ǫ)

+ γ(ρ− 2)α⊕ + αγ + αm

< α(1 + 4ǫ)(1− 4ǫ)/2 + α(1 + 4ǫ)(4ǫ)/2

= α(1 + 4ǫ)/2

Since
αv(τ − δ) ≤ αm < α(1 + 4ǫ)/2,

it follows that

αv(lτ − δ) < α(1 + 4ǫ)/2 ∀l ∈ IN.

Hence,
αv(t) < α(1 + 4ǫ)/2 ∀t <∞

and no memory failure occurs.
It is instructive to see the behavior of the memory in

the absence of the correcting circuit. In any time interval
of τ seconds, at mostαmn fraction of the memories may
fail. After sufficiently long time, the fraction of corrupt
variables becomes more thanα(1 + 4ǫ)/2 and a memory
failure occurs. The presence of a correcting circuit ensures
that at any time the number of corrupt variables remains less
than the correcting capability of the code. However, for a
given expander there is a loss in the tolerable memory failure
due to the faulty nature of the gates as well as the iterative
nature of the decoder. Consider the case of where decoder is
reliable and failures occur only once. The tolerable fraction
of errors for a given expander is close toα(1 + 4ǫ)/2. In
the case of memories with unreliable memory elements but
reliable logic gates, the tolerable fraction of memory errors
is close toα(1 + 4ǫ)(4ǫ)/2. The reduction by a factor of
4ǫ occurs due to the fact that decoder is iterative in nature
and needs multiple rounds to converge to the codeword. One
round of error correction decreases the errors by a factor of
(1 − 4ǫ) and αmn new errors might be introduced due to
memory failures. In the extreme case ofǫ = 1/4 we have a
decoder which takes just one step to correct all the corrupt



variables, in which case the tolerable failure rate is arbitrarily
close to α(1 + 4ǫ)/2. The faulty nature of the decoder
further reduces the tolerable memory failure rate. Given the
values ofαm, α⊕, αγ , a code based on graph with sufficient
expansion can be chosen to build a fault tolerant memory. It
is well known that a random graph is a good expander with
high probability (see [8] and references therein). In the next
section, we illustrate this fact with a few examples.

IV. N UMERICAL RESULTS

In this section we illustrate with specific numerical exam-
ples the redundancies and tolerable failure rates associated
with different values ofγ andρ. We first make the following
observations. The redundancy of a memory system depends
on the parametersγ andρ of the LDPC code used. Different
values ofγ andρ can result in same redundancy. To compare
across different values ofγ andρ, the values ofDγ andαγ

have to be chosen consistently. HowDγ andαγ scale with
γ depends on the technology and implementation. Assuming
that all gates are built out of universal NAND gates also does
not answer the question fully as different implementations
can lead to different values. Hence for the sake of illustration
we consider a specific implementation. It should be noted
that the subsequent discussion is for illustration purposeonly.
Accurate analysis for a given case can be carried out along
the lines of the method we present in this section. For a
given implementation, we fix the the values ofγ and ρ
thereby fixing the redundancy as well asαγ andγ(ρ−2)α⊕.
We then use the bounds on the achievable expansion of a
(γ, ρ) regular bipartite graph to find bounds on the value of
αtotal = α(1 + 4ǫ)(4ǫ)/2. This in turn provides bounds on
the value ofαm for fixed γ andρ.

A. Redundancy

Recall that the redundancy of a memory system is given
by

R = n(1 + Dγ + γ(ρ− 2))/rn

≤ (1 + Dγ + γ(ρ− 2))/(1− γ/ρ)

For a fixedγ, R is minimum for a certainρ depending on
the value ofDγ . For example, ifDγ = 2γ−1, then it can be
shown thatρ = 2γ minimizes the redundancy. This implies
that a rate1/2 code has the least redundancy for a givenγ.

Figure 1(a) and Figure 1(b) show the dependence of the
redundancy onρ for a given value ofγ.

B. Bounds on Expansion

We make use of the following theorem from [8] to find an
upper boundαtotal for a givenγ andρ.

[Theorem 25, [8]]: LetB be a bipartite graph between
n c-regular vertices and(c/d)n d-regular vertices. For all
0 < α < 1, there exists a set ofαn c-regular vertices with
at most

n
c

d
(1− (1− α)d) + O(1) neighbors

It should be noted that the upper bound is tight for higher
values ofc.

Using this theorem, we can find an upper bound onαtotal

for a givenγ andρ. It should also be noted that we look for
graphs which expand by at least a factor of(3/4 + ǫ).

The following proposition from [10] addresses the issue
of existence of expanders.

[Proposition 6, [10]]: Let0 < r < 1 and 0 < δ < 1
be any fixed constants, and letc be such that(1 − δ)c is
an integer which is at least 2. Then for anyn,m such that
r = 1−m/n there is a Tanner graph withn variable nodes,m
check nodes, and regular left degreec which is an(αn, δc)-
expander, where

α = (2eδc+1(δc/(1− r))(1−δ)c))−
1

(1−δ)c−1

It should be noted that the notation for expanders is different
in [10]. Also, the proof does not guarantee that all the check
nodes have same degree.

This proposition guarantees the existence of graphs with
sufficient expansion and can be used to derive a lower
bound onαtotal for given γ and ρ. This in turn proves
existence of memories which can tolerateαm, α⊕ and αγ

fraction of failures in respective components as long as
αm + γ(ρ − 2)α⊕ + αγ < αtotal. Figures 1(c) and 1(d)
illustrate the upper bounds and lower bounds onαtotal for
γ = 9 andγ = 34 respectively. We remark that the bounds
have been derived numerically and we do not attempt to give
closed form expressions for the bounds as the results are for
illustration purpose only.

V. CONCLUSION

We have shown the existence of memories built entirely
from unreliable components which can tolerate failures in all
components. The results can be extended to the independent
failure model in which each component can fail with a
certain probability by using Chernoff bounds [17] (the proof
will appear in longer version of the paper). The existence
of finite length LDPC codes with required expansion as
well as explicit methods to construct such expanders makes
our method constructive as opposed to the TK scheme in
which results hold only in the case of infinite length. Our
memory architectures have lesser redundancies compared to
the TK scheme (the proof will appear in longer version of
the paper). We remark that explicit calculation of storage
capacity still remains a challenging problem due to the
complex interdependence of various parameters. Improving
the bounds on expansion can lead to better estimates. The
fraction of tolerable failures can be also improved. Expander
codes with modified decoding algorithms have been proposed
in [8], [18], [19], [20] which can recover from larger frac-
tion of failures in linear time. Investigation of fault-tolerant
implementation of these codes can lead to increasing the
tolerable failure rates. The study of error exponents for the
independent failure model, the use of irregular LDPC codes
and employing message passing decoding in place bit flipping
decoding can lead to further improvements and is a focus of
our current research.
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