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Abstract— Information-theoretic formulations of the private
information retrieval (PIR) problem have been investigated
under a variety of scenarios. Symmetric private information
retrieval (SPIR) is a variant where a user is able to privately
retrieve one out of K messages from /N non-colluding replicated
databases without learning anything about the remaining K — 1
messages. However, the goal of perfect privacy can be too taxing
for certain applications. In this paper, we investigate if the
information-theoretic capacity of SPIR (equivalently, the inverse
of the minimum download cost) can be increased by relaxing
both user and DB privacy definitions. Such relaxation is relevant
in applications where privacy can be traded for communica-
tion efficiency. We introduce and investigate the Asymmetric
Leaky PIR (AL-PIR) model with different privacy leakage
budgets in each direction. For user privacy leakage, we bound
the probability ratios between all possible realizations of DB
queries by a function of a non-negative constant €. For DB
privacy, we bound the mutual information between the undesired
messages, the queries, and the answers, by a function of a
non-negative constant §. We propose a general AL-PIR scheme
that achieves an upper bound on the optimal download cost for
arbitrary € and 6. We show that the optimal download cost of
AL-PIR is upper-bounded as D* (¢, 6) < 1+ 5 — N%L.
Second, we obtain an information-theoretic lower bound on the
download cost as D*(€,6) > 1+ — — ~Noe f<_1_1. The
gap analysis between the two bounds shows that our AL-PIR

scheme is optimal when ¢ = 0, i.e., under perfect user privacy
N—e €
N—-1

and it is optimal within a maximum multiplicative gap of
for any € > 0 and 6 > 0.

Index Terms—Private information retrieval (PIR), leakage
constraints, data privacy, symmetric PIR (SPIR).

I. INTRODUCTION

N THE era of big data and data analytics, users who

access a plethora of online services face serious privacy
risks. Their online behavior and data access patterns can
be analyzed to reveal sensitive personal information and
breach their privacy [1]. One possible solution to such data
leakages is to retrieve information privately by executing a
private information retrieval (PIR) protocol. In a PIR protocol,
the identity of the message retrieved by the user remains
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secret from the database(s). This is typically achieved at the
expense of an increased communication cost to ensure that
the desired message remains hidden among others. In the
pioneering work by Chor et al. [1], the authors considered
one-bit long messages. The overhead was calculated as the
sum of the queries sent by the user (upload cost) and the
answers provided by the database (download cost). Under
arbitrarily large messages, the download cost becomes the
dominant factor of the PIR overhead. This allows the PIR rate
to be defined as the ratio of the message size to the number
of downloaded bits. The maximum of these rates is referred
to as the PIR capacity and its reciprocal as the download cost.

Since the introduction of the PIR problem in [1], an exten-
sive body of works have investigated efficient PIR schemes
that yield either computational [2]—[5] or information-theoretic
privacy guarantees [6]-[42]. The former achieves privacy
assuming that the DBs are computationally-bounded. Essen-
tially, privacy is preserved due to the intractability of
computationally-hard problems. In information-theoretic PIR,
the DBs are assumed to be computationally unbounded, thus
achieving a higher level of assurance. Perfect privacy is
guaranteed if the queries do not reveal any information about
the desired message (privacy) and the answers are sufficient
to recover it (decodability). An intuitive PIR solution is to
download all K messages from a database. In fact, this is the
only way to guarantee perfect privacy in the single database
case. However, privacy comes at an impractical communica-
tion overhead.

A. Review of Recent Progress on Information-Theoretic PIR

A practical way to increase the PIR capacity is to
consider a distributed storage system (DSS) of N databases.
Shah. et al. [6] proposed a PIR scheme that achieves a rate of
1— % when K messages are replicated across N non-colluding
databases. Later, Sun and Jafar [7] characterized the PIR
capacity for any N and K as (1 + 1/N + 1/N? + ... +
1/NE=1)~=1 The original scheme introduced in [7] achieves
capacity when the message size L is allowed to grow as a
function of N and K. Subsequently, they characterized the
PIR capacity for a fixed message size [8]. Since the appearance
of the fundamental result of Sun and Jafar [7], numerous
important and practically relevant variations of PIR have been
considered.

Multi-round PIR allows multiple rounds of communication
between the user and databases. While interaction does not
increase capacity, it can reduce the storage overhead at each
database [10]. Sun and Jafar [11] considered the robust PIR
problem where M — N out of a total of M > N databases
fail to respond to user queries. Additionally, they characterized
the capacity when 7' < N databases collude and share the
received queries. Tajeddine er al. [12] considered MDS-PIR
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for coded databases where each message is separately coded
using an (N, M) MDS code. Banawan and Ulukus [13] derived
the coded PIR capacity for arbitrary N, M, and K. Wang and
Skogland [14] showed that the PIR capacity remains 1 — %
even if each message is coded. In [15] and [16], the sce-
nario of N MDS-coded databases with 7' colluding ones
was presented. However, the capacity of this case is still an
open problem (for other variants of MDS-PIR, see [17]-[20]).
In [21] and [22], the case of multi-message PIR, where the
user can use one query to request more than one messages,
was investigated. Banawan and Ulukus [23] characterized the
PIR capacity with Byzantine databases where any subset of
databases can be adversarial and respond untruthfully. In [24],
Tajeddine et al. studied the same model but in the presence of
colluding databases. Banawan and Ulukus [25] studied PIR
through a wiretap channel, where an eavesdropper tries to
decode the content sent through the channel. Other variants of
PIR in the presence of eavesdroppers are studied in [26], [27].

The problem of PIR was also studied when the user has
a cache or side-information, which can be useful in increas-
ing PIR capacity [28]-[32]. PIR from storage-constrained
databases was studied in [33], [43], [44], where capacity
was characterized under the assumption of uncoded storage
across databases. Recently, Tian et al. [34] proposed a new
capacity-achieving scheme with an optimal message size of
N — 1 and a minimum upload cost. Other lines of work
considered different privacy requirements from the original
PIR model in [7]. The problem of symmetric PIR (SPIR) was
studied in [9], where the user must be able to retrieve the
message of interest privately (user privacy), while at the same
time the databases must avoid any information leakage about
the remaining K — 1 messages (DB privacy). The SPIR opti-
mal download cost was characterized as % with common
randomness at least a = ﬁ bits per desired message bits.
Latent-variable PIR was considered recently in [45], where
privacy is required for a latent variable describing a predefined
user attribute. Additional interesting variants of PIR can be
found in [35]-[42].

The novel coding schemes and fundamental ideas developed
in the above works have also helped in advancing other
problems beyond PIR. For instance, an interesting connection
between blind interference alignment (BIA) and PIR was
studied in [46] showing that a good BIA scheme translates
to a good PIR protocol. Secure and private distributed matrix
multiplication has been considered in [47]-[51] addressing the
problem of computing a product of two matrices with some
constraints on the identity of the product matrices and/or the
information content in the matrices. Jia and Jafar [17] showed
the connection of the secure and private distributed matrix
multiplication to one variation of the MDS-PIR problem.
Recently, the problem of private set intersection (PSI) was
studied in [52] from a PIR perspective and capacity results
were obtained.

B. Relaxing Privacy Metrics for PIR

The above works have all focused on perfect privacy,
either for the user (as in PIR), or for both the user and the
DBs (as in SPIR). The perfect privacy requirement usually
comes at the expense of high download cost and does not
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allow tuning the PIR efficiency and privacy according to the
application requirements. In scenarios of frequent message
retrieval, trading user or DB privacy for communication effi-
ciency could be desirable. Ideally, one would select a desired
leakage level and then design a leakage-constrained PIR
scheme that guarantees such privacy while maximizing the PIR
capacity.

A few previous works have introduced privacy definitions
that relax the notion of perfect privacy. Asonov et al. replaced
privacy with the concept of repudiation [53]. The repudia-
tion property is achieved if some uncertainty remains about
the desired message. However, this metric does not provide
any information-theoretic privacy guarantees, as repudiation
is satisfied even if the retrieved message can be identified
with almost certainty. Recently, Toledo et al. [54] adopted
a game-based differential privacy definition to increase the
PIR capacity at the expense of bounded privacy loss. How-
ever, their privacy definition only captures the privacy of the
submitted queries. The authors propose several schemes that
hide the query identity and study their cost. Although the
query privacy can be thought of as functional equivalent to
information-theoretic PIR in some cases, it does not satisfy
the perfect privacy definition.

In our prior work, we introduced the Leaky PIR (L-PIR)
where a bounded amount of leakage is allowed about the mes-
sage identity [55]. We adopted a concept similar to differential
privacy to bound the leakage as a function of a non-negative
constant e. The leakage in privacy is achieved by constructing
multiple biased “retrieval paths” across databases where each
path realizes one query per database. Lin et al. [56], [57]
relaxed user privacy by allowing bounded mutual information
between the queries and the corresponding requested message
index. Unlike [56], [57], which deal with the average leakage
(measured by mutual information), the L-PIR model in [55]
satisfies the privacy leakage constraints strictly for all possible
query/message index combinations, and thus provides stronger
privacy guarantees.

In another recent work, Guo et al. [58] considered the
problem of SPIR with perfect user privacy and relaxed DB
privacy. DB privacy was relaxed by allowing a bounded mutual
information (no more than §) between the undesired messages,
the queries, and the answers received by the user. Similar to the
original work on SPIR in [9], SPIR with relaxed DB privacy
in [58] requires sharing common randomness among DBs and
comes at the expense of a loss in the PIR capacity.

Summary of Contributions: We investigate a three-way
tradeoff between user privacy, DB privacy, and the communi-
cation efficiency of PIR. We study the problem of Asymmetric
Leaky PIR (AL-PIR) where some information about the iden-
tity of the desired message is allowed to leak to the DBs, and
some information about the undesired messages is allowed to
leak to the user. The goal is to trade privacy in both directions
for achieving gains in PIR capacity, thus making PIR more
communication-efficient. For user privacy, we adopt the metric
introduced in our prior work [55], where the privacy bound
is determined as a function of a non-negative constant e. For
bounding DB privacy, we adopt a mutual information-based
leakage metric to be bounded by a non-negative constant §.
We next summarize the main contributions:
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o We propose an AL-PIR scheme that satisfies the leakage
budgets in both directions for arbitrary values of (e, d),
an arbitrary number of K messages, and an arbitrary
number of N databases. The achievable download cost of
this scheme is given by D(e,8) = 1+ 5 — %.

This cost also represents an upper bound on the optimal

download cost (lower bound on the capacity) of the AL-

PIR. We use an alternate perfect privacy PIR scheme

that follows a path-based approach, where a user’s query

is equivalent to selecting one of several possible paths
across databases. A path is defined as a set of queries, one
per database, that achieves decodability, however different
paths incur different download costs. We leverage this
cost imbalance to introduce leakage through the idea of
biasing the path selection probabilities. A path giving

a lower download cost can be used more frequently

compared to higher download cost paths. This biasing

introduces user privacy leakage. The path selection prob-
abilities are chosen to minimize the download cost while
satisfying the privacy budget, measured by €. To achieve

DB privacy, our scheme requires sharing common ran-

domness among databases. We combine the path-based

approach with the ideas of the scheme presented in [58]

to arrive at our general AL-PIR scheme. In particular,

achieving a DB privacy leakage of no more than §L

bits, requires common randomness given by (L —

N-1
%1;/7’1*1—1 5)L bits, which represents an upper bound
on the optimal common randomness size.

o We present a converse proof to obtain a lower bound on
the optimum download cost (upper bound on capacity).
This bound is characterized by D*(¢,0) > 1 + =— —
(Ne‘)%. The upper and lower bounds are shown to
match each other at extreme values of epsilon (¢ = 0;
€ — 00) and for any §. Moreover, we show through gap
analysis that our upper and lower bounds are within a
maximum multiplicative gap of N 5 — for any ¢ > 0
and 6 > 0.

o We derive a lower bound on the optimal required common
randomness at the databases. This bound characterizes
that achieving a DB privacy leakage of no more than
JL bits, requires shared randomness of size no less than

eyK—1

(vemt — voep=r—10)L bits.

o We investigate the tradeoffs variations in both sides of
leakage as special cases of our general (¢,6) AL-PIR
scheme. In particular, we show a three-way tradeoff
between download cost, user privacy, and DB privacy,
such that enhancing one of them would be at the expense
of the other two. We also show matching results for the
following special cases for our derived bounds on the
AL-PIR model: a) perfect user privacy (original PIR) [7],
b) perfect user and DB privacy (SPIR) [9], c) Leaky user
privacy (L-PIR) [55], and d) perfect user privacy and
leaky DB privacy [58].

II. SYSTEM MODEL: ASYMMETRIC LEAKY PIR

We study the PIR problem illustrated in Figure 1. We con-
sider NV databases DBy, DB, ..., DBy and K independent
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Database 2

Database 1 Database N

User Privacy (e—Privacy)
PriQi), Al W) _
Pr{Q¥®, al: )\Wn)

ki kr € [1: K], Yne€[1:N]

Message Security (6—Security)

I(Winkgees QEtnys Alty) < 0L,

Requests
message ky

Ve [1: K] User

Fig. 1. Asymmetric leaky private information retrieval (AL-PIR) problem.

messages Wy, Wy, ..., Wk, each of size L bits, such that

K
> H(W), (1)

=HWg)=L. ()

H(W1;W27"' aWK):

H(Wy) = H(Wz) =

A user interested in privately retrieving Wy, k € [1 : K|'
sends N separate queries ng), - ,QS\],C) to each of the IV
DBs, where lek) denotes the query sent to the nth database
(DB,), n € [1 : N], when retrieving message Wj. The
N DBs are assumed to be replicated and non-colluding,

e., they store all the K messages and they do not share
the queries received from the user. We also assume the DBs
are interested in achieving privacy, i.e., the user must only
decode the requested message subject to a leakage constraint.
To achieve DB privacy, the N DBs are allowed to share
common randomness denoted by a random variable S of size
aL bits, i.e., H(S) = aL. Moreover, S is not known to the
user.

Upon receiving lek) , the nth database generates the corre-
sponding answer Aé’” as a deterministic function of the query
Q%k ), the K messages, and the shared common randomness 5,
ie.,

H (AWM, Wi, ..., Wi, §) = 0. 3

The user must be able to decode the desired message W
upon receiving the answers from the N databases. Formally,
the AL-PIR scheme must satisfy the following correctness,
user privacy, and DB privacy constraints.

Correctness: Given queries Qfﬁ {Q(k) (k)}
the user must be able to decode the desued message Wy,
with probability of error P, by collecting the corresponding
answers Aff:)N] £ {A(lk), S ,AS\?)} from the N DBs, i.e.,

H (WilQ{ Al ) = o(L)L, )

where o(L) is any function that approaches zero as L — cc.

o(L) is set to zero if P. is required to be exactly zero.
0—DB privacy: In the original SPIR formulation [9],

the authors assume no leakage to the user about the undesired

INotation: Through this work, we use the notation [1 : X] to represent the
set of integers from 1 to X.
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messages. For a desired message W}, perfect DB privacy is
satisfied if

k k
I (W[LK]\;@;QEL}N],AEQN]) =0, Vke[l:K], (5)

where W[l:K]\k = (Wl, e Wit , W, -0y WK) is the
set of all messages except Wj. In this work, we relax this
condition by assuming a general leaky DB privacy constraint.
The leaked information about the undesired messages must be
bounded as,

I(Winap s Qi Alyy) < 0L, VR €[1: K], (6)

where 6 > 0 is a non-negative constant.
e—user privacy: Under perfect user privacy, the privacy
constraints are expressed as,
(ASLICI)7 lekl)a Wla to aWK) ~ (Agkz)a stkz), W17 to aWK)a
(7)
Vki,ky € [1 : K]. This guarantees that the submitted

queries are always independent of the message index. The
previous constraint can be alternatively expressed as,

(AL, QU [Wa) ~ (A1), Q) [Wa), ki, ka€[1: K],
®)

where Wq, is any subset of the K messages, i.e., Wqo C
{Wh, ..., Wk}. In this work, the privacy constraint is relaxed
such that given any subset W of the K messages, the
following likelihood ratio is bounded as follows:

Pr{ngkl) = w,A%’“) =v[Wq} -
Pri{Q\? ==, A = y[Wq}

e, Vi, ks € [1: K],

©)

Vn € [1 : NJ, where m and 7 represent any possible
realizations for the queries and answers, respectively and € is a
non-negative constant. Unlike perfect user privacy constraint
which ensures that queries and answers are independent of
the message index, the leaky privacy definition allows some
queries and answers to be used more frequently when certain
messages are retrieved. By setting ¢ = 0, the e—user privacy
definition in (9) becomes equivalent to the perfect privacy
constraint in (8).

Although there is a similarity between the definition of the
user privacy and the definition of differential privacy (DP),
we emphasize that this similarity is just in the mathematical
formulation. The main conceptional difference between our
privacy definition and the DP definition is that in our privacy
model, we do not have the concept of neighboring datasets
(that differ in one element). Instead, our model considers a
fixed input dataset for each query. Actually, we note that our
definition bears more similarity to local differential privacy
(LDP). In local differential privacy, a user holding private data
X wishes to reveal Y through a private mechanism. The mech-
anism satisfies ¢-LDP if P(Y = y|X = z)/P(Y = y|X =
a’) < ec for all realizations x,2’ of the private data. The
analogy of the e—user privacy with e-LDP is then clear since
here, the private data refers to the index of the desired message,
and the output of the mechanism corresponds to the query
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sent by the user to the DB. One thing that is different for the
e—user privacy is that in a DP setting, the information privacy
is guaranteed against an adversary who designs algorithms for
data processing. In the user privacy definition, the side that
represents the adversary is the database. Whereas, the user
(the side that seeks privacy) is the one that can exclusively
design the queries. Generally, for the e—user privacy, there
are potential challenges related to the accumulation of leakage
across multiple queries. An adversary that monitors multiple
queries can combine the outputs to obtain extra information.
To avoid such a scenario, the parameter ¢ could be adjusted to
ensure that the accumulated leakage across multiple queries is
always within the allowed limits.

A. Guarantees and Applications of the Leaky Privacy
Definitions

The leaky definition in (9) guarantees that the difference
between the distributions of query and answers for any two
indices and any given realization is always bounded. We high-
light that this is guaranteed for every message index pair and
not on average. From an application perspective, the leaky
definition guarantees that the database has a bounded success
probability in differentiating the requested message index from
any other index, and for any realization that satisfies the
privacy definition. Moreover, this bounded success probability
can be controlled by tuning e.

For database privacy, from an application perspective,
the leaky SPIR metric in (6) guarantees that the user will
not decode more than §L bits, on average, from undesired
messages. Note that this definition does not impose any
restrictions on how the leaked bits are distributed. Depending
on the scheme, the leaked bits could belong to one or multiple
undesired messages and could have a different distribution per
realization. This guarantee is only on average.

Our privacy definitions could be helpful in applications
where privacy is required, but guaranteeing perfect privacy
makes PIR impractical from a communication overhead stand-
point. To provide a concrete example, consider a multimedia
streaming application. From the user perspective, allowing
the database to determine with bounded probability, the mul-
timedia content (e.g., movie) that the user retrieves is a
significant privacy improvement from the current landscape.
This information is not as sensitive as other information
types such as patient records. Moreover, the message size
is prohibitively large to allow for perfect privacy solutions.
Generally, the parameter ¢ should be tuned based on the
sensitivity of the retrieved content. It can be even set to zero
(this means perfect privacy) for applications that do not permit
any leakage. From the database perspective, allowing the user
to access some additional multimedia content with each query
(which for most schemes would be partial content) does not
degrade privacy in a meaningful way.

B. Other Leaky User Privacy Definitions

To relax DB privacy, we adopt the mutual information
metric in [58]. On the other hand, we use the probability metric
we introduced in [55] to bound the leakage of user privacy.
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The latter metric strictly satisfies the privacy constraint for
all possible query/message index combinations. We note that
there are other weaker metrics one can use for relaxing user
privacy. In [56], Lin et al. proposed a metric 7 that gives a
bound on the average privacy leakage over all databases for a
desired message index given by a random variable 6 € [1 : K]
such that,

N
1
¥ 2 10:Q7) <. (10)
n=1
Jia et al. introduced the following privacy constraint [59],
HAFD Wy, W) — HAP W, W) = pL,
Vke[l: K], Vne][l:N], 11

where parameter p controls the leakage budget, with
0 <p< % In contrast to our e-user privacy definition
in (9), both of the metrics provide average privacy guarantees,
i.e., they bound the average privacy leakage over all possible
retrieval schemes. This means that the privacy leakage is
allowed to exceed the required bound in the case of individual
message retrievals. In this work, we extend the definition
in (7) to investigate the scenario when the distribution of
the sent queries and the corresponding answers is allowed
to depend on the requested message index within predefined
limits. Also, the AL-PIR model satisfies the e—user privacy
definition strictly over all possible realizations of answers and
queries. This ensures that leakage is always within the allowed
budget ¢ for all individual message retrievals.

We highlight that there are more stricter privacy metrics that
can be employed, such as min-entropy which is a stronger
notion compared to bounded mutual information. However,
we believe that this will require new tools to obtain lower
bounds on the download cost and constructing schemes with
bounded min-entropy.

1) Communication Cost: To evaluate the performance of the
AL-PIR scheme, we adopt the Shannon theoretic formulation
where the message size is assumed to be arbitrarily long
and therefore, the upload cost is negligible compared to
the download cost [7]. In this case, the AL-PIR rate is the
reciprocal of the download cost D(e,d), which characterizes
the total information bits the user has to download to retrieve
one desired message bit. Let D.s be the total number of
downloaded bits to retrieve message Wy, for some € and 6,
and L be the size of the desired message. The normalized
download cost is given by,

Ds _ ¥, H(AY)
L H(Wy)

D(e,6) = (12)

We say that the pair (L, D, 5) is achievable if there exists
an AL-PIR scheme that satisfies the correctness, DB privacy,
and user privacy conditions in (4), (6), and (9), respectively,
and can retrieve a message of size L bits by downloading a
total of D s bits. Our goal is to find the optimal download
cost D*(e,d) such that

D*(e,6) = min{D, s/L : (L, D, ) is achievable}.  (13)

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 67, NO. 8, AUGUST 2021

The capacity of the AL-PIR C*(¢,¢) is the reciprocal of
D*(e, d),

C*(¢,0) =max{L/D. s : (L, D) is achievable}. (14)

2) Optimal Common Randomness Size: We are also inter-
ested in characterizing the fundamental limits of common
randomness S needed to be stored at the databases. In general,
the common randomness size « is a function of the privacy
budget parameters (¢, ). Therefore, in the following discus-
sion, we use the notation H(S) = a(e, §) L. We define a* (¢, 0)
as the minimum common randomness size that satisfies the
correctness, DB privacy, and user privacy conditions in (4),
(6), and (9), respectively, i.e.,

a*(e,0) = min{a(e, d) : (4), (6), and (9) are satisfied}.
(15)

III. MAIN RESULTS AND DISCUSSION

In this section, we present our main results on the optimal
download cost and the required amount of shared randomness
for AL-PIR. Given desired privacy budgets € and § for the
user and DB privacy leakage, respectively, we state our main
results in the following Theorems.

Theorem 1: Define di(e,d) := 1 + ﬁ — %. For
N > 2 and shared randomness S with size H(S) > aq(e€,d)L,
where

€ K—-1
(e, 5) = {ﬁ — R 6 0S0<hid
0, 0 > 01 (6),
the optimal download cost of AL-PIR, satisfying both
the e—user privacy and 6—DB privacy definitions,
is upper-bounded by

dl(e,é), 0<d< 51(6),

D*(E,(s) < DUB(E,(;) = {dl(e 61(6)) o> 51(6).

a7)

In (16) and (17), 61 (¢) is the maximum DB privacy leakage
(when no common randomness is required, i.e., (¢, d) = 0)
which is a function of the allowed user privacy leakage €, and
is given by,

NE-1 1
(N —1)(ef + NE-1 1)’

The proof of Theorem 1 is presented in Section IV. As a
result of Theorem 1, we have the following remark.

Remark 1: The required size of shared randomness for our
achievability scheme, as given by aq(e,d) in (16), yields an
upper bound on the optimal size of minimum shared random-
ness a*(¢,0) as defined in (15), i.e., a*(¢,0) < ai(€,0).

Moreover, a1 (€, 0) is also sufficient to satisfy (¢, ¢) privacy
constraints, such that € > € and &’ > 4. In other words, if a
given amount of common randomness is sufficient to satisfy
(e,9) privacy, then it is also sufficient if the privacy budgets
are increased.

In Figure 2, we show the effect of ¢ and J on the download
cost for the case when N = K = 2. We can observe the

(51(6) = (18)
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Fig. 2. The achievable download cost for our AL-PIR scheme when

N = K = 2 as a function of ¢ for different values of d.

following: a) the download cost is a monotonically decreasing
function of the privacy budgets ¢ and d; b) as e approaches
infinity, which corresponds to no user privacy, the achieved
download cost approaches 1; ¢) for ¢ = 0 (perfect user privacy)
and as 0 approaches zero (perfect DB privacy), the achieved
download cost is 2 which matches the case of SPIR studied in
[9] where the optimal download cost is % = 2; and d) for
d > d1(€) = 1/(es+1) (or € > In(1/5s — 1)), the download cost
is only a function of ¢ (the line correspondlng to § = O 4).
Theorem 2: Define da(€,d) := 1 + Ne‘ T~ e )K —

1
For N > 2, and shared randomness S with size H(S) >
as(€e,0)L, where

5, 0<6 < dae),

1
as(e,§) = ¢ Nee—1
260) {o, 5> 8s(e),

the optimal download cost of AL-PIR subject to e—user
privacy and §—DB privacy is lower-bounded by

dg(e,(s), 0§5<5Q(6),
da(€,62(€)), & = da(e),

(NeS)K—1
- (Nes)K—1-1

19)

D*(e,8) > D"P(e,0) = { (20)

where

(Ne)E—-1 -1
(Ne¢ — 1)(Ne)K-1

Furthermore, the optimal size of common randomness sat-
isfying e—user privacy and 6—DB privacy is lower-bounded
by a*(e,0) > aa(e, 0).

The proof of Theorem 2 is presented in Section V. We note
that the results in Theorems 1 and 2 hold for N > 2 DBs.
In the following proposition, we characterize the capacity for
the case of one database.

Proposition 3: The optimal download cost D*(e,d) for
N =1 and for any 0 < € < oo is given by:

. _Joo, d<(K—1),
D(E"S){K, 5= (K —1).

52 (6) =

21

(22)

The above result shows that the problem of AL-PIR for
one database is degenerate. In particular, to satisfy the e-user
privacy constraint, any query/answer pair has to be requested
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to retrieve each of the K messages with non-zero probability.
Since N = 1, the only solution is to download all messages,
i.e., a download cost of K. However, upon downloading all K
messages, the leakage about the remaining (K — 1) messages
is fixed and given by § = K — 1. Hence, if the DB privacy
budget is 6 < (K — 1), the AL-PIR problem is infeasible and
the capacity is 0, i.e., D*(¢,06 < K — 1) = oco. We prove
Proposition 3 in Appendix D

In the next Corollary, we show that our proposed scheme
in Theorem 1 is information-theoretically optimal for perfect
user privacy, i.e., ¢ = 0, and is optimal within a maximum
multiplicative gap ratio of 2= — for any (e, 8). The proof of
the corollary is presented in Appendlx A.

Corollary 1: The multiplicative gap ratio between the upper
and lower bounds on the download cost of the AL-PIR, given
by Theorems 1 and 2, respectively, is bounded as follows:

DVB(e,0) - N —e ¢
DB(co) = N-1°

In Figure 3, we show the upper and lower bounds on the
download cost of the AL-PIR and the numerical multiplicative
gap ratio, as a function of system parameters (NN, K, ¢€,0).
Specifically, in Figure 3a, we set the allowed DB privacy
leakage to the maximum leakage, i.e., & > max(d1(€), d2(€))
as defined in (18) (no shared randomness required for this
case). This gives the results of the L-PIR model considered
in [55]. As the number of messages increases, both upper and
lower bounds increase, whereas both decrease with N. This
happens as increasing N increases the number of bits that
can be utilized as a side information to retrieve the desired
message. On the other hand, increasing K adds an overhead on
any retrieval scheme to satisfy the privacy by considering the
symmetry among downloaded bits from different messages.
We observe a similar trend for the multiplicative gap ratio as
well. In Figure 3b, we fix the value of the DB privacy leakage
to § = 4x 1075, This choice insures that § < min(d; (€), d2(¢))
for all € € [0 : 10] considered in the plots. We note that while
increasing K does not have significant impact on the bounds,
both the download cost and multiplicative gap ratio decrease
with IN. Moreover, we observe that the bounds match when
e = 0, i.e.,, when perfect user privacy is required, and when
€ — 00, i.e., N0 user privacy is required.

The generality of the AL-PIR problem formulation allows
us to recover several existing results on PIR as special cases of
Theorems 1 and 2. These cases are discussed in the following
remark.

Remark 2 (Connections to State-of-the-Art Results): From
Theorems 1 and 2, the lower and upper bounds on the optimal
download cost D*(e,d) for any (e,0) can be used to derive
the following prior results.

e No user privacy and perfect DB privacy (¢ — oo, =
91(e — 00) = d2(€ — o0) = 0). From the shared randomness
bounds (16) and (18), when ¢ — oo and § = 0, we get that
a*(e — 00,0) = aj(e — 00,0) = as(e — 00,0) = 0,
i.e., no shared randomness is needed. Substituting the € and
0 values in the download cost bounds (17) and (20), we get
DYB(¢ — 00,5 = 0) = D'B(e — 00,6 = 0) = 1, meaning
that the upper and lower bounds are matching and give an

(23)

Authorized licensed use limited to: The University of Arizona. Downloaded on July 28,2021 at 19:34:01 UTC from IEEE Xplore. Restrictions apply.



5358

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 67, NO. 8, AUGUST 2021

=== Upper bound on optimal download cost

Multiplicative Gap between bounds

Lower bound on optimal download cost

N=2 K=2 N=2 K=10 N=10 K=2
15 1.12
- 14 18 —— 1
3 8 8
o 1.3 O 1.6 \ O o8
o kel \ o
[s] [ @© 1.06
9 1.2 2 1.4 \ 2
g g \ g 1.04
5] S) \ 9]
a it [aRE \ ST k
~.
1 — e 1 = 1 = S
0 2 4 6 8 10 0 2 4 6 8 10 0 2 4 6 8 10
User Privacy Leakage (€) User Privacy Leakage (€) User Privacy Leakage ( €)
a) Effect of changing (V, K) on the bounds of D*(¢,5) where 0 > max(d1(e),02(¢)) as a
function of the value of €.
N=2 K=2 N=2 K=10 N=10 K=2
2 —— 2 g 112
\ \ B
518 \ 5 18 \ 3 ” \\
8 \ 8 \ 8 1.08 \
o 16 \ o '® \ ° \
8 v 3 \| S \
g 14 \ g 14 \ E s \
] '8 \| 8 \
1.2 \ 1.2 i 1.02 \
1 1 1

0 2 4 6 8 10 0 2
User Privacy Leakage (€)

4

User Privacy Leakage ( €)

6 8 10

)

2 4 6 8 10
User Privacy Leakage ( €)

b) Effect of changing (V, K) on the bounds of D*(¢, §) where message security leakage
is fixed to J = 4 x 107° for all values of €.

Fig. 3.

optimal download cost of D*(¢ — 00,5 = 0) = 1. That is,
AL-PIR is achieved by only downloading the requested file
from any of the databases.

e Perfect user privacy and maximum leakage on DB
privacy [7] (¢ = 0,0 = di(e = 0) = d2(e = 0)
M,Xf%&;jl)) We obtain the original PIR result in [7] for
perfect user privacy leakage ¢ = 0. For this special case,
we get the optimal required shared randomness characterized
by a*(e,0) = ai(e,6) = az(e,d) = 0, ie., no shared
randomness is needed. Using the bounds in (17) and (20),
we obtain matching upper and lower bounds, giving an optimal
download cost of

NK71—1 LB
D(6:0,5:m):D (EZO,(S:
NK71—1 NK71—1
_— :DUB = =
NN 1) (€=0.0= =y =1
1 1

e Perfect user privacy and DB privacy [9] (¢ = 0, = 0).
By setting ¢ = 0, § = 0 in Theorems 1 and 2, we obtain
the SPIR results in [9] where the optimal required shared
randomness is given by a*(0,0) = «;1(0,0) = a2(0,0) =
ﬁ and the optimal download cost is obtained using the
bounds in (17) and (20) as
D*(e=0,6=0)=D"®(e=0,0 =0) = D"®(e = 0,6 = 0)

1

=14 —--.

N1 (25)

Lower and upper bounds on the download cost of AL-PIR for different values of N, K and ¢ as e increases.

o Leaky user privacy and maximum leakage on DB
privacy [55]. We obtain the L-PIR results in [55] for any
level of user privacy leakage ¢ and a DB privacy leakage
d > max (d1(€),02(¢)), where the optimal required shared
randomness is given by a*(¢,0) = a1(¢,0) = az(e,d) =0
and the bounds on the optimal download cost are obtained
using (17) and (20) as

D*(e,0) 2 D, 02(€) = 14 -+ rpr=
UB NE -1
D*(G,é)SD (6761(6)):1_‘_(N—l)(66+NK71—1)
(26)

o Perfect user privacy and Leaky DB privacy [58]
(e = 0,0). For perfect user privacy ¢ = 0 and DB privacy
leakage characterized by §, we obtain the results in [58], where
the optimal required shared randomness is characterized by
a*(0,6) = a1(0,8) = a2(0,0) = w5 — %5 and the
optimal download cost is obtained using the bounds in (17)

and (20) as
D*(e=0,6) = D"®(e =0,6) = D"®(e = 0,0)
N )
- N-1 NE-1_71

27)

IV. PROOF OF THEOREM 1: UPPER BOUND
ON D*(¢,d) FOR THE AL-PIR

The leakage in user privacy is achieved using the path-based
approach introduced in our previous work [55]. A retrieval
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Fig. 4. The original PIR scheme in [7] for N = 2, K = 2, and L = 4.

path is equivalent to a set of queries across databases that
guarantee decodability. Possible retrieval paths have different
download costs. The probability of selecting each path is
chosen to minimize the download cost while satisfying the
privacy budget, measured by e, which is a process referred
to as path biasing. First, we give the following example for
N = K = 2 to describe the idea of path biasing to achieve
e—user privacy leakage with DB Privacy leakage (§ > d1(€)).

A. AL-PIR Example for N = 2, K = 2, and Privacy
Leakage (e,0 > §;(¢))

Consider the simplest non-trivial PIR setting with
N = 2 DBs and K = 2 messages denoted by W; and Wo.
To motivate the construction of AL-PIR, we first recall the
perfect PIR scheme proposed by Sun and Jafar in [7]. Assume
that the messages W1 = {a1,...,a4} and Wy = {by, ..., b4},
are each L = 4 bits long. Figure 4 shows a retrieval structure
for W1 using the scheme in [7]. The main idea is that one
can use coding and leverage side information from the other
database to reduce the download cost to 3/2. We highlight
that the shown bit indices represent one possible permutation
of the real indices. Thus, W retrieval can be obtained through
multiple bit structures that are selected uniformly and have an
equal download cost of 3/2.

In Figure 5, we show an alternative PIR scheme in which
the requested message can be downloaded via sequences of
structures that give unequal download cost. In particular, when
the user wants to retrieve message W7, it picks one of the four
possible queries/paths:

o Path Py:(f), W1): Send no request to DB and request Wy

from DB,. This path/query has a download cost of L bits.

o Path sz(Wl,(Z]): Request W; from DB; and send no
request to DB5. This path has a download cost of L bits.

o Path Ps5:(Wo, W7 @ Wh): Request Wy from DBy and
Wi & Wy from DB,. This path has a download cost of
2L bits.

o Path Py:(W; @ Wa, Ws): Request Wy & Wy from DB,
and Wy from DBy. This path has a download cost of
2L bits.

Paths P; and Ps, which have lower download cost, are
selected with probability p, whereas higher download cost
paths P3 and P, are selected with probability g. From the
total probability theorem, we have

2p+2q = 1. (28)

The answer of DB,, can take four different structures,
Tp1,-- -, Tn,4. These structures represent the element addition
of all possible subsets of {I¥;, W5}. Note that the selection
probability of any structure 7, ,, j € [1 : 4] equals the
selection probability of all paths containing that structure.
Also, there is one path per message that contains each structure
Tn,j. For example, w1 o = {W;} is paired with 7 5 = {0} to
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AL-PIR scheme for N = 2, K = 2, general ¢, and § > 61 (¢).

Fig. 5.

retrieve W1, or it can be paired with my 3 = {W; @ Wa} for
Ws retrieval. Let the path selection probabilities be uniform,
ie, p = q = i. Thus, each structure is selected with
probability %, irrespective of the requested message index. It is
straightforward to show that this probability assignment satis-
fies the perfect privacy definition in (7). Moreover, although
the cost varies per path, the uniform path selection yields
an optimal average download cost of 3/2. Therefore, this
path-based PIR scheme is also optimal and matches the result
of Sun and Jafar [7] for perfect privacy.

1) Improving the Download Cost via Path Biasing
(Achieving e—User Privacy): The leaky privacy definition
in (9) together with the path-based scheme described above,
lead us to consider schemes that bias the path selection
process for retrieving desired messages. We next show that this
helps reduce the average download cost for any non-zero e.
Intuitively, if we assign higher selection probability to paths
with lower download cost than the average (for example L),
an overall lower cost can be achieved at the expense of some
bounded loss of privacy due to the biasing. The question we
pose is whether there are values p # ¢ that yield an average

download cost less than 2 and simultaneously satisfy the
(@ _

2
e—user privacy definition in (9). The probability Pr{Q
, ASZ) = v|Wq} can be expressed as

Pr{QY =m A =~|Wq} =

PriQYW = n[Wq} Pr{A) =~|QW) = 7, Wq}. (29

The term PT{QS ) = m|[Wq} depends on the path selection
probability. To provide privacy, for any answer to a specific
structure 7, the term Pr{Agf) = 'y|Q£f) = 7, Wq} should
be constant independently of the requested message. To meet
the privacy definition in (9), it is sufficient to show that the
possible structures to each query satisfy:

Pr(mli = 1)

< e,
Pr(ma li=2)  ©

Ve {1,2}, je[l:4], (30)
where Pr(m,, j|i = k), is the probability of retrieving structure
mn,; When the desired message is k. Based on the scheme

in Figure 5, there are two cases for each structure 7, ;:

(i) m,,; is used to recover Wy and W, with the same
probability either p or ¢, then

Plrngli=1) _,

P(m, ;li =2) ' @D

which clearly satisfies (9).
(ii) my,; is selected with different probabilities p and ¢ to
retrieve Wi and W, respectively, and vice versa. Then,
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p and ¢ must satisfy

Prlmsli=1) _p_
= Pr(m,li=2) ¢~

Invoking the fact that the sum of path probabilities must

—€

equal one, we use (28) to substitute by ¢ = 0.5 — p and
rewrite (32) as
p
< e 33
05—p—° 59
This gives us the following inequality,
66
< —. 34
P=50 1 e 4

Therefore, we can pick p that satisfies (34) with equality,
and then select ¢ = 0.5 — p, as a valid choice of path selection
probabilities which satisfy the e—user privacy constraint.

2) Computing the Download Cost D(e,§ > d(e)): Since
our scheme is symmetric with respect to messages, the same
download cost is obtained for the retrieval of message W or
message Wo. Then, the average download cost can be written

as

i1 Pr{P =P;} - Dp,
L )
where Pr{P = P;} € {p, ¢} is the probability that path P;
is chosen and D'p is the cost of path P;. From Figure 5
we know that Dp, = Dp, = L, and Dp, = Dp, = 2L.
Hence, D(e,d > d(€)) equals

2xpx L+2xqgx(2L)

D(e,6 > d(e)) =

(35)

D(e,6 > () =

L
=2p+4q
(a) 22
(b) e
>2—-—, (36)
(1+e9)

where (a) follows from (28), and (b) follows from (34).
Hence, the download cost of this scheme (when p =
€“/2(14€)), can be rewritten as

3_ -1
2 2(ec+1)

which is lower than , the optimal download cost under perfect
privacy. Note that a lower cost cab be achieved for any e.

3) Computing DB Privacy Leakage 6: We have shown in
the above example that the biased selection probability of the
path-based scheme can trade user privacy for lower download
cost. We now calculate the DB privacy leakage. From the
above leaky construction, we can show that
3 e —1

> > L —
D(e,6 > d1(e)) x L > 2L e 1)

D*(e,0 > d1(¢)) = 37

(1) \ _
H(A[I:Q]) -

L. (38)
Similarly, the average size H(A

1 |W2 ) of answers given
W5 is known and can be expresse(i

(A<1 [Ws) = ZPr{Pz’Pj}-DPJ‘Wz
j=1

=2XxpxL+4+2xqgxL=1L, 39)
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Wi = {a1, a2,a3} Wy = {b1,b,b3}
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Fig. 6. AL-PIR scheme for N =2, K = 2, ¢ = In(1.5), and § = 4/15.

where Dp |y, is the cost of path P; when W5 is given. This
makes the DB privacy leakage, or the information revealed
about W, equal to

I(Was Ally) = H(AL,) — H(A[,[W2)
1 e —1

ZE —2( LZ(Sl(G)L

e+ 1) (40)

We highlight that this construction can achieve a lower DB
privacy leakage compared to the perfect privacy scenario in [7]
where I(Wo; AE1 )2]) = L/2, without the need for any shared
randomness. However, this construction cannot fulfill the DB
privacy constraint if § < d1(€). In the following example,
we introduce a construction that can satisfy any DB privacy

requirement with the utilization of the common randomness.

B. AL-PIR Example With N =2, K =2, ¢ =1In (1.5), and
d =415

Figure 6 shows an example of a possible AL-PIR scheme
with N =2, K =2, ¢ =1n(1.5), and § = 4/15. We observe
that the allowed DB privacy leakage 0 is less than d; (¢),

4 1 e -1
-0 <0E =35

Now, assume that each of the two messages is of size L = 3
bits, W1 = {a1, as,as} and Wo = {b1, ba, bs}. To satisfy the
0—DB privacy condition, we include the least required amount
of shared randomness S that has a size of (e, d)L, where
aq (€, 0) is computed from (16):

1 ef+ NE-1 1
a1(e,0)L = (N—l -

=0.4. (41)

L .
NK71—1 5)L:§:1blt
(42)

Each message is divided into two parts as follows: W)
is divided into Wl(l) {a1} (size of S = L/3), and
Wl(Q) = {agz,as}; and Wy is divided into W2(1) = {b;}, and
W = {by, b}

Suppose that the user wants to retrieve 7. The user can
use any of the four possible paths shown in Figure 6, where a
path is defined as a query set fo:)zv] which satisfies, together
with its corresponding answer, the correctness and privacy
constraints. However, these paths have different download
costs. The first two paths have a cost of 4L/3 bits, whereas
the other two paths have a cost of 2L bits. The correctness
of the scheme is straightforward, the XOR addition of the
two structures forming each path results in getting ai, aso,
and ag. To reduce the download cost by trading user privacy,
similar to the previous example, we select the lower cost paths
with probability p = 0.3, whereas the higher cost paths are
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assigned a probability ¢ = 0.2. These selection probabilities
are chosen such that both e—user privacy and §—DB privacy
conditions are satisfied. As we will discuss later in more
details, the ratio describing e—user privacy leakage in (9)
is given by the maximum ratio between the probabilities of
selecting different paths, represented here as p/q = 1.5 = e®.

When W; is requested by the user, the DB privacy leakage
is described as the information user can decode about Ws.
We notice that the first two paths in Figure 6 do not reveal
any information about W5, while using the other two paths,
the user can decode the two bits WQ(Q) = {bo, b3}. This gives
the average DB privacy leakage as

L
(WQ,AEIQ]):2><0.3><0+2><0.2><2><g:
L_4

Hence, this achieves the §—DB privacy condition. The
average number of downloaded bits for this scheme is

Des =2x03x4+42x0.2x6=4.8 bits, (44)
which yields a download cost of
4

D(e=In(1.5),6 = —) =48/3=1.6. (45)

15
We highlight that this scheme clearly improves the down-
load cost in comparison to the perfect SPIR, which has a
download cost of N/N—1 = 2, at the expense of some loss
in user and DB privacy.

C. General (¢,0) AL-PIR Construction

In this section, we generalize the AL-PIR scheme in the
previous examples for arbitrary values of N, K, and asym-
metric privacy leakage characterized by the pair (e, d). Assume
there are K > 2 messages, Wi, ..., Wg. Consider a random
permutation of the databases indices. Let each message W
be divided into two parts Wy = {W.", W*} such that

HW,) =
H(W,) =

(N — 1)041(6, 5)L
L — (N — 1)041(6, 5)L

(46)
(47)

where «;(€,d) is the minimum required amount of shared
randomness for the AL-PIR scheme to ensure the §—DB
privacy and computed as

1 e NE-1
aq(€,0) = max <0, N1 NE_1 5)
:{ﬁ—ﬁf,ﬁi’ij;l(s, 0<6<di(e),

4
0, o> (51(6). (48)

Furthermore, let each W,El) and W,EQ) be divided into N —1
equal sub-packets,

1 1 1
w = wil o wi ) (49)
W = wl w0 (50)
such that for all ¢ € |1 N — 1], H(W,fle)) =

ai(e, 0)L, H(Wﬁ)) = (55 — ai(e,0))L. For instance,
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in the example of Figure 6 where «y(e,d) = /3 and L = 3
bits, W1 is divided into W = {a;} of size 1 bit, and
Wl(z) = {az, a3} of size 2 bits.

For a requested message W, the DBs mask W,El)’s,
k € [1: K]\ i, with the secret key S. The content of W,EQ)’S
may be allowed to leak to the user. To retrieve a required
message W;, the user first selects one of the possible retrieval
paths across the N DBs. Any path is formed by a set of [V
queries, Q(i)N , which are submitted to the respective DBs.
The selected path has to fulfill two requirements: (i) the path
correctly recovers W;; (ii) the N submitted queries satisfy
both the e—user privacy and §—DB privacy conditions. The
user sends the following query vector to DB,

Tn,i = (371, sy Li—1, (3% + n)N,$¢+1, e 713K),

ar€0:N—1], ke[l: K], (51)

where (x; + n)n denotes (z; + n) (mod N). This K x 1
vector gives the indices of the K message bits, one bit for each
message, that should be included in the answers. The design
of 7, ; makes sure that all submitted queries 7, ;’s include the
same indices of all undesired messages, and different indices
of the required W;. Then, the identical undesired bits, within
the N collected answers, can be utilized to decode the desired
bits. After DB,, receives the query m,;, it responds with
answer 7y (7Tn i),

(1) (1)
Tr”l { @ kak@s@wz(x+n)1v’
ke[1: K]\
(2) (2)
D W oWl 62
ke[1: K]\

where @ represents the summatlon via XOR operation.
We denote by Wkl) and W ) the null or the empty set

(). This response ensures protectmg all W,E’lz)’s by encoding
them with S. We observe that once one of the N queries
is designed, i.e., the indices x;’s are chosen, the remaining
N — 1 queries are deterministic functions of these chosen
indices. As =z € [0 : N —1] for any £ € [1 : K],
each m,; can be represented by N K different vectors. Each
of these vectors creates one possible path to retrieve W;.
Thus, for a specific permutation of DBs indices, we have
NX possible paths in general. For the example in Figure 6,
there are NX = 4 paths for the retrieval of W;. The first
retrieval path is created from the queries 711 = (0,0), and
72,1 = (1,0) with corresponding answers 1 (m1,1) = {S, 0},
and v2(me,1) = {a1 &S, {ag,ag}}. A general form for one
possible path is shown in Figure 7.

1) Analysis of Correctness: The user can decode the
sub-messages Wi(? and Wi(i), Veel[l:N-—1], of the
requested messagé (Wi e) usiflg the information retrieved from
DBs N — z; and (N + ¢ — x;)n as follows

{Wﬁ), 2)}:'YN wi (TN—25,1) ® YN+o—g, (T T(N4L— zL)N,'>
—{ D Wi esewd @ Wi ewd)
ke[1: K]\ ke[1: K]\
1 1 2
a{ P W,gl?k@SeBWif}, p w2 owd}
ke[1: K]\ ke[1: K]\
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DB1 DB2 DBN
(1) (1) (1) (1) (1)
Retrieve D wil o8 D wl osew) D Wi esewi,
kelkN ... FELKIN ] L A,
Message W; 2 2 2 2 2
D w @ wiew? D wd w3,
kelLK\i ke[LKN\i ke[LKI\i

Fig. 7. One path of the AL-PIR scheme that retrieves W; with ; = N — 1.
— 1) (1) 2)
- {Wz 0 ® W }

2) Proof of e—User Privacy: We note that the total down-
load cost for each path is not fixed, but it depends on the
choice of zy’s, k € [1 : K]. Then, we have two types of
paths:

o Lower cost paths (Vk € [1: K]\ i, xx = 0):
Generally, N possible paths belong to this case, those
created from queries 7, ; where x; = 0,1,..., N — L.
In this case, we have

={ P wihosew],
kelK]\z

0 } = {5.0},

YN —z; 7TN tz

D wie

ke[1: K]\

(54)

i.e., we only download the secret key S of size a1 (e, )L
from DBy_,,. Whereas, for other databases, all struc-
tures download data of the form {Wi(_? &S, Wﬁ)},
each of size ﬁ bits. In total for these type of péths,
the user needs to download (N — 1)+%+ + a1 (e,8)L =
(14 (e, 6))L bits from all DBs.
 Higher cost paths (3 k € [1: K]\ i, xx # 0):
For this case, there are NX — N possible paths. Here, all
requested query structures are of size ﬁ bits, and the
user needs to download %L bits in total from all DBs.
Without loss of generality, we assign probabilities p and g,
where p > ¢, to lower cost and higher cost paths, respectively,2
such that

Nxp+ (N —N)xqg=1. (55)

We can see that any query m, ; with certain x;’s can be
used to recover any desired message. This is obtained by
requesting that query with other N — 1 queries that share the
same x’s of the K — 1 remaining messages. This is crucial to
satisfy the e—user privacy requirements because accessing a
structure does not eliminate any of the message possibilities.
Furthermore, each structure is selected to retrieve W; with the
same probability of selecting the path commg through it, either
p or ¢. Similar to (29), Pr{Qn =m AD = = v|Wgq} can be
expressed as

Pr{Q}) = m, A = y[Wq} =
Pr{Q{ = n|[Wq} Pr{A{) = +|QY = =, Wq}.

The term Pr{Ag,,i) = 7|Q§,,i) =7, Wq} is also a constant,
independent of the requested message. Thus, to meet the

(56)

2Due to symmetry, paths belonging to the same type are assigned the same
probability. Assigning different probabilities does not improve the download
cost or the privacy.
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definition in (9), we show that possible structures of each
query satisfy:

Pr(my i = k1)

<e,Vn, ki ke €[1: K
Pr(my, |t = ko) 1k €] b

(57)

where Pr(m, ;|i = k1), is the probability of selecting structure
mp,; when the desired message is W, . The following lemma
generalizes the condition in (34) to satisfy e—user privacy for
any K. It states the upper bound on the path biasing that does
not violate the e—user privacy.

Lemma 1: To preserve e—user privacy definition of the
AL-PIR, the biased probability p has to satisfy the following
inequality

€

PS Ny NE_ N (58)

Proof: Based on the proposed scheme, each structure 7, ;
can be selected with probability p or g, then

P i =k
r(wn,z|§ 1) c {p qp q} o (59
Pr(mpili =ke) ~ P ¢’ ¢’ p
As p > q, we only need to guarantee that
Poe (60)
q
Substituting (55) in the inequality, we get
NE _N NE _N
oo P _(NE-Np (VKN
g (NK—=N)q 1-Np

By rearranging the above inequality, we get the following:
€

PS Nex NEZN (62)

Equation (55) can be used to find the following equivalent
condition:

12 Ne T NE-N° 63)
|
3) Analysis of —DB Privacy: We show that the proposed

AL-PIR scheme satisfies the DB privacy leakage constraint

in (6). From the previous construction, we categorized the

paths into two groups: (a) N paths of size (14 a4 (€,0))L bits;
and (b) N¥ — N paths of size %L bits. Then, the expected

size of the answers, H (Aﬁ) N]) can be expressed as follows:

=pN(1+ a1(e,0))L + q(NF — N)LL

N -1
NE - N
(—)pNa1(€ 5)L+L+ﬁ

O 1—pN
N N-1

L 1
= L+ ﬁ —pN (m —051(676)) L,
(64)

(2)
H(A[I:N])

qL

L+ pNay(e,6)L + L
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where (a) and (b) follow from (55). We then calculate
H(AE;?N] [Wii.k)\;) as follows:
H(AD W Y W, AD W
(At Wierpe) = H(Wis Ay [Wiek))
®) i
= H(Wi) + H(S, Ay Wi, Wi)
= H(W;) + H(S) + H(A[ y Wi Wi, S)

QHW:) + H(S) = (1 +ai(e,8))L,
where (a) follows the correctness property in (4) whereas
(b) and (c¢) hold from the fact that answers are function of
messages and the shared randomness.

Lemma 2: To preserve 0—DB privacy for & < d1(e),
the biased probability p has to satisfy the following inequality

€

>

P=Neey NK-N

Proof: According to (64) and (65), we can express the
DB privacy leakage as

.2 (0)
5L > I(W[l:K]\ivA[lzN])

= H(AR ) = HAR W)

I (L—al(e,5)>L

(65)

(66)

N -1 N -1
— (14 ai1(e9))L

(a)

1—pN
2 (pN = 1) (e, )L + ——

N -1
1
=1 =pN) (7= ~ (e 9)L
(b) . 1 ef+ NKE-1_1
:(1—]0]\[)m1n(N_17 NET 1 o)L, (67)

where (a) follows from (55) and (b) follows from (48). For the
commonly shared randomness .S, we have one of the following
two cases:

L

o No shared randomness is needed (a1 (¢, ) = 0):
In this case, the condition in (67) can be written as

follows,
1-pN (@) NE-1_1
5L > L> L=6,(e)L
S e g ey v e e L ORS
(68)

where step (a) follows by applying the e—user privacy
condition obtained in Lemma 1. Therefore, we obtain the
bound on the DB privacy leakage 6 > ¢;(e), i.e., DB
privacy leakage is maximized which covers the L-PIR
model previously considered in [55]. This case requires
no condition on the biased probability p as the inequality
in (68) is achieved for any p. We highlight that this
scheme obtains a better DB privacy compared to the
perfect PIR scheme proposed in [7], without the need
to any shared amount 05{ {alndomness. The latter scheme
causes a leakage of U\],V_l)iN_Kl_lL bits.
 Shared randomness is needed (o (¢, ) > 0):
For any o (e, 6) > 0, we always have

1o e+ NE-1 -1
N -1 NE-1_1

5. (69)

5363
From (67), we get the following relation on p:
NE=1 1
1-pN) < ——— 70
(I-p )_e€+NK—1—1’ (70)
which leads to the proof of Lemma 2. |

Lemmas 1 and 2 lead to the following necessary condition
on p to simultaneously satisfy the e—user privacy and 6—DB
privacy definitions.

Lemma 3: To preserve e—user privacy and 6—DB privacy,
the biased probability p has to satisfy the following condition
with equality

66

- Nec+ NK N’
Proof: For 6 < 61 (¢), the proof follows directly by apply-
ing Lemmas | and 2. For § > §;(¢), the proof follows from
Lemma 1 where we pick the maximum value of the biasing
probability p in order to minimize the download cost, i.e., max-
imize the probability of picking the paths of lower cost. M
Analysis of download cost: Given that the scheme is
symmetric across all messages, the download cost can be
written as,

p (71)

H(AY )
D(e, ) = N
(a) 1 1
14— — L B
+N—1 p (N—l 041(67 )>
(b) 1 1 ef+ NE-1 1
=14+ — —pN 1)
TN P mm<N—1’ NE-1T_1
(c) 1 e€

N—-1 e+ NE-1_1
_ 1 e+ NK-1 1 5
Xmll’l(N_l, NK*I_]_ )7
where (a) follows from (64), (b) follows (48), and (c) is due to
Lemma 3. According to the size of the available randomness S,
we have one of the following two cases:
o No shared randomness is needed (a1 (¢,d) = 0):
This case corresponds to § > d1(¢). The download cost
in (72) can be written as follows,

(72)

1 e 1
Do) =1+ g7~ cynri-1% N_1
NE-1_1

(N —1)(ec + NE-1 1)

NE-1 1 1
=1+ — 4 —

e+ NE-T_1\N NE-1

= d1 (6, 51 (6)) (73)
o Shared randomness is needed (o (e,d) > 0):
For any aq(e,6) > 0, we have
1 ef+ NK-1 1
N1 > NE 1] 0. (74)

Then, the download cost in (72) can be re-expressed as

D(e,é):l—l—;

N -1
e ee+NK—1_1
— X 1)
ec+ NK-1 -1 NE-1_1
1 de
— 1+ —di(e,d). (75

N_—-1 NK-1_1
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Both cases in (73) and (75) yield the upper bound in (17)
for the download cost of AL-PIR and prove Theorem 1.

V. PROOF OF THEOREM 2: LOWER BOUND ON D*(¢, 9)
Without loss of generality, assume the requested message

is 1. We can bound D* (e, d) as follows

)
(6 5) Zn lf( )

(1)
H(A[I:N])

L

(Al Qi)
> —.

- L
To further bound D*(e,d), we first state the following
two lemmas. Proofs of both lemmas can be found in the
appendices. In Lemma 4, we introduce the relation between the
entropy of answers downloaded to retrieve different messages
given a certain message. We emphasize that, under perfect
privacy definitions, the entropy should be exactly the same

regardless of the requested message,

H(AYV Wy, Q) = H(AF W, , QF2),
Vki # ko, n € [1: NJ.

Y

(76)

(77)

However, this does not hold under the e—user privacy
definition.
Lemma 4: Under the e—user privacy definition, for any k;

and ko € [1: K] and a non-negative constant €, we have the

following inequality
H(A) Wiy, Q1) > — H(AJ) Wi, Q1)
ij#kg, nE[lN] (78)

Using Lemma 4, we get the following recursion lemma.
Lemma 5: For k € [2, K], we have

k k
H(A{ Wi Q1)

> (1—o(L))L + %H(

Using Lemmas 4, and 5, we bound H(A(l) |Q( ) a
follows

(1) (1)
(A[l N]|Q[1 N])
_ H(Wl, Ell)N]|Q(1) )

(k+1)
[1:NV] |W[1 k] Q[1 :N] )

(1) (1)
H(Wl |A[1:N]’ Q[IN])

 HEWL, AP ) — o(L)L

= H(Wﬂ@ﬁ?N]) (Afi’N]|W1, Qi) —o(D)L

2 (1~ o)L+ B(AD W1, Q)

> (1—o(L))L + H(A ;>|W17Q§1:N]>

< (1 - o)L+ HAD W, QD)

2 o)L+ (AP WL Q). 19)

where (a) is due to the correctness property in (4), (b) follows
from the fact that the message content is independent of
queries, (c) comes from the fact that the answer AS) is
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conditionally independent of the queries submitted to other
DBs given the query Qsll), whereas (d) comes from Lemma 4.
The addition of the previous relation over all possible n’s gives
us the following

NH(A{ )y |@ﬁ>m>
1 N
> N(1 - =N H(AP (2)), 80
= ( 0 6 nzz:l |W1aQn ) ( )
Dividing by N,
( ]|Q[1 N])

> (1—o(L)) L+—ZH (AP 1wy, Q@)

> (1—o(L)L+ N—eﬁ Z H(AD W, C2{12;)1\71)

1
>(1—o(L))L + —H(Ag)NﬂWla Q[l N])

D (1~ o(L)E + o HAD W1, QD)
1 @ @) o(L)L
A
+ S HWal AR W, Q) — S .
o(L)L
=(1-o(L))L + WH(WQ,AH. ]|W1,Q<2?N]> o
= (1= (L)L + == H(WalW, Q)
2) (L)L
+ Nee (A[1 N]|W17W27Q1N]) Nee
(b)
= (1_O(L)) Nee N ( [1 N]|W17W27Q( )
_o(L)L
Ne¢ )
=(l—o(L))L+ —(1—0o(L))L
(1= o(L)L + (1~ o(L)
+ o H AT W, W2, Q). (81)

where (a) comes from the correctness property in (4), and
(b) is due to the message independence. Following the same
iterative process used in [7], and invoking the recursion
property in Lemma 5, we get

H(A[ Q)
(1+Nle N (Neel) )1 —o(L))L
(Neel)K T HAT W, Qfiy)
2 -0 el =1 (1 owyr

(Ne¢)K=1(Nec — 1)

1 K K
+ et HAL Wik Q) (82)
where (a) follows from the rule of finite sum of geometric
serles Under the L PIR model presented in [55], the term
H(A[1 N Wik Q (12N ) is replaced by zero as answers are
functlons of only the messages. However, this does not
hold in the presence of common randomness. From the é—DB
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privacy definition in (6), we get the following:
H(A Wik, Q)
K
= H(A [1:N]|W[1:K—1]7QE1:K/])

K K
— I(WK, AElIi/'] |W[1:K*1] ’ Qfllzf])
(a)

= H(A(K) Wik -1, Qflezr]) — H(Wk)

= H(A [LN]IQELN])—I(AEQ/]% Wik -1 Qff ) — H(Wi)
= H(A Q) — T QU Witk —1)) — H(Wi)
= H(A[|Qf ) — 0L = L, (8

where (a) follows since all messages are independent and Wi
is a deterministic function of A(K)

assume that H(Afll)N] |QE11)N])

H(Affj)v] |W[1:K]7Q

By symmetry, we can
(A<K> |Q{1:4)- Then,

w) 2 H(A( g |Qf ) = 0L = L.

(84)
Since H(AEQ,”W[LK], QflK]z,]) > 0, we obtain
H(A[R Wik, QFiy)
> max (0, H(A{|Q{ ) — 6L ~L).

Next, we can express (82) using (85) as

H(Af | Qfiny) =
o K 1
1+ NgK>1( L (2))2

1 AD QW
+ W max (0, H( |Q[1 ‘N]

Dividing by L and allowing it to approach oo, we get

)—5L—L). (85)

(1) (1)
(A[1 N]|Q[1:N]) S 14 (Ne)K-1 —1
L - (NeS)K-1(Nec —1)
(AL G104
+Wmax O,f—é—l (86)
Following (86), the following two inequalities are true
( [1: N]|Q[1 N]) (NeS)K=1 —1
— e > 87
2t Nk e =y D
H(A [1N]|Q[1N]) S 14 (NeS)K=1 —1
L - (Ne€)K—1(Nec — 1)
(1) (1)
1 H(A[ v Qpuiny)
—0—1).
+ (Ne )k 1 = ( L d—1) (88)
The inequality in (88) can be rearranged as
(Nes)K=1 -1 H(A [1: N]|Q[1 N])
(Nec)K—1 7,
(NeS)K=1 -1 1
1 — 1
2 I ek e =)~ eyr T O
 (Ne)Et -1 (Ne)E-1 —1 d
B (Nee)K—l (Nee)K—l(Nee —1) (Nee)K—l’
(89)

5365
(1) (1)
(A[l N]|Q[1:N]) > 14 1 _ ) (90)
L - Nec—1  (Neo)K-1 17
From (87) and (90), we get
(A(l |Q( ) - (1 N (NGE)K71 —1
L = AT (Ne) K—1(Nes — 1)

1 0 )
Nec —1  (Ne)K-1 17"

Substituting by (91) in (76), we can lower bound D*(e, ¢)
as

1+

D*(e,8) > ( [1: N]|Q[1 N])

> DY(e, 0)
(Nes)K=1 —1
(Ne€)K—=1(Nec — 1)

1)
(Nee)K—l _ 1) (91)

= max (1—|—

; 1+

Nec —1

For a fixed €, D"B(¢,§) is monotonically decreasing in §
(Ne)K—1_1

until we reach5=52( )— W at which
Ne€ K—-1 _
|4 e) SRS 0 .
(NeS)K=1(Nec—1) Nec—1 (Nes)E-1 -1

92)

After this point, D'B(e 6) is fixed at the value 1 +
(NeS)K—1_1

(Ne)F=T(Ner—7)- Lhen, we can alternatively represent
DB(e, 8) as
D*(e,8) > D"B(e, 0)
RS = (Nes);i,l - =da(e,0), 0<8<be),
- {1 + e ey = da(e 8a2(e)), 6> 8a(e)
93)

This proves the lower bound on D*(e,d) in Theorem 2.

A. Required Amount of Shared Randomness

In this section, we prove the lower bound in Theorem 2
on the required amount of shared randomness to achieve the
minimum download cost derived in (91). From the §—DB
privacy in (6), given a requested message Wy, we get

oL > I(A(k) QY oy Wik)\k)
_ (k)
- I(A[l N]’ W[l K \le[lN])

= H(A[D Q[ y) — H(A (f)N|W1K]\k’QEf)N])

= H(4, "“’ IQ(’“’ ) = H(Wie, A Wierp g, Qfy )
+ H(Wk|A 12N WK ks Q[uv])

© HAD QPN — H(Wi A Wik Q)
+o(L)L

—H(A(k) IQ( ) - H(Wk|W[1:K]\kafi}m)

- H(A 1N|W[1K Q(k) ])+O(L)L
—H(A(k) |Q( ) L — H(A ) |W1K] Q[lN])

Authorized licensed use limited to: The University of Arizona. Downloaded on July 28,2021 at 19:34:01 UTC from IEEE Xplore. Restrictions apply.



5366

+o(L)L
= H(A““ Q1w — (1= o(L))L
k k k
- H( [1:N] |W[1:K] ) Sv QEI:)N]) - I(S; AEI:)N] |W[1:K] ) QEl:)N])

(b)
= H(AP Q) — (1= o(L))L

& k
— I(S; A(l_)N |W[1:K]7QE1:)N}>

= 1AL, 1) — (1~ o)L — H(SWinsg, @)
+ H(SIA{ vy Wik, Q)

= HU|Q) — (1= o(L)L = H(S)
+ H(S|A v Wik, Qi)

> H(A{ )y |Qfh) — (1= o(L))L — H(S), (94)

where (a) follows from the correctness property, (b) comes
from the fact that answers are function of the K messages and
the common randomness S, and (c) is because the common
randomness S is independent of the K messages. Dividing by
L, allowing it to approach oo, and substituting by (90) in (94),
we get

1 5 H(S)
> _ [ [ S
571+Ne€—1 (Nee)K-1 -1 L
! 5 H(S)
T Nec—1  (Ne)k-1—1 L ° ©3)

Rearranging the inequality, we get the following bound on
ale, ),

H(S) 1 )

=) 5) > _

A SR o R froe e
which is also a valid bound on the optimal common random-
ness a*(¢,0). Then, following that a*(e,d) > 0, we obtain
the following bound,

-0, (96)

N 1 Ne¢ K—1
a*(€,0) > aa(e,0) =max <O, Nec 1~ (Z\(feE)K)—l — 15)
Ne€ K—1
— Nei—i - (15/'65)’)(*1—1 5, 0<8 < dy(e), (97)

0, 0> da(e),

which completes the proof of the lower bound on the optimal
common randomness size in Theorem 2.

VI. CONCLUSION

We studied the AL-PIR problem that relaxes the perfect pri-
vacy requirements for both user and DB privacy. The allowed
leakage is asymmetric allowing for different privacy leakage
in each direction. We showed that allowing privacy leakage
provides an opportunity to improve the optimal download cost.
We introduced an AL-PIR scheme that gives an upper bound
on the optimal download cost for arbitrary leakage budgets.
We investigated possible tradeoffs that stem by adjusting the
level of privacy at both user and DB sides. We further obtained
a lower bound on the download cost and showed that the
multiplicative gap between the upper and lower bounds is
bounded by 675 , 1.e., our AL-PIR scheme is optimal for
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perfect user privacy, € = 0, and is optimal within a gap of at
most — for any e.

APPENDIX A
PROOF OF COROLLARY 1

We first notice that for any € > 0, we have d1(€) > dz(e).
This follows as we can express di(€,d1(e)) = 1 + d1(e) and
da(€,92(€)) = 1 + d02(€). Then, from Theorems 1 and 2 and
for any 0 > max (d1(€), d2(€)), D*(e,6) can be bounded as
follows

14 02(€) = da(e, d2(€)) = DB (€,8) < D*(e,0)

< DYP(e,8) = di(e,01(e)) = 1+ d1(e),  (98)

which proves that ¢1(¢) must be greater than or equal d2(€)
for any value of € > 0.

Following that, we can write the multiplicative gap ratio
between the upper and lower bounds on D*(e, d) given in (17)
and (20) as follows:

() =r2()3
@ s 0<02(e),

D" (e, 5) 71()=72(€)

DB(e.g) — | mo-m@n@ 020 <9<, ©99)

y1(€)=y2(€)d1(e)

O @5 02 0(e),

where we have v1(e) = 1 + ﬁ, Yo (€) = Nxefel_l, v3(€) =

1+ ﬁ, and v4(e) = Then, we can upper

bound (99) as follows,
y1(e)=72(e)d
ro@—matasr 0 <02(e),

< (100)

~v1(€)—v2(€)d2(e)
O @5 02 02(e).

1

DY(e,0)
DIB(e, 6)

y1(€)

For any J, we have the bound % < 145 valid
when 210v1(6) 1 We can prove that nlevale) <1 i the
v2(€)vs(e) v2(€)vs(e)
following:
I+ v ) weyp=rr . Yyt
71(6)74(6) _ N—1/(Ne)K-1—-1 _ N_1 o2
Ya2(€)73(€) (1+ ﬁ)]\f%‘i,l %
K—2 xrk
N
= e e < <, (101)
ko (Nec)F

for any ¢ > 0 with equality when ¢ = 0. Eventually, we can

bound the multiplicative gap ratio for any value of § as
D% (e,0) _ mle) _
DUB(e,8) ~ y3(e)

14 L N —e—€
N1 TY))
1+N€571

N -1

APPENDIX B
PROOF OF LEMMA 4

Assume that A;’“) the answer of any DB, given any
requested message ki € [1 : K], can take one of 7' different
structures. Each of them is requested by a certain query,
ie., Qgﬂ) also takes 7' different forms. Let 7; and ~(7;) be
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the t" form that Q ) and Agbkl) can take, respectively. Then,
H(A (k1)|W 1,Q(kl ) can be written as

(Aszkl) |Wk1 ) Q’Ezkl))

T
= D Pr(@) = m) H(AL Wiy, ) = m)

T
= ZPT(QSM = Trt)H(A’Elkl) = y(me)| Wk, )

a

—

-

Pr(Q\) = m) H(A) = ~(m)| Wi, )

o~
Il

1

—
o
=

M=

e Pr(QY?) = m) H (A = ~(m)|Wi,)

—

G}|,_\<|~|v~

Q(kQ) =m)H (Agw) = y(m)|[Wh,)

(@ = m)H(AL) = (m)| Wy, Q) = m)

2
Dy

1
:; (n |Wk17Q§’Lk2))7

where (a) follows from the fact that the entropy of cer-
tain answer structure 7y (7;) is independent of the requested
message, it only depends on the query form m,. Whereas,
(b) comes from the definition in (9) and the corresponding
interpretation in (57).

(103)

APPENDIX C
PROOF OF LEMMA 5
We can bound H(A 1N] Witk—1), QW (1] ) as follows:

H(Affz)NﬂW[l:k—l}’Q[er])

© H(A Efz)NﬂW[l:k—l]’QEfr)N])

+ HWil Aff g Wik, Q[ hy) —
= H(Wi, Al W1, Q) —
= H(Wk|W[1:k—1]7fo:)N])

T H(Aff:)N] |W[1:k]7fo:)N]) —o(L)L
=L+ HA ff) W QE{C)N]) - O(L)L
= (1= o(L)L + H(A[ ) [Wig, Q)
> (1-o(L)L + H(A%’“IWu:k]»Qu:N])

Y1~ (L)L + H(

—~
=

AP Wiy, QF), Ynell:N],
(104)
where (a) is due to the correctness property in (4), and
(b) comes from the fact that the answer Ank is conditionally
independent of the queries submitted to other DBs given the

query lek). By adding the relation in (104) over all possible
n’s and dividing by N, we get the following:

k k
H(Af Wi, Qfpiny)

N
1
> (1= o(L))L + 5 Y H(AP Wi, Q)

n=1
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(a) N
> (1—o(L )
N
k+1
= (1—o(L 1 Qi)
> (1= o(L))L + 5 6H< [{“}ﬁ Wiy, Qiyag): (105)

where (a) follows using similar steps as in the proof of
Lemma 4.

APPENDIX D
PROOF OF PROPOSITION 3
Here, we prove the bound in proposition 3 for N =
We show that the relaxed privacy conditions have no benefits
when there is only one database even if we ignore the DB
privacy leakage constraint (§ = K — 1). Assuming that the
requested message is Wi, we lower bound D, s as follows:

Des=H(A") > HAIQL)
= H(Wy, ATV1QSY) — H(wh| ATV, Q)
@ W QD) + H(AN WL QW) - o(L)L
= (1 —o@L)L + HAWD W, QM), (106)

where (a) follows the correctness property in (4). Let there
be T' different structures, my,..., 7, the query sent to the
databases can take. For each structure m, ¢ € [1 : T,
the answer is on the form of (7, ) then we get, for j € [2: K],

H(AV W, Q) — H(AP w1, Q)
= (H(A W) - Hn))
— (HAP m|Qf) - H(W1|Q))

AV w1QY) - H(AY wi|Q)

(A1) + Hw AP, Q)

H(A(J)|Q(J)) o (W1|A§J), SJ)>
H(APQY) +o(L) — H(AP|QY)
T

— ZPr( gj) =
t=1
(A1) + o(L) — H(AP Q)

Pr(QY) =m

H
H

(l

m) H(WA AV, QY = m)

mn

YHWi|AY = 5(m)), (107

M%

o+

—

where (a) also comes from (4). We emphasize from the user
privacy constraint in (9) that all queries or structures must be
requested with non-zero probability, otherwise the constraint
in (9) cannot be met. This dictates that y(m;), the answer of

any structure 7, has to fulfill the decodability conditions, i.e.,
HW1|AY = ~(m)) = o(L). (108)

As the form of the answer () is the same regardless of
the requested message, this implies that

H(W;|AY HW1|AY = ~(m,)) = o(L).
(109)

=(m)) =
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From (107) and (109), we get the following
H(AD W, Q)
H(AY W, Q) + H(A QYY) — H(AY Q).
(110)

Assuming the symmetry across all messages, we have

HAPIQWM) = HAP[QY), vje[2:K]. (11
Using this fact, we have
HAP W, Q) = H(AY Wy, QY), viel2: K.
(112)

This allows us to write D s as follows
Des > (1—o(L))L + H(AP W1, Q)
= (1= o(L)L + H(Wa, AP W1, Q1Y)
— H(Wo|AP, W7, Q)

= (1 - o(L))L + H(Wa, AP W1, Q) — o(L)L

= (1—20(L))L + H(W2|Q'?) + H(AP Wy, Wa, Q)
=2(1 = o(L))L + H(AP Wy, Ws, Q). (113)

Completing the proof inductively using equations (107) to
(112), we get

Des > (K —1)(1 — o(L)L + H(AS W51, Q1)

=(K—-1)(1-o0o(L))L + H(Wkg, AlK)|W[1:K—1]a Q"))
- H(WK|A(1K); W[l:K—l]a QSK))
= (K = 1)(1 = o(L))L + H(Wg, A

—o(L)

K K
1 )|W[1;K71], Q")

(l

—1)(1 —o(L))L + H(Wk |Wp.k 1], Q)

(K
+ HAY Wik 1, Q) —o(L)
> K

(1—o(L))L, (114)

where (a) comes from the fact that the answer must be a
function of the K messages. Dividing by L and taking the
limit L. — oo, we arrive at the desired lower bound:

D*(e,8) > K (115)
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