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Abstract—This tutorial paper addresses the physical layer se-
curity concerns and resiliency of Orthogonal Frequency Division
Multiplexing (OFDM) communications; the de facto air-interface
of most modern wireless broadband standards including 3GPP
Long Term Evolution (LTE) and WiMAX. The paper starts with a
brief introduction to the OFDM waveform and then reviews the ro-
bustness of the existing OFDM waveform in the presence of noise,
multipath fading, and interference. The paper then moves on to
build comprehensive adversarial models against OFDM wave-
forms. Robustness of OFDM is first investigated under AWGN
noise and noise-like jamming attack scenarios, then under uncor-
related yet colored interferences from modulated sources (both
intentional and unintentional). Finally, the paper explores some of
the more recent developments in the field of energy efficient corre-
lated jamming attacks that can disrupt communication severely by
exploiting the knowledge of the target waveform structure. Poten-
tial countermeasures against such jamming attacks are presented,
in an attempt to make a robust and resilient OFDM waveform.

Index Terms—Jamming, anti-jamming, security, robustness,
OFDM, MIMO, LTE, WiMAX, TV white space.

I. INTRODUCTION

MODERN wireless broadband communication systems
require extremely high throughput using a limited band-

width, to accommodate the ever increasing mobile data de-
mand. Orthogonal Frequency Division Multiplexing (OFDM)
modulation technique and associated Orthogonal Frequency
Division Multiple Access (OFDMA) channel access mecha-
nism have become a major element in modern wireless broad-
band communication systems. This is due to OFDM’s spectral
efficiency, achievable data rates, and robustness in multipath
fading environments. Wireless Local Area Network (WLAN)
technologies based on the IEEE 802.11a, 802.11g, 802.11n,
802.11ac, and 802.11ad standards all use OFDM. It is also used
in Wireless Metropolitan Area Network (WMAN) technologies
based on the IEEE 802.16d, 802.16e, and 802.16m standards.
In addition, Long Term Evolution (LTE), the leading cellular
broadband technology, relies on OFDM for its air-interface.
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In recent years, the Federal Communications Commission
(FCC) has freed up the 700 MHz band (running from 698–
806 MHz) as a result of the Digital Television transition and
made it available for both commercial wireless and public
safety communications [1]. The FCC has allocated portions
of the 700 MHz band (24 MHz bandwidth) to establish a
nationwide, interoperable wireless broadband communications
network that will benefit state and local public safety users.
FCC then auctioned licenses to use the remaining 700 MHz
band for commercial mobile broadband services for smart-
phones, and other mobile devices. An important element of
the 700 MHz public safety spectrum is the establishment of
a framework for a 700 MHz public safety/private partnership
between the licensee for one of the commercial spectrum blocks
and the licensee for the public safety broadband spectrum [2].
Presence of multiple networks will require careful planning and
may often become subject of interference from each other. On
top of that, both dedicated public safety spectrum and public
safety/private partnership shared commercial spectrum blocks
may become targets of malicious adversaries, making it even
more important to look into the security issues of OFDM.

While OFDM is often celebrated for its robust performance
in noise, fading channel and uncorrelated interference, it has
been shown that the current implementations of OFDM are
susceptible to a variety of signal jamming attacks [3]–[7]. In
fact, the United States military prohibits the use of Wireless
MAN in such hostile environments [8], prompting development
of specific transmission security extensions to the standard [9]
for such scenarios.

In this tutorial paper we have explored the resiliency of
OFDM under various adversaries that a OFDM-based com-
munication system may encounter. We began with barrage
(or broadband or wideband) jamming attack on OFDM, where
the adversary attempts to jam entire band of OFDM waveform
with noise-like signal. Barrage jamming is the simplest and
most intuitive of all the conventional jamming attacks and is
also the optimum one when a priori knowledge about the target
is unavailable [10]. Therefore, barrage jamming is used as the
baseline for all the analysis presented in this paper.

Immediately after introducing barrage jamming, we move on
to explore next conventional jamming attacks category called
partial-band jamming. In partial-band jamming attack, adver-
saries attempt flood part of a wideband systems with noise-
like signals. Next we look into unintentional interferences that
an OFDM system may encounter from other communication
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systems that are operating in the same or adjacent bands.
Then, we move onto explore the resiliency of OFDM systems
under sophisticated correlated jamming attacks. In these kind of
jamming attacks, adversaries exploits the knowledge about the
OFDM waveform to tailor jamming waveform. They are not
only power efficient, but also capable of causing complete dis-
ruption of communications. Here we explore synchronization
attacks, equalization attacks and control channel attacks against
OFDM systems.

One of the most important prerequisites for communicating
using OFDM is synchronization between the transmitter and
the receiver. Both timing and frequency synchronization are
necessary to avoid intersymbol interference (ISI), as well as
intercarrier interference (ICI) and loss of orthogonality among
OFDM subcarriers. This synchronization is usually performed
using predetermined training symbols transmitted each frame
[11]–[13]. These symbols are a potentially critical target for
OFDM jamming. We will discuss a number of potential threats
and security concerns for OFDM synchronization.

In OFDM, the channel impulse response is estimated and
equalized using known symbols, called pilot tones [14]. Various
efficient jamming attacks which target these pilot tones of
OFDM systems have been derived in [3]. These attacks seek to
manipulate information used by the equalization algorithm, to
cause errors to a significant number of symbols. The two attacks
detailed are pilot jamming, where attack values are independent
and identically distributed (i.i.d.), and pilot nulling, where
pilot values are assumed to be known and inverted to cause
destructive interference. While this is one aspect of OFDM
which must be improved, it is not the only area of weakness
to a sophisticated adversarial attack.

At last, we investigate control channel attacks on OFDM-
based systems. When targeting a specific communications pro-
tocol, an efficient jamming attack can be realized by interfering
with one subsystem of that protocol. This subsystem can take
the form of a physical channel or physical signal; several of
which are present in OFDM-based protocols. As long as the
subsystem is vital to the operation of the link, and the jamming
signal is received at a high enough jammer-to-signal ratio (J/S),
denial of service (DOS) is inflicted. Example physical layer
subsystems include Hybrid Automatic Repeat Request (HARQ)
acknowledgments, random access requests, and control chan-
nels. By targeting a subsystem that is sparse in both time and
frequency (with respect to the entire downlink or uplink signal),
an adversary can achieve a low duty cycle, low bandwidth, and
low power jamming attack.

We have also briefly discussed about the threats and se-
curity issues of Single Carrier Frequency Division Multiple
Access (SC-FDMA), which is an important variant of OFDM.
SC-FDMA can be viewed as DFT-spread OFDMA [15].
SC-FDMA has been adopted as the air-interference for the
uplink of the LTE and LTE-A systems.

The remainder of this paper is organized as follows.
Section II establishes motivation of the paper. Section III dis-
cusses brief literature review. Section IV details the OFDM
system including synchronization, channel estimation, and
equalization. Section V categorizes adversarial models against
OFDM systems. Section VI describes robustness of the

Fig. 1. OFDM-based wireless broadband technologies, mapped according to
typical range and data rate.

OFDM waveform. Section VII details noise jamming attacks.
Section VIII discusses communication disruption from inten-
tional and unintentional interferences. Section IX introduces
the synchronization jamming attack and possible mitigation
strategies. Section X introduces the equalization jamming at-
tack and possible countermeasures. Section XI proposes control
channel attacks and possible mitigation strategies. Section XII
concludes.

II. MOTIVATION

The OFDM modulation and associated OFDMA multiple ac-
cess technique have become the primary technologies used by
the latest wireless broadband standards; both fixed and mobile.
Fixed wireless broadband over a short distance is provided by
Wi-Fi, which uses OFDM in versions IEEE 802.11a, 802.11g,
802.11n, and 802.11ac. For fixed wireless broadband over
long distance, the IEEE 802.22 standard describes an OFDM-
based Wireless Regional Area Network (WRAN) which utilizes
white spaces in the TV frequency bands. In terms of cellular
technologies, the most recent generation of mobile broadband
standards include LTE, LTE-Advanced and WiMAX. Fig. 1
illustrates OFDM-based technologies used to provide wireless
broadband over a variety of distances.

LTE is well on its way to becoming the primary commercial
standard for mobile wireless broadband. LTE is gaining popu-
larity all over the world because of its high speed communica-
tions at a rapidly reducing cost. The LTE standard is extensive,
and is in a state of continuing improvement by the Third
Generation Partnership Project (3GPP). Releases 10 and higher
of LTE correspond to the LTE-Advanced technology, which
includes additional capabilities such as coordinated multipoint
transmission and reception (CoMP), carrier aggregation, self-
organizing networks (SON), and more advanced multiple-input
and multiple-output (MIMO) schemes.

In addition to commercial use, LTE is the chosen technology
for the United States’ nationwide public safety network known
as FirstNet, which is currently under development. The FirstNet
network will consist of dedicated LTE infrastructure in the
700 MHz band. In locations where dedicated infrastructure
does not yet exist or is congested, FirstNet devices will fall
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back on commercial LTE networks. The use of LTE in FirstNet
is an example of how LTE will play a role in mission-critical
communications, which is why we should consider the security
and information assurance aspects of LTE. The OFDM attacks
discussed in Sections IX–XI can all be applied to the LTE
downlink and/or uplink signals.

III. LITERATURE REVIEW

In this paper we are investigating the resiliency of OFDM
communication systems; therefore, it is an integral part of this
research to explore various adversaries that OFDM systems
may encounter. The coverage is not all-inclusive; however, most
of the common approaches are discussed here.

As mentioned earlier, barrage jamming is the simplest of
all jamming attacks. A number of papers is available where
research is conducted on OFDM system under barrage jamming
attack [3], [16]–[18]. A noteworthy mention would be [16],
where Lou et al. derived the bit error rate (BER) of OFDM
under barrage jamming attack. A jamming game on OFDM
setting is explored by Renna et al. in [17]. Another major
class of noise jamming attack on OFDM is the partial-band
jamming, in which part of a wideband system is jammed
intentionally [16], [18]–[23]. In [18], [22]–[28] the impact of
noise jamming on OFDM-based broadband standards (e.g.,
Wi-Fi and WiMAX) are explored.

There has been considerable research on OFDM synchro-
nization in the past twenty years. Classical synchronization
methods are presented in [11]–[13]. In addition, there are a
plethora of other methods—some of them specialized, slightly
modified, or system specific—examples of which are presented
in [29]–[33]. Previous research encompasses both symbol tim-
ing acquisition as well as carrier frequency offset estimation
due to the fact that they can be performed jointly or separately.

While there has been research conducted on robustness of
OFDM synchronization algorithms [29]–[39], the majority of
this work has been conducted under the assumption of uncorre-
lated or narrowband interference. Some of these works also in-
clude interference detection and mitigation strategies. Recently,
specific adversarial signals were introduced [4], [5] which are
highly correlated and designed with the intent of disrupting the
OFDM system during the synchronization stage. In this paper,
we focus on jamming attacks that prevent a receiver employing
OFDM from ever acquiring the proper symbol timing estimate.
This work is based on the symbol timing and carrier frequency
offset estimation algorithm designed by Schmidl and Cox [11],
which is the maximum likelihood detector for OFDM, and
because of its optimality it is widely used in commercial
systems based on OFDM, the WiMAX standard being the most
recognizable instance.

In OFDM, the channel impulse response is estimated and
equalized using known symbols, called pilot tones [14], [40],
[41]. Clancy et al. [42] discussed possibility of jamming the
channel estimation procedure as an efficient type of attack. It is
suggested that targeting the channel sounding or accuracy of
channel state information (CSI) estimation not only requires
less power, but also more efficient than barrage jamming.
Following [42], jamming of channel estimation and equaliza-

Fig. 2. System diagram for an OFDM transmitter and receiver subject to a
multipath channel.

tion are studied for SISO-OFDM communications [3], [6] and
MIMO-OFDM channels [43], [44]. The impact of jamming
pilots tones and disrupting equalization process of OFDM
systems can also be found in [27], [45]–[48].

Literature related to control channel jamming attacks on
modern wireless broadband technologies is limited. The authors
of [7] investigate the extent to which LTE is vulnerable to
intentional jamming, by analyzing the components of the LTE
downlink and uplink signals. This includes the jamming vulner-
ability of each control channel in LTE. A survey of the security
of LTE availability is given in [49]. The authors of [50] analyze
PHY and MAC layer vulnerabilities in WiMAX. While all of
these papers focus on the specific PHY and MAC layer channels
within each technology, they indirectly analyze the types of
attacks described in Section XI of this paper (e.g. the random
access channel attack and the resource allocation attack).

IV. OFDM SYSTEMS

The block diagram of the overall OFDM transceiver and
channel model used in this paper is shown in Fig. 2. Symbol
Xi is estimated by X̂i by measuring received symbol Yi and
channel estimate Ĥi. Specifically,

Yi = HiXi + ni (1)

where Hi is the channel frequency response and ni is i.i.d.
AWGN with distribution N (0, σ2

n) [3].

A. Transceiver

In an OFDM system, many narrowband signals are mul-
tiplexed in the frequency-domain (FD), converted to the
time-domain (TD) and finally transmitted. At the appropriate
sampling time, the corresponding discrete-time OFDM symbol
at the transmitter can be expressed as

xi[n] = IFFT {Xi[k]} =

N−1∑
k=0

Xi[k]e
j 2πkn

N n ≤ N − 1 (2)

where 0≤k (kth subcarrier) and N is the number of subcarriers.
At the receiver, time-domain received signals are fed to the

FFT block to be converted back to the FD for equalization and
demodulation, and can be expressed as

Yi[k] = FFT {yi[n]} =

N−1∑
n=0

yi[n]e
−j 2πkn

N . (3)
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B. Synchronization

There are a number of classic OFDM synchronization algo-
rithms [11]–[13], [29]–[33]. In general, these algorithms rely
on the correlation between a training symbol and some copy of
itself to perform timing acquisition and carrier frequency offset
estimation. The similarity of these algorithms means that most
of the security concerns and potential jamming attacks reviewed
in this work are applicable to each of these algorithms, as is
described later in this work. However, for the sake of brevity,
the topics covered in this paper are described and outlined
mathematically in reference to [11] for reasons previously
described in Section I.

The synchronization method proposed in [11] has three main
stages—symbol timing estimation, fine carrier frequency offset
estimation and correction, and coarse carrier frequency offset
estimation. This algorithm is based on the use of specific
preamble symbols, transmitted at the beginning of every frame.
Due to the nature of this synchronization algorithm, the pream-
ble symbols have a very specific structure.

It is important to note the structure of these symbols and
the reasoning behind the structuring. The first symbol is con-
structed from a pseudo-random (PN) sequence of in-phase/
quadtrature (IQ) symbols in the frequency domain which is
half the length of the number of subcarriers used. To mitigate
interference with other users, as well as to avoid distortion from
frequency down conversion, a guard band of empty subcarriers
is used on both the upper and lower frequency edges of each
OFDM symbol.

This symbol can be constructed by either populating every
other subcarrier in the frequency domain before taking the IFFT
to create the time domain OFDM symbol, or by taking a half-
length IFFT of the PN sequence then repeating the symbol
twice in time. Once the time domain symbol is created, the
cyclic prefix is appended in the time domain.

The second preamble symbol is constructed from a PN
sequence the length of all of the subcarriers. Each of the
subcarriers is populated in the frequency domain, so that there
is no repetition of the symbol in the time domain. The IFFT of
the PN sequence is taken and the cyclic prefix is generated in
the time domain, as in the previous symbol. The first and second
symbol are essentially glued together in time and transmitted as
one preamble.

Timing recovery is performed using only the first symbol,
but frequency recovery employs the differential PN sequence
of the subcarriers that the first and second symbols both use.
This sequence is just the division of the PN sequence on the
corresponding frequencies from half of the second symbol
(even or odd), and the PN sequence from the first symbol. It
therefore has the length of half of the number of subcarriers
used, and is the rotation on each of the IQ symbols from the first
PN sequence to the second. The structure of the preamble and
this last PN sequence make up the knowledge that the receiver
has about the preamble symbol. This will allow the receiver to
both detect the preamble symbol and determine the timing and
frequency offset between with the transmitter.

The first step in the synchronization process is the estimation
of symbol timing, performed on the complex baseband samples

of the RF down converted signal. A sliding window of L
samples is used to search from the preamble, where L is equal
to the length of half of the first preamble symbol excluding the
cyclic prefix. Two terms are computed for timing estimation.
The first according to

P (d) =
L−1∑
m=0

(
r∗d+mrd+m+L

)
(4)

and the second according to

R(d) =

L−1∑
m=0

|rd+m+L|2 (5)

where d is the time index which corresponds to the first sample
taken in the window and r is the length-L vector of received
symbols. These two terms are used to compute the timing
metric M(d) according to

M(d) =
|P (d)|2
R(d)2

(6)

whose maximum value determines the symbol timing. Once
this is performed, the receiver will need to correct for the carrier
frequency error between the transmitter and the receiver.

Carrier frequency offset estimation is the final step of the syn-
chronization process. There are actually two sub-stages within
frequency correction. The first is fine frequency correction and
the second is coarse frequency correction. The fine frequency
correction Δf is estimated using

Δf = angle (P (d)) /πT (7)

where T is the period of a single preamble symbol without its
cyclic prefix and d is taken from anywhere along the timing
metric plateau.

This term provides the fractional frequency offset only. The
symbols can then be multiplied by a complex exponential to
correct for the fine frequency error. In the frequency domain
this represents the subcarriers being properly aligned in to bins.

The coarse frequency error estimation is the final step in
the synchronization process, and finally employs the use of the
second preamble symbol and the differentially modulated PN
sequence. First, FFTs—the length of the symbol period without
the cyclic prefix—of each of the symbols are taken. A coarse
frequency metric is then computed to determine the number of
bins that the symbols are shifted in either direction.

B(g) =

∣∣∣∣ ∑
k∈X

x∗
1,k+2gvkx

∗
2,k+2g

∣∣∣∣
2

2

( ∑
k∈X

|x2,k|2
)2 . (8)

For this equation, the set X represents all of the subcarrier
bins which are occupied by both preamble symbols (either even
or odd). The term g spans the range of the possible frequency
offsets (there must be some bounds on the frequency errors
between the transmitter and receiver). The point gmax at which
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the function B(·) is maximized represents the coarse frequency
offset. The overall frequency offset is

Δ̂f = angle (P (d)) /πT + 2gmax/T. (9)

Once the overall frequency offset between the transmitter and
the receiver has been determined, the signal acquisition process
is complete and symbols can be demodulated.

C. Channel Estimation and Equalization

In OFDM, equal power and equally spaced pilot tones are
inserted in the signal to estimate and equalize the channel’s
frequency response at the receiver for optimum performance
[51]. If {k1, k2, . . . , kn} are the locations of the pilot tones, then
the channel’s frequency response at the pilot tone location [6]

Ĥki
=

Yki

pi
=

Hki
pi + nki

pi
= Hki

+
nki

pi
. (10)

If the pilot tones pi are unit energy, then channel frequency
response error at the pilot tones are the additive noises. The
receiver interpolates between these pilot tones to estimate the
intermediate values of the channel frequency response [52].
For linear interpolation, where kj < i < kj+1, the estimated
channel frequency response

Ĥi =
Ĥkj

(kj+1 − i) + Ĥkj+1
(i− kj)

kj+1 − kj
(11)

where Ĥi is the least squares (LS) estimate of the channel Hi.
Equalization of channel effect is performed after estimating

the channel frequency response Ĥi by

X̂i =
Yi

Ĥi

=
XiHi

Hi + εi
+

ni

Hi + εi

where εi is the overall error of channel estimation. When
jamming signal is present, the equalized signal becomes

X̂i =
XiHi

Hi + εi
+

JiGi

Hi + εi
+

ni

Hi + εi
. (12)

Note that one can model the overall channel estimation error
εi in terms of interpolation error εni due to additive noise at
pilot tones, and approximation error εai due to approximating
channel’s frequency response function using finite numbers of
pilot tones. Fig. 3 shows both of these errors graphically.

1) Channel Noise Error: Additive noise at pilot tones prop-
agates during linear interpolation. The error during interpola-
tion due to noise can be expressed as [3]

εni =
1

kj+1 − kj

(
nkj

pj
(kj+1 − i) +

nkj+1

pj+1
(i− kj)

)
. (13)

If the pilot tones are unit-power, then this additive noise error
has following distribution

εni ∼ N
(
0,

(
k2j + k2j+1 + 2i (i− kj − kj+1)

(kj+1 − kj)
2

)
σ2
n

)
. (14)

Fig. 3. Overall channel estimation error is the result of two sources of errors:
(a) channel noise error—error that emerges due to noise at pilot tones that
propagates during interpolation, and (b) channel approximation error—error
that is created due to using finite number of points to approximate a function
(in this case, the wireless channel).

2) Channel Approximation Error: Use of finite points to
approximate a function causes error. If linear interpolation is
used to approximate two known values at other points, then the
point-wise error is bounded as [53], [54]

|εai (x1, x0)| ≤
[
1

8
max

x0≤x≤x1

|h′′(x)|
]
(x1 − x0)

2. (15)

For equidistance pilots, space d = (xi+1 − xi) is determin-
istic with mean equal to d and approximation error εai ∼= Kd2,
where K=(1/8) max

x0≤x≤x1

|h′′(x)|=constant for x0≤x≤x1.

This expression for the approximation error is important as
it relates the distance between two adjacent pilots with ap-
proximation error, and therefore can be used during waveform
design.

V. ADVERSARIAL MODEL

In this section we discuss the intention, capabilities and
goal of hostile interferences (also known as jamming). Fig. 4
shows the system diagram of an OFDM transmitter-receiver
pair (target), which is subject to jamming by the adversary.

It is assumed that the individual subcarrier channels are each
a flat-faded Rayleigh fading channel where individual OFDM
subcarriers have a channel bandwidth less than the coherence
bandwidth of the channel. Let xi be the transmitted signal and
yi be the received signal. Then, in the presence of a jammer
ji[n], a narrowband flat-fading system can be modeled as

yi[n] = hi[n] ∗ xi[n] + gi[n] ∗ ji[n] + wi[n], (16)

where hi and gi are channel impulse response of transmitted
signal and jammer’s signal respectively, and wi is independent
and identically distributed (i.i.d.) additive white Gaussian noise
(AWGN) with distribution N (0, σ2

n).
Typically jammers seeks to disrupt communications, and

have a variety of strategies that they are capable of. Some
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Fig. 4. System diagram for an OFDM transmitter-receiver pair subject to
jamming attack; where H is the channel between transmitter and receiver and
G is the channel between target receiver and jammer.

techniques are more effective and efficient than others, and
a successful strategy depends on the particular type of target
employed. We classify the attacks into one of the following
categories: i.i.d. noise, colored interference, and jamming that
is correlated with the target signal. Unintentional interferences
from other communicating nodes often degrade communication
as well, which is also a subject in this discussion. We also
discuss protocol-aware jamming, which uses prior knowledge
of the protocol in use to increase effectiveness. This can be
thought of as a subset of correlated jamming. This coverage
of jamming strategies is not all-inclusive; however, most of the
common approaches are discussed here.

A. Noise Jamming

The first category is noise jamming. Noise jamming attacks
are the simplest of all the jamming attacks that one can envision.
In noise jamming, the jamming carrier signal is modulated with
a random noise waveform with the intent to disrupt the com-
munication waveform by injecting noise into the receiver. The
noise is generally assumed to be Gaussian. Broadband noise
(BBN) jamming, partial-band noise (PBN) jamming (including
single-tone and multi-tone noise), and chirp (a.k.a. sweep)
jamming are within this category [55]. BBN jamming simply
jams the entire OFDM waveform by placing i.i.d. Gaussian
noise energy across the entire frequency spectrum used by
the target signal(s). It is also called full band jamming and
sometimes called barrage jamming. Throughout this paper the
noise threat from BBN is treated as the basis of comparison
for the sake of analysis. Unlike BBN jamming, PBN jamming
could apply to a non-agile jammer where the jamming signals
occupy a portion of the target’s entire signal. Details of the noise
jamming are discussed in Section VII.

B. Interference Jamming

Interference attacks are ones that are structured (colored),
but not synchronized to target signal. This category encom-

passes anything that is not purely constant. As interference
jamming attacks are not dependent on the target signal, they are
therefore much easier to execute because one does not need to
observe and obtain any level of synchronization with the target
signal. For example, the adversary may intentionally start its
own communication in the band where the target is operating.
Such transmission can interfere with the target and therefore,
degrade/disrupt the targets ability to communicate. One can
observe similar interference from unintentional interference
from co-channel and/or adjacent channel communications. For
example, baby monitors at 700 MHz or the TV channel 51
next to 700 MHz may cause unintentional colored interference
to OFDM-based waveforms in 700 MHz band [2]. Details of
interference jamming are discussed in Section VIII.

C. Correlated Jamming

Correlated jamming attacks are very serious and capable of
causing damage to OFDM transmissions using minimal power.
These attacks are typically very sophisticated and can involve
detailed synchronization and knowledge of the target signal, to
increase effectiveness. A simple example of correlated jamming
involves only transmitting a jamming signal when there is en-
ergy on the channel. Commercial waveforms are designed with
specific structures such as reference signals to perform symbol
timing estimation, pilot tones to estimate and equalize chan-
nel effects, and control channels to embedded various control
information. Such waveforms are susceptible to the threat of
correlated jamming. Recently, pilot tone based OFDM jamming
was introduced [3], where the jammer seeks to jam pilot tones
to jeopardize equalization. OFDM synchronization jamming
attacks are introduced in [4], [5], where the adversary either
jams the acquisition signal or misguides the target receiver
to synchronize into erroneous time and frequency. Different
kinds of correlated jamming attacks are discussed in detail in
Sections IX–XI.

A subset of correlated jamming is known as Protocol-Aware
Jamming [56], in which the jammer has prior knowledge of
the protocol used by the target(s), and exploits this knowledge
to increase jamming effectiveness. For example, if a jammer
knows the target signal is a Wi-Fi signal, then it could transmit
periodic pulses with a period equal to the IEEE 802.11 Ex-
tended Interframe Space (EIFS). This strategy has been shown
to lead to an effective jamming attack using an extremely
low duty cycle [57]. The concept of protocol-aware jamming
can be applied to most of the jamming techniques discussed
throughout this paper.

We have showed a high-level classification of various jam-
ming attacks in Table I. Note that Barrage jamming is also
a kind of noise jamming attack. Since it is the simplest one
and considered as the base of all jamming in absence of any
knowledge about the signal, we have included it as independent
one. The table shows various jamming attacks and the com-
plexity of generating each types of jamming and their effec-
tiveness. The complexity of generating each types of jamming
and their effectiveness will be discussed in details in coming
sections.
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TABLE I
HIGH-LEVEL CLASSIFICATION OF JAMMING ATTACKS

VI. ROBUSTNESS OF OFDM

One of the key strengths of OFDM is its ability to handle
multipath propagation. It is capable of combating multipath
fading with greater robustness and less complexity. ISI caused
by multipath propagation is less of a problem with OFDM
because low data rates are carried by each carrier. Since low
symbol rate modulation schemes (i.e., where the symbols are
relatively long compared to the channel time characteristics)
suffer less from ISI, it is advantageous to transmit a large
number of low-rate streams in parallel instead of a single high-
rate stream. Since the duration of each symbol is long, it is
feasible to insert a guard interval (GI) between the symbols.
Using a cyclic prefix (CP) greater than the coherence bandwidth
during the GI ensures eliminating most ISI. However, it comes
at the price of spectral efficiency [40], [41].

OFDM system, due to avoidance of ISI, can easily adapt
to severe channel conditions without the need for complex
channel equalization algorithms being employed [40], [41]. For
example, frequency-selective fading caused by multipath prop-
agation can be considered as constant (flat) over an OFDM sub-
channel if the sub-channel is sufficiently narrow-banded. This
makes frequency domain equalization possible at the receiver,
which is simpler than the time domain equalization used in
conventional single-carrier modulation.

OFDM waveforms are also resilient when combating narrow-
band co-channel interference (CCI). As an OFDM waveform is
composed of many narrowband tones, a narrowband interferer
can degrade only a limited portion of the signal, leaving the
rest of the subcarriers intact. In addition, wireless broadband
standards such as LTE include adaptive rate modulation, which
allows subcarriers under poor conditions to fall back to a lower
order modulation scheme, such as QPSK [58].

Unfortunately, the typical OFDM system has a smaller sub-
carrier spacing, which can be vulnerable to Doppler shift
observed in high mobility situations. Doppler shift can cause
significant ICI. Luckily, ICI mitigation strategies can com-
pensate to a certain extent. Another notable drawback of
OFDM is its sensitivity to timing and frequency synchroniza-
tion; a mismatch at the receiver can cause serious ICI and
ISI [58].

VII. NOISE JAMMING ATTACKS

In this section we briefly discuss conventional noise jamming
attacks on OFDM, such as barrage jamming, partial band
jamming, single-tone jamming and multi-tone jamming.

A. Barrage Jamming

Barrage jamming (a.k.a. broadband noise jamming) is the
simplest kind of jamming attack in which the jammer jams
the entire bandwidth occupied by the subcarriers of an OFDM
signal. It has been shown game theoretically and information
theoretically to be the optimal jamming strategy in the absence
of any knowledge of the target signal [10].

Barrage jamming involves transmitting AWGN in an effort
to increase the noise floor; thus degrading the target’s received
Signal-to-Noise Ratio (SNR). As a result, σ2

n, and consequently
both noise ni and noise error εni increases significantly, degrad-
ing the SNR. Barrage jamming is typically used as the baseline
when evaluating other kinds of jamming attacks.

B. Partial Band Jamming

In partial-band noise (PBN) jamming, a certain fraction of
the occupied bandwidth is jammed with additive Gaussian
noise. If the jamming power is constant, then the perfor-
mance of the PBN depends on the fraction between jamming
bandwidth and signal bandwidth. The jammer-to-signal power
ratio (JSR) given by (PPBN/PSig) and the jammer-to-signal
bandwidth fraction ratio (JFR), ρ = WPBN/WSig ≤ 1, are
important values when considering PBN jamming. PPBN is
the jamming power, PSig is the target signal power, WPBN is
the jamming signal bandwidth, and WSig is the target signal
bandwidth [16]. The PSD of the PBN is [16]

PSDPBN =
PSig

ρ
=

PPBN

WSig
.
WSig

WPBN
=

PPBN

WPBN
. (17)

In PBN, the target signal has two frequency bands - i) a
jammed band and ii) an unjammed band. If the average PSD of
PBN is NPBN , then the effective PSD of PBN in the jammed
bands becomes (NPBN/ρ). Taking this in consideration, we
can get the BER for QPSK modulated OFDM system under
PBN as [16], [40]

Pb(ρ)=ρ.Q

(√
2Eb

N0+
NPBN

ρ

)
+(1−ρ).Q

(√
2Eb

N0

)
. (18)

1) Single-Tone Jamming: Single-tone jamming (STJ) is a
special kind of partial-band jamming where a single high
powered tone is transmitted to jam the system of interest. This
tone can be of any form and shape. However, the most common
ones are impulse, rectangular and AWGN shape.

For OFDM, a single-tone jammer is considered to be the
one that jams a single subcarrier. The time-domain single-tone
jamming signal for OFDM subcarrier is

J(t) = AJ cos (2πfJ t) =
√
2J cos (2πfJ t), (19)

where AJ is the amplitude of jamming tone, J is the power
of the tone, and fJ is the jamming center frequency [16].
STJ is often used to corrupt the target’s automatic-gain-control
mechanism; indirectly jamming the rest of the subcarriers.
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2) Multi-Tone Jamming: Multi-tone jamming (MTJ) is a
special kind of partial-band jamming, where multiple equal
powered tones in certain frequencies are transmitted to jam the
system of interest. As the jammer is power limited, the number
of tones is inversely proportional to the power of individual
tones. Let JT be the total jamming power and NT be the
number of tones present in the multi-tone jammer, then the
multi-tone jamming power distribution in frequency domain
can be expressed as

J(k) =

{
Ak = JT

NT
fL ≤ k ≤ fH

0 otherwise
(20)

where Ak represents the amplitude of the k-th frequency bin
(or subcarrier in the case of OFDM) and frequency index,
k = {fL, fL+1, . . . fH−1, fH} [16], [59].

For OFDM, a multi-tone jammer is considered to be the
one that jams multiple subcarriers. Every jamming tone can be
modeled as

J(t) = AJ

NT∑
k=1

cos (2πfkt) =

√
2JT
NT

NT∑
k=1

cos (2πfkt), (21)

where AJ is the amplitude of jamming tone, J is the power
of the tone, and fk is the jamming center frequency of k-th
subcarrier [59]. MTJ might be used to conserve power while
still causing denial of service. Apart from the aforementioned
ones, we can find other type of noise jamming attacks such as
pulsed and sweeping jamming attack [28].

VIII. INTERFERENCE JAMMING ATTACKS

Interference attacks are ones that may be structured but are
not dependent on the target signal. Alternatively, interference
attacks can defined as colored noise where adversaries can
have modulated signals that have zero correlation with the
target signal, i.e., center frequency of target. Interference can
be intentional or unintentional. Intentional interference jam-
ming is much easier to execute because one does not need
to observe and obtain any level of synchronization with the
target signal. For example, the adversary may intentionally
start its own communication in the band where the target is
operating. Such transmission can interfere with the target and
therefore, degrade/disrupt the targets ability to communicate. In
this section we investigate the impact of colored interferences
on OFDM systems. While most of the examples provided here
involve unintentional interference, we should not forget that
adversaries can intentionally use similarly structured signals to
cause disruption; especially when they are used against public
safety or other mission critical situations.

One source of interference on LTE is TV broadcasting.
In [60], [61] the authors discussed the potential interferences
between TV white space and DSA-enabled cellular communi-
cations. Channel 51 TV broadcasting spectrum, which is next
to the lower 700 MHz that 3GPP put into their specification,
has received some attention recently [62]. In [62], the authors
discuss the interference levels (−40 dBm to −20 dBm) that

can impact LTE performance. Based on both lab and field test
results, it is found that Channel 51 and E Block signals interfere
with Band 12 networks using the B and C blocks and Band
17 devices, and can cause significant degradation of throughput
(usually measured in block error rate) in large geographic areas,
including urban areas. In addition, E-Block transmissions cause
two form of interferences: (1) adjacent channel interference,
and (2) reverse intermodulation interference to consumer de-
vices (i.e., LTE-compatible devices) seeking to receive a 5 MHz
signal on the C Block or a 10 MHz signal on the B and C Blocks
of lower 700 MHz.

There are other cases like this in the records for the Advanced
Wireless Services (AWS) band. The FCC plans to reallocate
mobile wireless services to 600 MHz spectrum that is currently
used for over-the-air broadcast TV services [63], [64]. The
impact of 600 MHz TV station interference on the new bands
for LTE in the soon-to-be auctioned 600 MHz band is discussed
in [63]. A central feature of the FCCs proposed framework
is an unusually large duplex gap between the downlink and
uplink frequencies combined with the placement of TV stations
in that duplex gap. Placing very high power TV stations in
the duplex gap would create adjacent channel interference
in the 600 MHz devices downlink bands, which could also
degrade the receiver performance. Second, the FCCs proposed
framework would result in harmonic signals that could interfere
with PCS and BRS/EBS mobile downlink spectrum. Third, the
FCCs design for uplink spectrum would likely result in co-
channel interference caused by TV stations operating in nearby
geographic areas.

Another potential category of interference for OFDM could
be the various kinds of radars operating nearby. In [65],
the authors consider a scenario where low-frequency radars
such as Synthetic Aperture Radar (SAR) interferes with the
Digital Terrestrial Television (DTT) standard such as DBV-T
that employs an OFDM-based waveform. The low-frequency
radar operating at VHS (currently) and UHF (in near future)
may cause outages to 20% of DVB-T users operating in
the 585–806 MHz band (primarily in Europe). The authors
concluded with observations that interference from radar can
be reduced by flattening the radar spectrum or by increasing
FFT size of the channel (which increases the OFDM symbol
period). Other notable scenarios where radar interferes with
LTE would be weather radar and airport surveillance radar.
Both of these radars operate at 2.7–2.9 GHz band which is
a proposed band for LTE. The major disturbing trend here
is the inequality between radar powers with communication
nodes.

Apart from these interferences, OFDM based standards such
as LTE may face interference from Tactical Targeting Network
Technology (TTNT) proposed by the Defense Advance Re-
search Project Agency (DARPA). The TTNT proposal consists
of researching new waveforms for use in air-to-air networks
of high-speed aircraft at 1755–1850 MHz which is currently
used by commercial cellular users [66]. Even though the
Department of Defense (DoD) is planning to relocate TTNT
from 1755–1850 MHz to 1755–1850 to 2025–2110 MHz band
in ten years, it will remain a clear and present danger for LTE
systems operating at nearby bands until then.
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IX. SYNCHRONIZATION JAMMING ATTACKS

While the synchronization process described in [11] can
be considered robust within friendly communications environ-
ments, there are many weaknesses to the algorithm were it
to be intentionally and intelligently attacked. These jamming
strategies allow adversaries to be efficient relative to simple
channel whitening. Even based on the importance of timing and
frequency recovery alone, a more efficient attack than channel
whitening presents itself as whitening only during preamble
transmission. Some of the potential weaknesses lie both within
the timing recovery and the frequency recovery. It is interesting
to note that, while OFDM is much more sensitive to errors in
the estimation of carrier frequency offset than symbol timing,
there are still various ways in which synchronization could be
disrupted by creating error in either value, or possibly both.

It is important to note, however, that the algorithm in [11]
can not be utilized in LTE because the primary synchronization
signal (PSS) and the secondary synchronization signal (SSS)
lack the required structure. While this algorithm cannot be
used in LTE systems, most LTE synchronization algorithms
are mathematically similar, though slightly less optimal in a
maximum likelihood sense. Specifically, most of these algo-
rithms rely on a locally stored reference signal that is used
to cross-correlate with the PSS. The algorithm from [11] was
chosen because it operates like cross-correlation techniques, but
it uses an auto-correlation with a repeating preamble to account
for channel response, therefore performing synchronization in
a truly maximum likelihood (ML) fashion. While there is no
defined synchronization algorithm in the LTE standards, it is
still important to mathematically analyze the performance of
OFDM synchronization in the presence of adversarial commu-
nications. Subsequently, we use this algorithm as a point of
reference to show that there are significant security gaps in even
the most optimal OFDM synchronization algorithm. Most of
the attacks in this paper are directly applicable threats to cross-
correlation based algorithms as shown in [67].

A. False Preamble Timing Attack

The main opportunities to efficiently disrupt symbol timing
estimation lie within either moving the peak of the timing
metric, or destroying it altogether [4]. The first method is to
create a new timing metric peak. Based on the knowledge
that the jammer has about the preamble, this can either be a
retransmission of the preamble, a different preamble symbol
altogether or the transmission of the correct preamble at the
incorrect time. If the false timing preamble is transmitted at a
higher power, then the peak of the overall timing metric will
be taken at the wrong place, and can destroy the symbol timing
estimation. An example of this attack is shown in Fig. 5, where
the false preamble signal is transmitted at a higher power than
the true preamble, resulting in timing maximum metric being
moved to a false location.

In this case, the attack signal can either be a copy of the
preamble sent by the transmitter, or, more generally, can be a
preamble symbol constructed with any PN sequence. The only
requirement is that the jamming signal be of the preamble form.
For the case where the jamming signal is a delayed copy of

Fig. 5. This plot shows the timing metric over a three symbol window as
computed at the receiver. Due to the transmission of the false preamble attack
at equal power as the true training symbol, the receiver computes two plateaus
and the estimate becomes ambiguous and prone to error.

the preamble and the preamble and jamming symbols do not
overlap in time, the timing metric will be dictated by

P (d) = Ry(d)y(d)(−L) + α2Ry(d−N)y(d−N)(N). (22)

In this case, the timing metric will consist of two plateaus.
One will be located at the correct timing peak in terms of the
transmitter, and the other will lie at the peak established by the
jammer. An example of this is shown in Fig. 5. The dominant
peak will be determined by the α term, which corresponds to
the SJR in a given scenario.

B. Preamble Nulling Attack

Another method for degrading symbol timing would be to
destroy the timing peak altogether. This attack would be carried
out by a technique called preamble nulling [4]. This attack
would be predicated on the fact that the jammer have perfect
knowledge of the preamble as viewed by the receiver. By invert-
ing the preamble symbol in time and transmitting the jamming
signal at the correct time, a jammer would effectively be able to
destructively interfere with the preamble at the receiver, effec-
tively wiping out the timing metric peak. However, this method
is also dependent on the relationship between the channel that
the transmitter sees and the channel that the jammer sees. If
these channels are the same or similar enough, or if both are
known to the jammer, then this attack can be effective.

The analytical impact of this jammer can also be derived
using the relationship

j(i) = −α
(
(k−1 ∗ h) ∗ x

)
i

(23)

where α > 0. Substituting this relationship in to the timing
metric equations yields

P (d) =
L−1∑
m=0

(1− 2α+ α2)(h ∗ x)∗d+m(h ∗ x)d+m+L. (24)

The drawback with this attack is that to be effective, it
requires that the preamble symbol detected at the receiver be
near the noise floor. This means that for a given transmit SNR,
the term α must be close to 1 such that the effective SNR of
the preamble symbol seen at the receiver is around −30 dB.
An illustration of the distortion of the timing metric at −30 dB
SNR can be seen in Fig. 6. The proximity of alpha to 1 will
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Fig. 6. OFDM timing metric as a result of the preamble nulling attack which
has degraded the preamble SNR to −30 dB. The blue portion is the computed
timing metric. The red box shows where the true plateau should be, but the
other peaks outside of the boundary are due to the noise floor.

be therefore determined by the original SNR for the preamble
at the receiver. This requirement can be a determining factor of
whether or not this attack will be effective.

C. Preamble Warping

Since the timing acquisition relies heavily on the correla-
tion of the two halves of the first preamble symbol, another
effective strategy for jamming is to destroy this correlation [4].
This timing attack can be achieved by attacking the frequency
domain structure of the preamble. As previously stated, the first
preamble symbol can be created either with a half length IFFT
and repeating it in the time domain, or by taking a full length
IFFT in the frequency domain where every other subcarrier is
populated with a PN sequence. These methods are mathemati-
cally equivalent, so either one will result in a frequency domain
representation where every other FFT bin is empty before the
addition of the cyclic prefix. The idea behind the preamble
warping attack is to transmit on the unused subcarriers of the
preamble symbol to destroy time domain correlation.

Preamble warping essentially transforms the first symbol of
the preamble in to a generic preamble symbol, albeit that the PN
sequence is still present over one half-set of the subcarriers. By
populating the unused subcarriers during timing acquisition, the
attack aims to destroy timing correlation, causing the receiver
to miss the timing point.

In the warping attack case, the introduction of symbols on to
the unused subcarriers creates a new OFDM symbol. Under the
same assumptions of channel knowledge, the receiver will now
be calculating the timing point according to

P (d) =
L−1∑
m=0

(h ∗ x̂)∗d+m(h ∗ x̂)d+m+L (25)

where x̂ = x+ j and x̂ does not possess the same correlation
properties as the intended preamble symbol. This means that
the timing metric does not simplify to the autocorrelation

Fig. 7. This plot shows the impact of the preamble warping attack on the
symbol timing estimate. The estimate in green is the pure timing metric
computation with no attack present; the red shows the metric after the attack is
imposed. The preamble warping attack makes the first training symbol resemble
any other OFDM symbol by populating all of the available subcarriers as
opposed to half.

function of the OFDM symbol at the zero offset, but rather the
autocorrelation function evaluated at L. The following

P (d) = Rx̂(d)x̂(d)(L) (26)

indicates that the timing metric peak will be greatly diminished,
as it will correspond to the significantly small offset autocorre-
lation values of an OFDM symbol as described in [68].

The diminished correlation values of the first preamble sym-
bol do not guarantee destruction of timing acquisition. Due
to the fact thatthere is still a small correlation in the offset
autocorrelation bins, it would not be expected that this attack
would completely destroy timing acquisition. What it does
do is diminish the effectiveness of the timing estimator by a
significant amount. An example of this can be seen in Fig. 7.
Preamble warping accomplishes this with half the power—3 dB
savings—of false preamble jamming. This attack would also
be particularly effective in low SNR environments where the
correlation of the warped preamble is on the order of its noise
floor. In addition, this attack could be used in conjunction with
a low power false preamble attack to spoof a receiver, causing
it to lock on with the jammer.

D. Preamble Phase Warping

OFDM systems begin to suffer noticeable degradations in
SNR for frequency offsets that are as little as 1% of the
subcarrier spacing [41]. Based on the work done in [34], the
degradation in SNR in dB at the receiver based on carrier
frequency offset can be expressed as

D ≈ 10

3ln(10)

(
π
ΔF

F

)2
Es

No
. (27)

The term ΔF is defined as the frequency offset at the
receiver, and the term F signifies the subcarrier or bin spacing
in the OFDM symbols. The degradation is proportional to the
SNR = Es/No at the receiver. This approximation assumes
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that the frequency offset is small relative to the bin spacing.
Using the marginal values for Es/No for each of these modu-
lations, it is clear that even slight errors in the fine frequency
offset can have a significant impact on the effective SNR of an
OFDM symbol at the receiver. This aspect of OFDM illustrates
one of the glaring weaknesses of the synchronization process
and highlights a definite susceptibility to adversarial signals.

The first of the frequency based synchronization jamming
attacks is preamble phase warping [5], which aims to disrupt the
frequency offset estimate of the receiver by sending a frequency
shifted preamble symbol to the receiver. While it is important to
note that this type of attack could be used to change the overall
frequency error estimate, another important use of the attack
would be to degrade the fine frequency estimate. By altering
the fine frequency offset, this jamming attack can prevent the
receiver from properly lining up the subcarriers in to frequency
bins at the receiver. This results in massive ICI and subsequent
degradation of SNR.

This attack can be modeled stochastically based on a random
frequency offset over a given range.1 The frequency offset for
any given system within the specified range can be modeled as a
continuos random variable with a uniform distribution over the
given frequency range. While there may be another distribution
which models this offset more closely, a uniform distribution
is a sufficient approximation for the purposes of this paper. For
the model that we used, both the receiver frequency offset and
the phase warp offset are chosen from uniform distributions
according to

X,Y ∼ U(fLo, fHi). (28)

As previously stated, frequency estimation for OFDM is
extremely sensitive, so much so that errors on the order of 1% of
a subcarrier spacing can cause significant degradation to the ef-
fective SNR at the receiver. In an ideal jamming scenario where
the attacker has knowledge of the exact preamble symbol,
channel state information and frequency offset estimates, this
attack effectively randomizes the frequency estimation within
the range of possible offsets.2

Assuming that both the receiver frequency offset and warped
frequency are approximately equal to their ideally modeled
random values, the frequency estimation error converges to

eRMS =
√

E[Y 2] (29)

as the sample size becomes sufficiently large. Noting that
E[Y ]2 = 0 it follows that

eRMS =
√

V AR[Y ] = σ (30)

where σ2 is the variance of the random variables.
These results indicate that we would expect to see the RMS

error for the frequency offset estimate approach the standard
deviation of a uniform random variable with a support equal to
the possible range of frequency offsets. In short, the ideal phase

1The frequency offset error for an OFDM system would have to be con-
strained within a specific range to not interfere with adjacent channels.

2The range of possible frequency offsets is something that would be con-
strained by the signal standard.

warping attack basically transforms the receiver frequency off-
set estimate in to a random variable over the range of possible
offsets. This effect will have a dramatic impact on the OFDM
synchronization process, the details of which are discussed later
in this paper.

E. Differential Scrambling Attack

The other frequency estimation attack reviewed here is the
differential scrambling attack [5]. This attack is designed to
disrupt the coarse frequency error estimation at the receiver.
The coarse frequency error is simply a subcarrier misalignment
at the receiver due to clock frequency discrepancies. The syn-
chronization algorithm uses the phase error in the two halves
of the first symbol to determine the fractional portion of the
frequency discrepancy, and relies on the differential sequence
of the common subcarriers of the first and second preamble
symbol to determine the integer valued subcarrier offset. This
sequence is determined according to c1,k and c2,k are the PN
sequences on the common subcarriers of the first and second
preamble symbols. The differential scrambling attack targets
this differential sequence and prevents subcarrier alignment by
altering the sequence c2,k according to

wk =
√
2

c2,k
c1,k + cds,k

. (31)

The attack is carried out by transmitting a constant stream
of symbols across the subcarriers used in the first preamble
symbol. This attack is similar in structure to the false preamble
timing attack proposed in [4]. The idea behind this attack is to
distort the amplitude and phase of the received subcarriers in the
first preamble symbol, in turn altering the differential sequence
at the receiver. The symbols transmitted by the attacker on each
subcarrier are constant based on the assumption that the PN
sequence of the first preamble symbol is unknown. Assuming
the sequence is random and its symbol values are uniformly
distributed, transmitting a constant sequence has the same prob-
ability of altering the phase at each subcarrier as transmitting
a random symbol. Differing this sequence will degrade the
performance of the coarse frequency estimation and can result
in subcarrier misalignment at the receiver.

F. Simulation

We developed synchronization simulations to test the per-
formance of current synchronization algorithms in the face of
symbol timing and frequency attacks. It was assumed that the
jammer had knowledge of the exact preamble symbol in the
case of the nulling attack, but only knowledge of the structure
in the case of the false preamble attack. In the case of the
nulling attack, the simulations were performed over a range of
effective SNR values seen at the receiver. The false preamble
timing attack results were looked at over a range of SJR’s in a
channel environment with an SNR of 10 dB to isolate the effects
of the jamming signal on the symbol timing estimate. The error
rate at each value was computed based on an average of 1000
simulations (Figs. 8–11).
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Fig. 8. This plot shows the error rate for the symbol timing estimator as a
function of the SJR of the preamble and false preamble attack. The error rate is
determined by any estimate taken that falls outside of the symbol timing range.
The plot shows that when the signal power for the false preamble is higher than
the true preamble, the receiver will lock on to a timing point from the false
plateau.

Fig. 9. Symbol timing estimation performance as a function of the SNR at
the receiver. The plot shows that the estimator starts to be impacted by noise
around −10 dB and is completely lost in the noise floor around −32 dB. This
plot also shows how much the preamble nulling attack must degrade the SNR
at the receiver to be effective. The level of precision of the attack is determined
by the original SNR.

Fig. 10. Symbol timing error rate caused by the preamble warping attack as
a function of the SJR at the receiver. The plot shows that this attack is most
effective when it has equal power as the preamble at the receiver and channel
knowledge. In addition, if the attack is sent at a much higher power than
the original preamble, it actually can improve synchronization performance
because it becomes a high powered preamble.

G. Attack Comparison

The various attacks presented in this paper have varying
degrees of cognition, channel knowledge and complexity, and

Fig. 11. Frequency offset estimation error of the phase warping and differen-
tial scrambling attacks as a function of SJR. The error rates show how effective
the attacks are with different levels of cognition about the channel and the
training symbols.

therefore varying situational applications. The preamble nulling
attack is the most complex of these attacks, requiring exact
preamble knowledge, channel estimation and extremely accu-
rate signal generation. On the other hand, the false preamble
attack only requires standards knowledge that dictates the struc-
ture of the preamble waveform. While this attack is efficient
and very effective, it also adds the threat of preamble spoofing,
causing the receiver to synchronize with the jammer. The
preamble warping attack also demonstrates a significant threat
to OFDM synchronization, as it efficiently and significantly
reduces preamble timing correlation. This attack could be par-
ticularly effective if used in conjunction with other attacks. The
preamble phase warping attack can be relatively effective at
varying degrees of waveform and channel knowledge, and it
is the frequency analog of the false preamble timing attack. The
differential scrambling attack requires no channel knowledge,
though it is required to be accurate in estimating and scrambling
the proper subcarrier frequencies. The effectiveness of each of
these jammers is directly tied in to their level of cognition and
estimation capabilities.

H. Extension to Cross-Correlation Based Algorithms

As mentioned in Section I, cross-correlation based algo-
rithms similar to [12], [13], [29]–[33] are the most widely
implemented in LTE systems. This is because the primary syn-
chronization signal (PSS) and secondary synchronization signal
(SSS) lack the required structure to perform synchronization
via [11]. However, this does not preclude these algorithms from
being vulnerable to the attacks presented here.

An example is a cross-correlation algorithm searching for
the timing synchronization point using a reference copy of the
training symbols used in the PSS. Any attacker with knowledge
of the training symbols used by the system–which are defined
in the standard–could perform a false preamble attack to to
perform either denial of service or spoofing on a user device.
Similarly, all of the attacks reviewed in this work readily
extend to cross-correlation based algorithms, except for the
preamble warping attack, which relies on the frequency domain
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representation of the repeated preamble symbol. But if the same
attack were carried out by a jammer that simply inserted tones
at the midpoint frequencies of a PSS, then the orthogonality of
the tones at the receiver would be destroyed, which massively
degrades the effective SNR seen at the receiver, consequently
having a similar effect.

The motif of these situations is that existing, correlation
based synchronization algorithms are sensitive to correlated
interference and therefore must be protected. There are a mul-
titude of methods by which synchronization—the critical and
prerequisite process of OFDM systems—can be attacked and
ultimately altogether prevented, a portion of which are reviewed
in this work. Preventing these types of attacks are critical for
developing robust and resilient OFDM systems.

I. SC-FDMA Synchronization Security

SC-FDMA is an important variant of OFDM used for the
uplink of LTE and LTE-A [69]. Although the details of SC-
FDMA synchronization are outside of the scope of this paper,
the process is very similar to OFDM synchronization. The LTE
standard, though, leaves control of the timing synchronization
of user equipment (UE) with the EnodeB. The carrier frequency
offset estimation is performed using a preamble selected by
the EnodeB. For this reason, only the syncrhonized attacks
reviewed in this paper threaten uplink synchronization in LTE.
It is still crucial for uplink demodulation that the EnodeB be
able to correctly estimate frequency offset between itself and
the receiver, so the attacks discussed here capable of degrading
the received SNR of the preamble symbols are significant
security concerns for LTE uplink synchronization.

J. Attack Mitigation

The deficiencies of existing OFDM signal acquisition algo-
rithms against adversarial signals leaves plenty of room for
future research and improvement. Various alternative synchro-
nization methods have been explored, although there has not
been an abundance of research focused on jamming scenarios
in particular. There are many possible ways in which the
process could be improved. One of these would be to have
the transmitter and receiver agree on a specific preamble, or a
set of preambles, beforehand to limit attacks against jammers
that only have knowledge of the structure of the preamble
symbols as opposed to the symbols themselves. Perhaps a more
important starting point for improving the robustness of OFDM
synchronization would be disguising the preamble. The struc-
ture of the preamble is so distinct that it would be obvious to any
somewhat intelligent jammer when the transmitter and receiver
are trying to synchronize. Even just making the preamble a little
bit harder to identify than it is in its current form would be an
improvement in robustness.

The preamble structure is based on the need to perform a type
of correlation processing between the first and second half of
the first symbol to get a timing estimate. Although this process
has high processing gain and is effective in mitigating channel
effects, it is not the only way to perform timing recovery or
frequency recovery for that matter. There are other forms of

correlation processing which would not require such an obvious
preamble structure to perform signal acquisition. An example
of a possible alternative would be to use the Cross Ambiguity
Function (CAF) to perform the timing and frequency recovery
for OFDM. This form of correlation processing basically com-
putes a timing estimate and a frequency error term the same
as the method posed by Schmidl and Cox. But this processing
would not require any particular structure to the preamble–other
than that it be a valid OFDM symbol. Instead, this method
would require that the preamble be known to both the transmit-
ter and the receiver. This is not very different from the current
method, in that the receiver must have some prior knowledge
about the preamble symbols. This method could greatly in-
crease the degree of difficulty for any potential jammer without
explicit knowledge of the preamble symbol being used.

Other strategies to prevent jamming of OFDM synchroniza-
tion are likely to be found in higher network layers. Disguising
the preamble, as well as its location in time and frequency
are possible ways to mitigate these types of jamming attacks.
Decision based synchronization might also be implemented
within the control layers to improve the likelihood of successful
acquisition. These methods are advantageous because they do
not require the overhaul of the synchronization process in many
existing standards.

X. EQUALIZATION JAMMING ATTACKS

A. Pilot Jamming Attacks

In pilot jamming, the adversary transmits AWGN signals
only on the pilot tone’s, in an attempt to raise the pilot tone’s
noise floor and thus disrupt the equalization process. It can
be shown that pilot tone jamming is more power efficient
than barrage jamming. Assume an attack where the jammer
is synchronized with the target signal through observation of
communications between parties in the network. The jammer
transmits the signal vector Zi where Zi = 0 for non-pilot tones,
and Zi = qi for pilot tones, where qi is i.i.d. AWGN with
distribution N (0, σ2

j ).
Note that for all pilot-based attacks, we assume attack energy

is evenly distributed between all pilot subcarriers, for the same
reasons that it was determined optimal for pilot energy to be
evenly distributed between all pilot subcarriers [51].

The impact is that the error term εJi under jamming is
dominated by the jammer power, and becomes the linear com-
bination of the jammed energy. For i.i.d. jamming (assuming it
has same variance as AWGN), the mean distribution is

εJi ∼ N
(
0,

2

3
σ2
n

)
. (32)

If the same AWGN sequence is coherently transmitted on all
pilots simultaneously, then the noise is not averaged out for lin-
ear combinations, and therefore, the noise error distribution that
now depends on both jamming and AWGN becomes (assuming
unit jamming channel response)

εJi ∼ N
(
0, σ2

n

)
. (33)

Thus it is beneficial to coherently jam pilot tones.
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B. Pilot Nulling Attacks

Pilot nulling has more severe consequence on the equalizer
than pilot jamming. In this attack, we seek to null the pilot
tones. The goal is for Ĥi to be asymptotically close to zero,
such that when X̂i is computed as X̂i = (Yi/Ĥi, we cause a
division by zero that makes X̂i arbitrarily large.

The underlying assumption here is such that an adversary
can estimate the channel between the transmitter and target
receiver Ĥki

, and his own channel to the target Ĝki
. The

jammer transmits a signal J , that is defined as

Jki
=

(
Ĥki

Ĝki

)
ejπpi (34)

which is the channel-corrected, π-radian phase shift of the
pilot tone.

The received pilot tone signal under nulling attack is then

Y N
ki

= Hki
pi +Gki

(
Ĥki

Ĝki

)
ejπpi + nki

. (35)

If the channel estimates at the jammer are accurate, then we
are left with noise only, means this term converges to nki

. Let
this estimate residue term δi be defined as

δi = Hki
+Gki

(
Ĥki

Ĝki

)
ejπ. (36)

Thus Y N
ki

= δipi + nki
and

ĤN
ki

= δi +
nki

pi
. (37)

Let δi be the linearly-combined error for non-pilot tones,
where δi is also Gaussian with distribution N (0, σ2

δ
). Hence,

the overall channel noise error due to AWGN and residue will
be Gaussian as well

εNi ∼ N
(
0, σ2

n

)
(38)

where σ2
n = σ2

δ
+ 2/3σ2

n is combined error variance. While
pilot nulling can certainly be effective, it should be noted that
obtaining accurate channel information is an extremely difficult
task which adds much complexity to the jammer.

C. MIMO-OFDM Channel Sounding Attacks

Recently, another technology advanced hand in hand with
OFDM, known as Multiple Input Multiple Output (MIMO).
Two major limitations in wireless channels are multipath in-
terference, and the data throughput limitations as a result of
Shannon’s Law [70]. MIMO employs multiple antennas on the
receiver and transmitter to utilize the multipath fading effects to
significantly improve the data throughput available on a given
channel with its defined bandwidth. Using spatial multiplexing,
MIMO technology enables the system to set up multiple data
streams on the same subcarriers/symbols, thereby increasing
the data capacity of a channel [70], [71].

In many modern broadband standards, MIMO and OFDM
are often implemented jointly to achieve high throughput per-
formance [15], [72]–[74]. The MIMO schemes employed in
LTE vary slightly between the uplink and downlink to keep
the terminal cost low. For the downlink, a configuration of
minimum two transmit antennas at the base station and min-
imum two receive antennas on the mobile terminal are used
as baseline. For the uplink from the mobile device to the base
station, Multi-User MIMO (MU-MIMO) is recommended [15],
[74]. Using this, even though the base station requires multiple
antennas, the mobiles only have one transmit antenna and this
considerably reduces the cost of the mobile.

Most MIMO systems require a method to estimate and
equalize the channel, whether through channel reciprocity or
sounding [70]. Like SISO-OFDM, most OFDM-based MIMO
waveforms use sounding via OFDM pilot tones. Therefore, a
sophisticated jammer can utilize this knowledge to attack the
channel sounding symbols of MIMO-OFDM system. Targeting
the channel sounding or accuracy of channel state information
(CSI) estimation that requires less power while being more
efficient than barrage jamming is first introduced in [75], where
different types of attacks on the channel sounding process
in MIMO channels in low and high SNR regimes and their
effects on constellation manipulation have been addressed.
Miller et al. [76] showed that such attack can be applied to
Alamouti space time codes, which are used as a basis of many
protocol standards, such as 802.11n [76]. Clancy et al. [42]
discussed possibility of jamming the channel estimation pro-
cedure as an efficient type of attack. Following [42], jamming
of channel estimation and equalization were studied for SISO
communications [3] and MIMO channels [43], [77]. In [43],
[44] jamming of channel sounding symbols for MIMO-OFDM
scenario is investigated specifically.

In addition, like SISO pilot nulling [3], MIMO Singularity
Attack is introduced in [43], which attempts to reduce the rank
of the channel gain matrix estimate by the receiver through
transmission of specific jamming signals. More specifically,
in MIMO Singularity Attack, a multi-antenna jammer tries to
manipulate pilot tones to skew the channel state information
obtained at the receiver. In a way, MIMO-OFDM channel
sounding jamming attacks and channel sounding singularity
attacks are similar to the pilot jamming attacks and the pilot
nulling attacks and have similar effect on the performance.
Like pilot nulling attacks, singularity jamming can be more
destructive than data jamming attacks such as barrage or pilot
jamming. Synchronization missmatch issues related to MIMO
channel sounding attack are discussed in [44].

D. Cyclic Prefix Jamming Attacks

In OFDM, a cyclic prefix (CP) is almost always used, which
refers to the prefixing of a symbol with a repetition of the
end [40], [41]. It is known that frequency-domain equalization
(FDE) depends on the CP to take advantage of the DFT op-
erations in frequency domain. The convolution-multiplication
property of the DFT states that circular convolution of two
signals in time is equivalent to multiplication of two signals
in frequency. Circular convolution requires the input sequence
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Fig. 12. OFDM signal under jamming attack—jamming only the cyclic prefix
(CP) of the OFDM signal (Left) versus jamming on all the subcarriers of the
OFDM signal (Right).

to be periodic. In practice, OFDM symbols are made to look
like periodic sequences by adding the CP. Therefore, at the
receiver, a simple linear equalization can be used to recover the
transmitted data symbols. Moreover, the CP serves as a guard
interval, which eliminates the interference from the previous
symbol and allows for simple frequency-domain processing,
which is used for channel estimation [40], [41], [78], [79].

In CP jamming attacks, a low duty cycle jammer selectively
targets the CP of the signal. The rationale for CP jamming
attack is simple- instead of wasting power to jam the entire
signal all the time, jam an important portion of the transmis-
sion. If CPs can be degraded, the FDE algorithms simply will
not work. In addition, destruction of the CP would result in
additional ISI. Moreover, as the CP is used for correcting the
symbol-time delay and the carrier frequency offset of the signal
by correlating the repeated parts of a symbol, injecting a more
concentrated jamming signal in just the CP will knock off
the correlation, therefore disrupting the received signal [80].
Fig. 12 shows a CP jamming (left) versus noise jamming model
(right) in a typical OFDM symbol.

E. SC-FDMA Equalization Security

Like OFDM/OFDMA, SC-FDMA not only performs chan-
nel estimation and equalization in frequency domain, but also
uses pilot-symbol assisted (PSA) channel estimation techniques
[15]. Therefore, SC-FDMA, in similar way, is prone to the
equalization attacks presented in this paper. The impact of pilot
jamming on SC-FDMA and a comparative study with OFDM
under pilot jamming attack is discussed in [69]. As SC-FDMA
is proposed to be used in uplink of LTE (meaning low-power
user handsets will be using it), it will require lot less power to
jam the equalizer of practical system.

F. Attack Comparison

Barrage jamming and pilot tone jamming achieve similar
results, but pilot tone jamming requires significantly less power,
since only pilot tones need to be jammed, and the channel

noise error εJi can be distributed across all subcarriers. Pilot
nulling has an even more serious effect. Hi is moved from
the denominator to the numerator of the error term, making its
impact greater. If the channel estimation error δ̂i is small, this
term is significant. MIMO-OFDM channel sounding jamming
attacks and channel sounding singularity attacks are similar to
pilot jamming attacks and pilot nulling attacks and have similar
effect on the performance. The effect on bit error rate will be in-
vestigated through analysis and simulation in the next sections.

G. Equalization Attack Mitigation

The pilot nulling attacks can be avoided by transmitting pilot
tones whose values are unknown to the attackers. In the absence
of knowledge about pilot tone values, pilot nulling becomes as
effective as pilot jamming that can be avoided by randomizing
the pilot locations.

If we assign the pilots randomly, then the distance between
two adjacent pilot tones becomes a random variable. Let us de-
fine this distance as a random variable X , where X = (xi+1 −
xi), and a new random variable Y , where Y = X2. Notice
that the random variable Y will have a different distribution
than X . So, the approximation error bound of (15) becomes
|E(x1, x0)| ≤ KY [6]. In [6], two strategies for randomization
are proposed:

1) Scenario 1—Binned Uniform Distribution: In this case,
we assume that two adjacent pilot tones can be located any-
where between subcarriers (id, (i+ 1)d) (i.e., confined in a
binned range of subcarriers). Here, multiplication factor d is
the deterministic separation between two adjacent pilot tones
used in traditional schemes. Let us consider a scenario where
pilot xi is located at 0th location index, then the pilot tone xi+1

will be anywhere within a bin that spreads between 0 to d. So,
we can say that the location of pilot tone xi+1 has a uniform
distribution in (id, (i+ 1)d).

2) Scenario 2—Unbinned Uniform Distribution: In this
case, we assume the pilot tone locations are completely random;
not confined in a bin like the previous case. The only restriction
that applies here is that there must be a total of N expected
number of pilot tones within the entire channel bandwidth,
during one OFDM symbol. Such an event can be modeled as
Poisson process which ensures the average number of events
occurs within a finite interval.

3) Pseudorandom Keystream: The randomization of pilots
should be done in such a way that only the legitimate users
know the locations in advance, but the attackers do not. This
will certainly make joining the network difficult, since new
users of the network would not have the necessary information
to acquire and equalize the signal. However, it may prove
effective in mission critical situations. Any clues given to allow
new users would also give information away to adversaries,
unless cryptographically protected in some way. One way this
can be achieved is by maintaining a truth table containing
all possible pseudorandom pilot locations in every legitimate
user’s receiver. Another approach would be using a pseudo-
random keystream generator to specify the locations of the
pilot tones. This is seeded by a shared secret key known to
members of the network, and an initialization vector changed
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Fig. 13. OFDM time-frequency lattice with three different pilot signal organi-
zation schemes: (a) existing equally spaced deterministic but optimum scheme,
(b) scheme where pilots are uniformly distributed within a confined bin, and
(c) a scheme where pilots are randomly located with location random variable
follow exponential distribution.

every frame. Automated key management could be performed
at higher protocol layers, but this still requires all devices to be
provisioned with the current key to join the network.

H. Performance Analysis

We developed simulation based on the OFDM channel model
shown in Fig. 2 to validate the performance of pilot attacks and
mitigation via randomization. In the receiver, QPSK modulated
data and pilot tones are passed through an IFFT operation and
then sent over an 8-tap random channel and finally AWGN is
added. The OFDM modulation uses a 256-point FFT with a
cyclic prefix length of (1/8). The deterministic OFDM scheme
has every 8th subcarrier as a pilot tone. The attack signal is
added to the received signal after being passed through a chan-
nel with different filter tap coefficients. In the receiver, com-
bined target and jamming signal are received, passed through
the FFT, and equalized using the linear interpolation method
based on pilot tones. Simulations are executed for 10 000
iterations for different SNRs and SJRs. The channel between
the transmitter and target is assumed to be perfectly known to
the jammer.

Fig. 13 shows a sample OFDM frame with three different
arrangements of pilot tone locations: (a) existing equal spacing
(deterministic), (b) uniformly distributed within a bin whose
length is equal to the deterministic pilot spacing, and (c) ran-
domly scattered pilot spacing which is exponential distributed.

Now we will look into the performance impact of different
pilot location schemes both in the presence and in the absence
of jamming attacks, to justify the motivation for randomizing
pilot locations. Fig. 14 shows the performance of the three pilot
spacing schemes in the absence of pilot tone jamming and in
the presence of pilot jamming where the JSR is 0 dB.

In absence of jamming, the deterministic signal has the best
bit error rate (BER) performance followed by confined bin
and completely random scheme. At 0.2 BER, the deterministic
scheme requires 1 dB SNR, confined bin scheme requires 2 dB

Fig. 14. Bit error rate (BER) performance of the three pilot spacing schemes
(i.e., deterministic, confined bin, and random) when there is no jamming signal
present in the horizon (Top) and when the target receiver is under pilot jamming
attack (Bottom).

SNR, and the random scheme requires 5 dB SNR. This finding
is consistent with previous results [51], [52]. In the presence
of pilot jamming, at 0.2 BER confined bin scheme requires
5 dB SNR, and completely random scheme requires 10 dB
SNR. The benefit of randomizing pilot locations is clearly
visible from this figure. In the presence of a pilot jamming,
deterministic pilots get jammed and the error due to wrong
pilot tone estimation becomes high. To make thing worse, this
error further propagates during interpolation and approxima-
tion. Both confined bin and random scheme outperform the
deterministic one during pilot jamming attack.

Our second objective is to explore the performance behavior
pattern for jamming attacks with different strength. In Fig. 15
we compared the performance of three pilot spacing schemes
in the presence of pilot jamming by varying the SJR with target
signal SNR of 10 dB. At 0 dB JSR, the deterministic scheme’s
BER is 0.4, confined bin’s BER 0.15, and random scheme’s
BER is 0.25. It can be seen that at high JSR, confined bin
performs best. Even the completely random scheme performs
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Fig. 15. Bit error rate (BER) performance of three pilot spacing schemes (i.e.,
deterministic, confined bin, and random) in the presence of pilot jamming and
as function of SJR with target signal SNR of 10 dB.

TABLE II
VARIOUS CONTROL CHANNEL ATTACKS

better than the deterministic one. However, at low JSR, the per-
formance pattern is much like the no-jamming case. At −10 dB
JSR (equivalent to 10 dB of SJR), the deterministic scheme’s
BER is 0.01, confined bin’s BER 0.02, and completely random
scheme’s BER is 0.1.

XI. CONTROL CHANNEL ATTACKS

Previously, we have discussed methods of jamming which
target a physical layer attribute or mechanism of OFDM.
This approach is expected, because jamming is the process
of injecting interference at the physical layer. However, in
some cases a more effective jamming attack can be realized by
targeting a higher layer mechanism. Table II summarizes four
of these higher layer mechanisms, which we will discuss further
in this section. If it can be determined how the mechanism
manifests itself on the physical layer, then a jamming attack is
feasible. In wireless broadband technologies such as LTE and

WiMAX, this physical layer manifestation is typically in the
form of control channels (i.e., physical channels that are not
used for data), which are mapped to certain OFDM symbols
and subcarriers. For an in depth survey of the physical layer
vulnerabilities in LTE we refer the reader to [7], [49], [81],
[82], and for physical layer vulnerabilities in WiMAX we refer
the reader to [50], [83].

The term Resource Element (RE) is commonly used to refer
to a single subcarrier over a single OFDM symbol. The number
of bits carried in each RE is determined by the modulation order
(e.g., a 16-QAM RE will carry 4 bits of information). OFDM
is a unique modulation in that it carries information in both
the time and frequency domains. This inherent characteristic
of OFDM allows for attacks against components of the signal
without the need for time-domain synchronization. Synchro-
nization adds complexity to the jammer, making the attack less
likely to be launched by an adversary.

Notation: In this section, (J/S)RE denotes a (J/S) when
only taking into account a specific set of REs. (J/S)F denotes a
(J/S) when taking into account the entire frame (every subcar-
rier across all OFDM symbols) of a downlink or uplink signal.
Converting from (J/S)RE to (J/S)F requires determining the
fraction of REs used by the given physical channel, relative to
the entire frame.

A. HARQ Acknowledgement Attack

Wireless broadband technologies (i.e., LTE, WiMAX) use an
error control mechanism known as Hybrid Automatic Repeat
reQuest (HARQ), which combines channel coding (a.k.a. for-
ward error correction) and Automatic Repeat reQuest (ARQ).
Although there are multiple ways to incorporate ARQ in an
OFDMA system, they all involve the receiving node trans-
mitting either positive or negative acknowledgement indicators
back to the sender. These acknowledgements are used to trigger
retransmissions in cases where forward error correction does
not provide enough redundancy to correct channel errors. This
situation may occur after a deep fade, in which a high BER
is sustained throughout the frame or sub-frame, and data is
lost. For a detailed analysis of HARQ schemes and how they
perform in OFDMA systems, we refer the reader to [84].

Acknowledgements sent from the base station (or wireless
gateway) to the user are transmitted on a portion of the
downlink signal. Acknowledgements are typically represented
using single bits (prior to channel coding), indicating positive
or negative reception of data. Each acknowledgement must
correspond to a chunk of data sent in the past; a common rule
is for a given acknowledgement to be associated with data sent
during the previous frame.

The objective of the HARQ Acknowledgement Attack is to
corrupt the ARQ mechanism using intentional interference by
targeting acknowledgement indicators. It is conventional for
the acknowledgement indicator to be sent over the channel
using a low rate coding scheme (causing high redundancy), but
with no additional error checking. The result is an indicator
which when corrupted, will feed the radio false information.
A corrupted acknowledgement indicator will lead to either
an unnecessary retransmission, or a delay in the requested
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retransmission. Unnecessary retransmissions will almost surely
reduce throughput, while delayed retransmissions increase la-
tency and can hinder quality of service. Both situations can lead
to network congestion or failure if enough users are affected.
In fact, if certain types of time-sensitive data do not reach
their destination in time (e.g., voice over IP data), then the
communications link is considered inadequate [85].

The (J/S)RE required to corrupt a given acknowledgement
indicator is highly dependent on the modulation and coding
scheme used. For the purpose of estimating (J/S)RE we will
consider a BER of 0.1, after decoding, to be enough to cause
an exceedingly high amount of corrupted acknowledgements.
This is just an approximation; a more accurate threshold would
require simulation of the modern wireless broadband system or
even a real-world testbed. The authors of [86] analyze various
turbo coding schemes using in cellular equipment. In each
scheme, using BPSK, the BER reaches 0.1 at around 0 to 2 dB
of SNR. Although this is a rough estimate, we can use these
results to approximate (J/S)RE to be 1 dB. For the purpose of
estimating (J/S)F , we will consider a downlink signal which
uses 1% of REs for HARQ acknowledgements. The (J/S)F for
this attack would then be around −19 dB. Although this is just
an example, it demonstrates the gains associated with targeting
a sparse control channel.

The complexity of attack is dependent on how the ARQ
acknowledgements are manifested on the physical layer. The
REs assigned to acknowledgements are often different for each
base station, to reduce inter-cell interference. In these cases,
the jammer would have to synchronize with the target base
station(s) for this attack to be feasible. The result is a jammer
which needs receiving and signal processing capability.

B. Random Access Channel Attack

Random access requests are used in wireless broadband
technologies as a method for users to initially access a base
station. A random access request is transmitted by a user to
indicate that it is present and would like to be allocated channel
resources. These requests are typically transmitted in a portion
of the uplink bandwidth which is set aside for random access,
using a contention-based access scheme [87]. A contention-
based approach involves users sharing the same pool of re-
sources without pre-coordination, which means collisions are
expected. One method of reducing the impact of collisions is
for each user to transmit a sequence randomly chosen from
a set of sequences with low cross-correlation. This allows the
base station to identify the presence of two or more overlapping
random access requests. Once the base station receives the
request it will respond with an uplink resource grant, which
allocates a certain amount of uplink resources to the user. The
user can then use the newly allocated resources to reply to the
base station, and exchange more information.

A sequence commonly used for random access requests
(a.k.a. random access preambles) is the Zadoff-Chu sequence
[88]. An N length Zadoff-Chu sequence is given by

x(n) = exp

(
−j

πun(n+ 1 + 2q)

N

)
, 0 ≤ n ≤ N − 1 (39)

Fig. 16. (J/S) required for a jammer to successfully corrupt a random access
channel, in which corruption is defined by a 10% rate of correct signal
detection.

where u is the root of the sequence, and q is an offset.
Zadoff-Chu sequences are complex valued, and have a constant
amplitude of 1. In addition, when N is prime, they have an
autocorrelation function that resembles an impulse. This is
extremely useful for detection at the base station, as well as
ensuring two offset Zadoff-Chu sequences remain orthogonal.

The random access attack is the process of interfering with
the portion of the uplink bandwidth, or REs, assigned to random
access requests. We will first consider an interferer transmitting
AWGN. By flooding the random access channel with enough
noise, the base station will struggle with receiving random
access requests, thus denying users from initiating communi-
cations. The (J/S)RE required to cause a corrupted random
access request is based on the amount of noise needed for the
base station receiver to have a high probability of detecting any
given sequence incorrectly. When this occurs, the base station
will reply to the random access request, but the reply will be
addressed incorrectly and not parsed by user.

To find the minimum (J/S)RE for the noise-based attack to
have a high probability of success, we performed a simulation
using Zadoff-Chu sequences as the random access preamble
and AWGN interference as the jamming waveform. The se-
quence is assumed to be demodulated coherently at the receiver,
and correlated against all possible sequences. We used a set of
64 different length-853 sequences, and determined the proba-
bility of correct detection for a single random access request.
All 64 sequences use the same root sequence, but are cyclically
shifted by a certain amount. For a more detailed explanation of
this type of detection procedure, we refer the reader to [89]. The
results of this simulation are shown in Fig. 16. It is observed
that a 10% probability of correct detection occurs at roughly
22 dB of (J/S)RE . When the entire bandwidth is taken into
account, the jammer receives a gain due to the sparse nature
of the random access channel, and thus will have a much lower
(J/S)F . For example, a random access channel which occupies
10% of the uplink channel resources equates to a (J/S)F of
roughly 12 dB. This (J/S)F is high when compared to other
attacks, leading to the conclusion that transmitting noise on the
random access channel is not an effective method for causing
denial of service.

We will now investigate the idea of transmitting a ran-
domly selected Zadoff-Chu sequence repeatedly, which can be
thought of as spoofing random access requests. In order for
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the correlation-based detector to choose the spoofed sequence
over the actual sequence(s), the (J/S)RE at the input to the
base station’s receiver must be greater than or equal to zero,
when ignoring channel noise. A small margin of (J/S) could be
added if noise is to be taken into account, but as we saw from the
previous results, noise does not have a large effect on a length-
853 sequence. Using a spoofed sequence which arrives at the
receiver 2 dB higher than the actual sequence ((J/S)RE =
2 dB), and a random access channel which occupies 10% of
the uplink signal, we find that the spoofing form of this attack
requires roughly −8 dB of (J/S)F . Although these results are
very rough approximations, they demonstrate the difficulty in
jamming a long sequence with AWGN.

Similar to the HARQ Acknowledgement Attack, the com-
plexity involved with this form of jamming is highly based on
how the target channel is mapped in both time and frequency,
and whether this placement is constant or varies by base station.
If the channel uses dedicated subcarriers, and the locations
of these subcarriers are known by the adversary, then this
attack only involves generating and transmitted an RF signal
composed of a bogus random access request.

C. Modulation Indicator Attack

As discussed in Section III, one of the benefits of OFDM
is that it causes the channel to be split up into a series of
subchannels. This allows a wireless system to cope with a
fading channel (or other channel impairments) by varying the
modulation scheme of each subcarrier independently. For ex-
ample, subcarriers experiencing good channel conditions could
be assigned to use 64-QAM, while those experiencing higher
attenuation may fall back to QPSK. Using adaptive modula-
tion is only possible if the receiver sends Channel Quality
Indicators (CQIs) back to the transmitter. The transmitter then
adjusts the modulation scheme used for each subcarrier, and
transmits modulation indicators along with the data. This two-
way process typically occurs dozens of times per second, to
deal with rapidly changing channel conditions [87]. The mod-
ulation indicators in wireless broadband are often combined
with other downlink control information and transmitted by
the base station on a physical control channel. Although it
is theoretically possible for a user to decode the downlink
data using all possible modulation schemes, and determine the
modulation scheme used through trial and error, we can assume
that this approach will not be used in implementations for the
sake of complexity.

The modulation indicator attack involves jamming the mod-
ulation scheme indicators with the purpose of causing the
receiver to incorrectly demodulate data, which will almost
surely lead to a higher BER. Although it is possible to jam the
CQIs instead of the indicators, this will not necessarily cause
denial of service. Corrupted CQIs will lead to either a lower
modulation order on a subcarrier which would otherwise be
able to handle more, or an excessively high modulation order
which will increase the BER on the subcarrier. Although this
is still damaging to the overall link, jamming the modulation
indicators directly will clearly have a more adverse effect. The
(J/S)RE required for a successful modulation indicator attack

Fig. 17. An OFDM time-frequency lattice, showing an example resource
allocation for five users.

is highly based on the modulation and coding scheme used
on the control channel which carries the indicator; similar to
the ARQ acknowledgement attack. However, unlike the ARQ
acknowledgement attack, control channels carrying modulation
indicators typically use a Cyclic Redundancy Check (CRC),
which is a form of error detection. Therefore, the receiver will
know when the information is corrupt, and may decide to not
use the information. Assuming the receiver does not attempt
blind modulation decoding, as discussed earlier, there are three
actions the receiver may take in response to a CRC failure:

1) Use the decoded modulation indicator, even though an
error was detected.

2) Use the most recently known modulation scheme.
3) Discard the data.

If enough noise is transmitted on top of the modulation
indicators, then the first action will almost surely lead to a high
BER. The second action may suffice for a short period of time,
but as the channel conditions change, the modulation scheme
will also change. If the third action is taken repeatedly, then the
user will enter a disconnected state.

D. Resource Allocation Attack

The wireless interface of wireless broadband systems must
support a large number of users per base station. Therefore,
the available uplink and downlink resources are split between
multiple users in both time and frequency. This allocation of
resources happens rapidly, due to the low-duty cycle of wireless
data traffic (e.g., browsing the web). In addition, the subcarrier
allocation is based on the channel conditions seen by each
user, so a user experiencing a rapidly changing channel will
be reallocated resources fairly often. Fig. 17 shows a portion
of signal, over time and frequency, which has been split up to
accommodate five users with varying data requirements. Each
small block represents a RE. Multiple REs are combined into
a group because allocating single REs would add unneeded
complexity and reduce throughput (more bits would be needed
to exchange allocation information). Typically, the downlink
control channel will include information about which users are
assigned which subcarriers for a given period of time. This
period of time may be as low as 1 millisecond, and the user
must receive this information to decode its corresponding data
[88]. Because the resource allocation is typically transmitted
on the same physical channel as the downlink modulation
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TABLE III
SUMMARY OF OFDM THREATS

indicators, both attacks can be merged into a single attack from
the perspective of a physical layer adversary (i.e. jammer).
However, for the purpose of analysis, we discuss the two attacks
independently.

Corrupting the resource allocation information can quickly
cause denial of service, simply because users will not be able
to decode any downlink data. As discussed in Section C, the
(J/S) required for this attack to succeed is dependent on the
given system and configuration.

E. Control Channel Attack Mitigation

The attacks described in this section all have one feature
in common; they involve jamming a portion of the uplink or
downlink signal which does not contain actual data. Therefore,
a possible mitigation strategy would be to include the vulnera-
ble control information in resources which would normally be
occupied with data. The redundant control information would
only be necessary when there is a communication failure. This
is a retroactive approach which would have to be triggered
by the detection of an attack, and although it would decrease
throughput while active, it is a better alternative to denial of
service. Detection of an attack could be as simple as detecting
a sudden loss in communications from multiple users. A more
complex approach would be monitoring for extra energy on the
control channels.

A second mitigation strategy involves randomizing the loca-
tions of control channels in both time and frequency, and pass-
ing the location information to the user using a shared key. This
method would be appropriate for every attack except random
access channel jamming, for two reasons. First, the jammer may
be able to detect the location in which new users transmit ran-
dom access requests by sensing the channel. Second, depending

on the system, a user who is initially accessing a cell may
not have any form of authentication yet, and therefore would
not be able to receive encrypted information. Many wireless
broadband systems already incorporate a mechanism similar
to this strategy, in which the mapping of physical channels is
based on the base station ID. This is primary to avoid inter-cell
inference, but it also adds complexity to the attacker models
described in this section.

We have showed a comprehensive list of all the different
types attacks possible against OFDM in Table III.

XII. CONCLUSION

OFDM and its variants such as OFDMA and SC-FDMA have
emerged as the primary contender for the air interface of most
of the modern wireless broadband communication systems (i.e.,
LTE, WiMAX, etc). In this tutorial paper, we have discussed the
structure of OFDM-based systems, explored potential threats
from adversaries, and analyzed the robustness and weakness of
practical OFDM-based systems. We have also investigated the
conventional jamming attacks and introduced more effective
jamming strategies such as synchronization jamming attacks,
equalization jamming attacks, and control channel jamming
attacks. While going over these energy efficient jamming at-
tacks, we did not limit ourselves in pointing out the loopholes;
rather we went on and showed ways to encounter such jamming
attacks. We have found that the randomization of reference
signals, and pilot locations/values followed by cryptographic
techniques for pseudorandom key management can eliminate
most of these security threats and create a fairly resilient OFDM
waveform that can be deployed in wide range of practical
scenarios including commercial, public safety, and military
scenarios.
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