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APPENDIX A
PROOF OF THEOREM 1 AND PROPOSITION 1

We first derive the upper bound of LR(y, x′, x) for all
x, x′ ∈ X , y ∈ Y when ε-LIP holds. If a mechanism M
satisfies ε-LIP, we have ∀x ∈ X , y ∈ Y:

e−ε ≤ PY (y)

PY |X(y|x)
≤ eε. (1)

The privacy metric can be further expressed as∑
x′∈X PY |X(y|x′)PX(x′)

PY |X(y|x)

=PX(x) +

∑
x′ 6=x PY |X(y|x′)PX(x′)

PY |X(y|x)

=PX(x) +
∑
x′ 6=x

LR(y, x′, x)PX(x′).

(2)

Bounding the leakage of LDP is equivalent to deriving the
maximal value of LR(y, x′, x) over all x, x′ ∈ X , y ∈ Y , such
that (2) is bounded by [e−ε, eε].

Note that LR(y, x′, x′) = 1; LR(y, x′, x) = 1
LR(y,x,x′) ;

LR(y, x′, x) = LR(y,x′,j)
LR(y,x,j) , ∀j ∈ X . Then, the constraints in

(1) can be expressed as (3).
Dividing the i-th row by LR(y, 1, i) yields (4). De-

note W (y) = PX(1) + LR(y, 2, 1)PX(2) + · · · +
LR(y, |X |, 1)PX(|X |). Using these, (3) can be rewritten as
follows:

e−ε ≤W (y) ≤ eε,
e−εLR(y, 2, 1) ≤W (y) ≤ eεLR(y, 2, 1),

...
e−εLR(y, |X |, 1) ≤W (y) ≤ eεLR(y, |X |, 1).

(5)

It is worth noting that, the problem of bounding the leakage
of LDP is equivalent to finding the maximum of the ratio of
LR(y, x, 1)/LR(y, x′, 1) such that (5) is satisfied, which can
also be expressed as the form in Theorem 1.

We next derive the loose bound presented in Proposi-
tion 1. For an arbitrary, fixed y′ ∈ Y , denote x∗u =
argmax

x
LR(y′, x, 1) and x∗l = argmin

x
LR(y′, x, 1), then

∀y′ ∈ Y , there is:

e−εLR(y′, x∗u, 1) ≤W (y′) ≤ eεLR(y′, x∗l , 1). (6)
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It is readily seen that the maximum value of
LR(y′, x′, x) can be expressed as: maxx,x′∈X LR(y′, x′, x) =

LR(y′, x∗u, x
∗
l ) =

LR(y′,x∗u,1)
LR(y′,x∗l ,1) . Divide (6) by LR(y′, x∗l , 1) and

denote W ′(y′) = W (y′)/LR(y′, x∗l , 1), which is shown in
(7). Then, (6) becomes:

e−ε
LR(y′, x∗u, 1)

LR(y′, x∗l , 1)
≤W ′(y′) ≤ eε.

For the first inequality, we have:

e−ε
LR(y′, x∗u, 1)

LR(y′, x∗l , 1)
≤ LR(y′, x∗u, 1)

LR(y′, x∗l , 1)
(1− PX(x∗l )) + PX(x∗l ),

which implies that when e−ε − 1 + PX(x∗l ) ≥ 0:

LR(y′, x∗u, 1)

LR(y′, x∗l , 1)
≤ PX(x∗l )
e−ε − 1 + PX(x∗l )

≤ Pmin

e−ε − 1 + Pmin
.

(8)
Then, divide (6) by LR(y′, x∗u, 1), and denoting W ∗(y′) as
W (y′)/LR(y′, x∗u, 1), then W ∗(y′) becomes (9).

Therefore, (6)/LR(y′, x∗u, 1) yields the following:

e−ε ≤W ∗(y′) ≤ eε LR(y′, x∗l , 1)

LR(y′, x∗u, 1)
.

For the second inequality, we have

eε
LR(y′, x∗l , 1)

LR(y′, x∗u, 1)
≥ LR(y′, x∗l , 1)

LR(y′, x∗u, 1)
(1− PX(x∗u)) + PX(x∗u),

(10)
which implies:

LR(y′, x∗u, 1)

LR(y′, x∗l , 1)
≤ eε − 1 + PX(x∗u)

PX(x∗u)
≤ eε − 1 + Pmin

Pmin
. (11)

Combining (8) and (11) we have

LR(y′, x∗u, x
∗
l ) ≤ min

{
eε − 1 + Pmin

Pmin
,

Pmin

e−ε − 1 + Pmin

}
.

(12)
Comparing the two bounds in (12), we have

eε − 1 + Pmin

Pmin
− Pmin

e−ε − 1 + Pmin

=
(e−ε − 1 + Pmin)(eε − 1 + Pmin)− (Pmin)2

Pmin(e−ε − 1 + Pmin)

=
(1− Pmin)(2− eε − e−ε)
Pmin(e−ε − 1 + Pmin)

≤ 0. (13)

To this end, (12) can be simplified as:

LR(y′, x∗u, x
∗
l ) ≤

eε − 1 + Pmin

Pmin
. (14)
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e−ε ≤ PX(1) + LR(y, 2, 1)PX(2) + ...+ LR(y, |X |, 1)PX(|X |) ≤ eε,
e−ε ≤ LR(y, 1, 2)PX(1) + PX(2) + ...+ LR(y, |X |, 2)PX(|X |) ≤ eε,
...

e−ε ≤ LR(y, 1, |X |)PX(1) + LR(y, 2, |X |)PX(2) + ...+ PX(|X |) ≤ eε.

(3)

e−εLR(y, i, 1) ≤ PX(1) + LR(y, 2, 1)PX(2) + ...+ LR(y, |X |, 1)PX(|X |) ≤ eεLR(y, i, 1). (4)

W ′(y′) =
PX(1)

LR(y′, x∗l , 1)
+ ...

LR(y′, x∗u, 1)

LR(y′, x∗l , 1)
PX(x∗u) + ...PX(x∗l ) +

LR(y′, |X |, 1)

LR(y′, x∗l , 1)
PX(|X |). (7)

W ∗(y′) =
PX(1)

LR(y′, x∗u, 1)
+ ...PX(x∗u) + ...

LR(y′, x∗l , 1)

LR(y′, x∗u, 1)
PX(x∗l ) +

LR(y′, |X |, 1)

LR(y′, x∗u, 1)
PX(|X |). (9)

From our prior work in [32], we know that LR(y′, x∗u, x
∗
l ) ≤

e2ε. We can also compare our new result with the new bound
of (14) as follows:

eε − 1 + Pmin

Pmin
− e2ε =

(eε − 1)(1− Pmin − Pmine
ε)

Pmin
,

which implies when ε ≥ ln ( 1−Pmin

Pmin
), eε−1+Pmin

Pmin
is a tighter

bound than e2ε, otherwise, e2ε is a tighter bound.
Note that LR(y′, x∗u, x

∗
l ) ≤ min{e2ε, e

ε−1+Pmin

Pmin
} can be

applied to all y′ ∈ Y , which means,

max
x,x′∈X ,y∈Y

LR(y, x′, x) ≤ min

{
e2ε,

eε − 1 + Pmin

Pmin

}
.

We next show ε-LDP implies ln (Pmin + eε(1− Pmin))-LIP.
Suppose a mechanism M satisfies ε-LDP, then ∀x, x′ ∈ X ,
y ∈ Y , then we have:

PY |X(y|x)

PY |X(y|x′) ≤ e
ε. (15)

Our goal is to find a bound eε
′

for the leakage of LIP, such
that (15) is satisfied. Using Bayes rule, we have:

max
x∈X ,y∈Y

PY (y)

PY |X(y|x)
≤ eε′ , (16)

max
x∈X ,y∈Y

PY |X(y|x)

PY (y)
≤ eε′ . (17)

When ε-LDP holds, the left hand side of (16) can be further
simplified as follows:

∑
x′∈X PY |X(y|x′)PX(x′)

PY |X(y|x)

=
PY |X(y|x)PX(x) +

∑
x′ 6=x PY |X(y|x′)PX(x′)

PY |X(y|x)

= PX(x) +

∑
x′ 6=x PY |X(y|x′)PX(x′)

PY |X(y|x)

≤ PX(x) +
∑
x 6=x′

eεPX(x′)

= PX(x) + eε(1− PX(x))

≤ Pmin + eε(1− Pmin). (18)

Similarly, the left hand side of (17) is upper bounded by

1

Pmin + e−ε(1− Pmin)
. (19)

Therefore, we have the following

max
x∈X ,y∈Y

{
PX(x)

PX|Y (x|y)
,
PX|Y (x|y)

PX(x)

}
≤ max

{
Pmin + eε(1− Pmin),

1

Pmin + e−ε(1− Pmin)

}
(a)
= Pmin + eε(1− Pmin), (20)

where in step (a), Pmin +eε(1−Pmin) is no smaller than (19),
i.e.,

Pmin + eε(1− Pmin)− 1

Pmin + e−ε(1− Pmin)

=
(1− Pmin)Pmin(eε + e−ε − 2)

Pmin + e−ε(1− Pmin)
≥ 0.

This completes the proof of the statement in Propo-
sition that if a mechanism satisfies ε-LDP, it satisfies
ln (Pmin + eε(1− Pmin))-LIP.

APPENDIX B
PROOF OF THEOREM 2

When ε-LDP holds, from (18), the leakage under BP-LIP
can is upper bounded by

PX(x) + eε(1− PX(x)),

which is upper bounded by

max
x∈X ,P∈Pbp

X

{PX(x) + eε(1− PX(x))}

= min
P∈Pbp

X

P bpmin + eε

(
1− min

P∈Pbp
X

P bpmin

)
,
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where minP bpmin = minx∈X ,P∈Pbp
X
PX(x). Conversely, from

(14), we have

LR(y′, x∗u, x
∗
l ) ≤

eε − 1 + PX(x)

PX(x)
.

Notice that, for any fixed prior P,

LR(y′, x∗u, x
∗
l ) ≤ max

x∈X

{
eε − 1 + PX(x)

PX(x)

}
=
eε − 1 + Pmin

Pmin
.

For uncertain prior case, the leakage under any prior within
Pbp
X must be bounded, then we have

LR(y′, x∗u, x
∗
l ) ≤ min

P∈Pbp
X

{
eε − 1 + Pmin

Pmin

}
=
eε − 1 + maxP bpmin

maxP bpmin

,

where maxP bpmin = maxP∈PX minbpx∈X PX(x).
Combined with the bound of 2ε, we have that

when ε-BP-LIP holds, the maximum LR(y, x′, x) ≤
min

{
2ε,

eε−1+maxP bpmin

maxP bpmin

}
. This completes the proof of

Theorem 2.

APPENDIX C
PROOF OF THEOREM 3

(1) LIP v.s. DI: When ε-LIP holds, the privacy leakage under
DI can be expressed as:

PY |X(y|x)PX(x)

PY |X(y|x′)PX(x′)
≤ PY (y)PX(x)eε

PY (y)PX(x′)e−ε

= e2ε PX(x)

PX(x′)

≤ e2ε+D∞(P).

For the other direction, when ε-DI holds, we have ∀x, x′ ∈ X :

PY |X(y|x)PX(x)

PY |X(y|x′)PX(x′)
≤ eε,

which implies

PY |X(y|x)

PY |X(y|x′) ≤ e
ε+D∞(P).

For the metric of LIP:

PY (y)

PY |X(y|x)
= PX(x) +

∑
x′ 6=x

PY |X(y|x′)PX(x′)

PY |X(y|x)

≤ PX(x) + [1− PX(x)]eε+D∞(P)

≤ Pmin + [1− Pmin]eε+D∞(P).

(2) LIP v.s. MIP: When ε-LIP is satisfied, by Bayes rule, we
have that ∀x, y ∈ X :

e−ε ≤ PX,Y (x, y)

PX(x)PY (y)
≤ eε. (21)

Substituting (21) into the definition of mutual information,
we get:

I(X,Y ) ≤ ε
∑

x∈X ,y∈Y
PX,Y (x, y) = ε,

where
∑
x∈X ,y∈Y PX,Y (x, y) = 1.

(3) LIP v.s. MIL: The local maximal leakage between X
and Y is defined as:

LMIL(X;Y ) = ln
∑
y∈Y

max
x∈X

PY |X(y|x).

When ε-LIP holds, we have:

max
x∈X

PY |X(y|x) ≤ PY (y)eε,

which further implies:

LMIL(X;Y ) ≤ ε.
This completes the proof of Theorem 3.

APPENDIX D
PROOFS OF LEMMA 1

Using Bayes rule, we have

PX(x)

PX|Y (x|y)
=

PY (y)

PY |X(y|x)
=

∑
x∈X PX(x)PY |X(y|x)

PY |X(y|x)
.

(22)
The first three properties mentioned in Lemma 1 are

straightforward and the proof is omitted for brevity. We
focus on presenting the proof of post-processing and linkage
properties.
Post-processing: For X → Y → Z that forms a Markov
chain, we have the following set of steps:

LLIP(X;Z) = max
x∈X ,z∈Z

∣∣∣∣ln PX|Z(x|z)
PX(x)

∣∣∣∣
= max
x∈X ,z∈Z

∣∣∣∣∣ln∑
y

PX|Y (x|y)PY |Z(y|z)
PX(x)

∣∣∣∣∣
= max
x∈X ,z∈Z

∣∣∣∣lnEY |Z PX|Y (x|y)

PX(x)

∣∣∣∣
≤ max
x∈X ,y∈Z

∣∣∣∣ln PX|Y (x|y)

PX(x)

∣∣∣∣
= LLIP(X;Y ).

Linkage: We know that LIP is a symmetric privacy measure,
i.e., LLIP(X;Y ) = LLIP(Y ;X) (i.e., the privacy measure
remains unchanged when swapping the roles of the released
output and the sensitive input). Suppose we have S → X → Y
forms a Markov chain. If we swap the roles of S and Y , we
have Y → X → S forms a Markov chain. Then, using the
post-processing property we get the following:

LLIP(Y ;X) ≥ LLIP(Y ;S)

⇒ LLIP(X;Y ) ≥ LLIP(S;Y ), (due to symmetry of LIP).

Note that if the latent variable S is independent of X , then
the leakage LLIP(S;Y ) = 0. We prove this as follows:

LLIP(S;Y ) = sup
s∈S,y∈Y

∣∣∣∣ln PS|Y (s|y)

PS(s)

∣∣∣∣
= sup
s∈S,y∈Y

∣∣∣∣ln PY |S(y|s)
PY (y)

∣∣∣∣
= sup
s∈S,y∈Y

∣∣∣∣ln ∑x PY |X(y|x)PX|S(x|s)∑
x PY |X(y|x)PX(x)

∣∣∣∣ .
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Therefore, LLIP(S;Y ) = 0 when PX|S(x|s) = PX(x), i.e.,
X and S are independent. This completes the proof of the
Lemma.

APPENDIX E
PROOF OF LEMMA 2

In this Section, we prove the modular property of LIP for
the continuous case. The discrete case can be derived in a
similar manner. W.L.O.G., we prove the case for two mixed
distributions, i.e., K = 2. Now, consider a prior mixture
distribution fX as follows:

fX(x) = α1f1(x) + α2f2(x), (23)

where αi ∈ [0, 1] and α1 + α2 = 1. The marginal distribution
of the mechanism output Y is obtained as

fY (y) =

∫
x

fX,Y (x, y)dx

=

∫
x

fY |X(y|x) [α1f1(x) + α2f2(x)] dx

= α1

∫
x

fY |X(y|x)f1(x)dx+ α2

∫
x

fY |X(y|x)f2(x)dx

= α1g1(y) + α2g2(y), (24)

where gi(y) is the marginal distribution of the output mecha-
nism Y averaged on fi(x).

Therefore, we have

PrfY (Y ∈ Sy) =

∫
y∈Sy

fY (y)dy

= α1 Prg1(Y ∈ Sy) + α2 Prg2(Y ∈ Sy), (25)

where Prgi(Y ∈ Sy) =
∫
y∈Sy gi(y)dy is taken over the

randomness of distribution gi.
We know that the mechanism M satisfies (ε, δ)-LIP for

each prior fi(x), i.e.,

Prg1(Y ∈ Sy) ≤ eε PrM(Y ∈ Sy|X ∈ Sx) + δ,

Prg2(Y ∈ Sy) ≤ eε PrM(Y ∈ Sy|X ∈ Sx) + δ, (26)

where PrM(Y ∈ Sy|X ∈ Sx) is taken over the randomness
of the perturbation mechanism M. Plugging (26) into (25)
proves the first result of Lemma 2, i.e.,

PrfY (Y ∈ Sy) ≤ eε PrM(Y ∈ Sy|X ∈ Sx) + δ. (27)

The other direction can be proved using similar arguments,
thus completing the proof of the Lemma.

APPENDIX F
PROOF OF THEOREM 4

We simplify the expression of leakage after n queries as
follows:

PX(x)

PX|Yn
1

(x|yn1 )
=

PYn
1

(yn1 )

PYn
1 |X(yn1 |x)

=

∑
x′∈X PYn

1 |X(yn1 |x′)PX(x′)∏n
i=1 PYi|X(yi|x)

=

∑
x′∈X

∏n
j=1 PYj |X(yj |x′)PX(x′)∏n
i=1 PYi|X(yi|x)

=PX(x) +
∑
x′ 6=x

n∏
i=1

PYi|X(yi|x′)PX(x′)

PYi|X(yi|x)
.

Using the property that if a mechanism satisfies ε-LIP, it
satisfies min

{
2ε, ln eε−1+Pmin

Pmin

}
-LDP, we have:

PX(x) +
∑
x′ 6=x

n∏
i=1

PYi|X(yi|x′)PX(x′)

PYi|X(yi|x)

≤PX(x) +
∑
x′ 6=x

e
∑n
k=1 min

{
2εk,ln

eεk−1+Pmin
Pmin

}
PX(x′)

=PX(x) + e
∑n
k=1 min

{
2εk,ln

eεk−1+Pmin
Pmin

}
(1− PX(x))

≤Pmin + e
∑n
k=1 min

{
2εk,ln

eεk−1+Pmin
Pmin

}
(1− Pmin).

Similarly, we can derive a lower bound on the leakage as
follows:

Pmin + e
−∑n

k=1 min
{

2εk,ln
eεk−1+Pmin

Pmin

}
(1− Pmin).

Thus the maximum leakage is bounded by:

ln max

{
Pmin + e

∑n
k=1 min

{
2εk,ln

eεk−1+Pmin
Pmin

}
(1− Pmin)

,
1

Pmin + e
−∑n

k=1 min
{

2εk,ln
eεk−1+Pmin

Pmin

}
(1− Pmin)


= ln

{
Pmin + e

∑n
k=1 min

{
2εk,ln

eεk−1+Pmin
Pmin

}
(1− Pmin)

}
.

This completes the proof of the Theorem.

APPENDIX G
PROOF OF LEMMA 3

For any arbitrary pmf P2 on X , it can be verified that

P2(x) ≤ P1(x) +
1

2
‖P1 −P2‖1,∀x ∈ X . (28)

This follows from the following fact

1

2
‖P1 −P2‖1 = max

S
|P1(S)−P2(S)|

≥ |P1(S)−P2(S)|.

Using the above we also have:

1

2
‖P1 −P2‖1 ≥ |P1(x)− P2(x)|,∀x ∈ X . (29)
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Therefore, we have

P2(x)

P1(x)
≤ max

x

P2(x)

P1(x)

≤ max
x

P1(x) + 1
2‖P1 −P2‖1
P1(x)

= max
x

1 +
‖P1 −P2‖1

2P1(x)

= 1 +
‖P1 −P2‖1

2P 1
min

, δ1.

Similarly, we can show that

P1(x)

P2(x)
≤ 1 +

‖P1 −P2‖1
2P 2

min

, δ2.

Combining these bounds we have

max

(
P1(x)

P2(x)
,
P2(x)

P1(x)

)
≤ max(δ1, δ2).

Also,

max

(
P1(x)

P2(x)
,
P2(x)

P1(x)

)
≥ min

(
P1(x)

P2(x)
,
P2(x)

P1(x)

)
≥ min(1/δ1, 1/δ2) =

1

max(δ1, δ2)
.

Now we have the following upper bound on P (2)
Y (y):

P
(2)
Y (y) =

∑
x′

P2(x′)
P1(x′)

P1(x′)PY |X(y|x′)

≤ max(δ1, δ2)
∑
x′

P1(x′)PY |X(y|x′)

= max(δ1, δ2)P
(1)
Y (y).

Also, P (2)
Y (y) can be lower bounded as

P
(2)
Y (y) =

∑
x′

P2(x′)
P1(x′)

P1(x′)PY |X(y|x′)

≥ 1

max(δ1, δ2)

∑
x′

P1(x′)PY |X(y|x′)

=
1

max(δ1, δ2)
P

(1)
Y (y).

Dividing the above equation by PY |X(y|x) on both sides, we
get the following:

1

max(δ1, δ2)
× P

(1)
Y (y)

PY |X(y|x) ≤
P

(2)
Y (y)

PY |X(y|x) (30)

P
(2)
Y (y)

PY |X(y|x) ≤ max(δ1, δ2)×
P

(1)
Y (y)

PY |X(y|x) . (31)

Now, we have the following:

max

(
P

(2)
Y (y)

PY |X(y|x)
,
PY |X(y|x)

P
(2)
Y (y)

)

≤ max(δ1, δ2)×max

(
P

(1)
Y (y)

PY |X(y|x)
,
PY |X(y|x)

P
(1)
Y (y)

)
.

Therefore, by taking ln(·) and supx∈X ,y∈Y for both sides, we
have

sup
x∈X ,y∈Y

ln

[
max

(
P

(2)
Y (y)

PY |X(y|x)
,
PY |X(y|x)

P
(2)
Y (y)

)]
(32)

≤ ln [max(δ1, δ2)]

+ sup
x∈X ,y∈Y

ln

[
max

(
P

(1)
Y (y)

PY |X(y|x)
,
PY |X(y|x)

P
(1)
Y (y)

)]
.

Hence, we arrive at the following bound:

LLIP(M(P1),P2) ≤ ln [max(δ1, δ2)] + LLIP(M(P1),P1).

Similarly, we can show that,

LLIP(M(P1),P2) ≥ − ln [max(δ1, δ2)] + LLIP(M(P1),P1).

We can further simplify the term max(δ1, δ2) as follows:

max(δ1, δ2) = 1 +
‖P1 −P2‖1

2 min [P 1
min, P

2
min]

(a)
= 1 +

DTV(P1,P2)

min [P 1
min, P

2
min]

(b)
= 1 +

DTV(P1,P2)

c
,

where (a) follows from the fact that DTV(P1,P2) = 1
2‖P1 −

P2‖1, while in (b), we defined c as c , min
[
P 1

min, P
2
min

]
.

This completes the proof of Lemma 3.

APPENDIX H
PROOF OF COROLLARY 3

It was shown in [1] under the plug-in estimator defined in:

P̂X(x) ,
1

n

n∑
i=1

1{xi=x}, (33)

the `1 distance between PX and P̂X is upper bounded by

D`1(PX , P̂X) ≤
√

2

n
(|X | − lnβ), (34)

w.p. 1−β. Therefore, by using the results from Lemma 3, we
have

ln

(
1 +

D`1(PX , P̂X)

2c

)
≤ ln

(
1 +

1

2c

√
2

n
(|X | − lnβ)

)
,

w.p. 1− β. This completes the proof of the Corollary.

APPENDIX I
PROOF OF PROPOSITION 2

The likelihood fY |X can be expressed as follows:

fY |X(y|x) = λδ(y − x) + (1− λ)fX(y).

Using the above, we can compute the following probability:

Pr(Y ∈ Sy, X ∈ Sx) =

∫
Sy

∫
Sx
fX(x)fY |X(y|x)dxdy

=

∫
Sy

∫
Sx
fX(x) [λδ(y − x) + (1− λ)fX(y)] dxdy

=

∫
Sy

[
λ1{y∈Sx}fX(y) + (1− λ)fX(y) Pr(X ∈ Sx)

]
dy

= λPr(Y ∈ Sx ∩ Sy) + (1− λ) Pr(X ∈ Sx) Pr(Y ∈ Sy).

(35)
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The marginal distribution fY is obtained as follows

fY (y) = λfX(y) + (1− λ)fX(y)

= fX(y),

which means under the sampling mechanism, the marginal
probability of Y is identical to that of X . Then, from (35) we
have

Pr(Y ∈ Sy|X ∈ Sx) (36)
=λPr(X ∈ Sy|X ∈ Sx) + (1− λ) Pr(Y ∈ Sy). (37)

Note that the value of the conditional probability of Pr(X ∈
Sy|X ∈ Sx) is between [0, 1], which means (36) is bounded
by

[(1− λ) Pr(Y ∈ Sy), λ+ (1− λ) Pr(Y ∈ Sy)].

Observe that, the definition of (ε, δ)-LIP can be expressed as

e−ε(Pr(Y ∈ Sy)−δ) ≤ Pr(Y ∈ Sy|X ∈ Sx) ≤ eε(Pr(Y ∈ Sy)+δ).
(38)

A sufficient condition of (ε, δ)-LIP is the following:

e−ε Pr(Y ∈ Sy)− e−εδ ≤ (1− λ) Pr(Y ∈ Sy), (39)

λ+ (1− λ) Pr(Y ∈ Sy) ≤ eε Pr(Y ∈ Sy) + eεδ. (40)

From (39), we have

λ ≤ 1− e−ε +
δe−ε

Pr(Y ∈ Sy)
.

A sufficient condition is

λ ≤ min
Pr(Y ∈Sy)

1− e−ε +
δe−ε

Pr(Y ∈ Sy)
= 1− e−ε + δe−ε.

Thus, we have λ ≤ 1− e−ε + δe−ε. From (40), we have

λ ≤ (eε − 1) Pr(Y ∈ Sy) + δeε

1− Pr(Y ∈ Sy)
,

which is monotonically decreasing with Pr(Y ∈ Sy). There-
fore, in order to satisfy (40), we pick λ as

λ ≤ min
Pr(Y ∈Sy)

(eε − 1) Pr(Y ∈ Sy) + δeε

1− Pr(Y ∈ Sy)
= δeε.

Combining with the result from (39), we get

λ ≤ min{δeε, 1− e−ε + δe−ε}.
This completes the proof of the Proposition.

APPENDIX J
PROOF OF PROPOSITION 3

For any 0 ≤ γ ≤ 1 and two distributions f and g, we have

1− γ =

∫
Y

(f(y)− γg(y))dy

=

∫
{y:f(y)≥γg(y)}

(f(y)− γg(y))dy

+

∫
{y:f(y)≤γg(y)}

(f(y)− γg(y))dy

= Eγ(f ||g)− γ
∫
{y:f(y)≤γg(y)}

(g(y)− 1

γ
f(y))dy

= Eγ(f ||g)− γ
∫
{y:g(y)≥f(y)/γ}

(g(y)− 1

γ
f(y))dy

= Eγ(f ||g)− γE 1
γ

(g||f).

Fig. 1: Feasible regions for the quadratic equation, yl, yu are
the roots of the equation for σ1 ≥ σ2.

By setting γ = e−ε, we have

Ee−ε(f ||g)− e−εEeε(g||f) = 1− e−ε,

which means

Eeε(g||f) = eεEe−ε(f ||g)− eε + 1.

By setting f = fY and g = fY |X , this completes the proof of
the Proposition.

APPENDIX K
PROOF OF LEMMA 4

Consider two Gaussian distributions, f = N (µ1, σ
2
1) and

g = N (µ2, σ
2
2) where σ1 > σ2. Then, we have the following:

Eγ(f ||g) =

∫
Y

max

[
f(y)

g(y)
− γ, 0

]
g(y)dy

=

∫
A={y:f(y)>γg(y)}

(f(y)− γg(y))dy.

Notice that f(y) > γg(y) when

(y − µ2)2

2σ2
2

− (y − µ1)2

2σ2
1

> ln

(
γσ1

σ2

)
.

Therefore,

y2

(
1

2σ2
2

− 1

2σ2
1

)
− y
(
µ2

σ2
2

− µ1

σ2
1

)
+

(
µ2

2

2σ2
2

− µ2
1

2σ2
1

)
− ln

(
γσ1

σ2

)
≥ 0.

The solution of this quadratic equation is

yu =
σ2

1µ2 − σ2
2µ1 + σ1σ2

√
B

σ2
1 − σ2

2

,

yl =
−(σ2

2µ1 − σ2
1µ2 + σ1σ2

√
B)

σ2
1 − σ2

2

,

where,

B = 2(σ2
1 − σ2

2) ln

(
γσ1

σ2

)
+ (µ1 − µ2)2.
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l
<latexit sha1_base64="BM8fe6iHHCoJyPx8AuUhP7leDek=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEeqx6MVjC/YD2lA220m7drMJuxuhhP4CLx4U8epP8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk7t5vfOESvNYPphpgn5ER5KHnFFjraYYlCtu1V2IrIOXQwVyNQblr/4wZmmE0jBBte55bmL8jCrDmcBZqZ9qTCib0BH2LEoaofazxaIzcmGdIQljZZ80ZOH+nshopPU0CmxnRM1Yr9bm5n+1XmrCGz/jMkkNSrb8KEwFMTGZX02GXCEzYmqBMsXtroSNqaLM2GxKNgRv9eR1aF9VPcvN60r9No+jCGdwDpfgQQ3qcA8NaAEDhGd4hTfn0Xlx3p2PZWvByWdO4Y+czx/UC4zw</latexit><latexit sha1_base64="BM8fe6iHHCoJyPx8AuUhP7leDek=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEeqx6MVjC/YD2lA220m7drMJuxuhhP4CLx4U8epP8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk7t5vfOESvNYPphpgn5ER5KHnFFjraYYlCtu1V2IrIOXQwVyNQblr/4wZmmE0jBBte55bmL8jCrDmcBZqZ9qTCib0BH2LEoaofazxaIzcmGdIQljZZ80ZOH+nshopPU0CmxnRM1Yr9bm5n+1XmrCGz/jMkkNSrb8KEwFMTGZX02GXCEzYmqBMsXtroSNqaLM2GxKNgRv9eR1aF9VPcvN60r9No+jCGdwDpfgQQ3qcA8NaAEDhGd4hTfn0Xlx3p2PZWvByWdO4Y+czx/UC4zw</latexit><latexit sha1_base64="BM8fe6iHHCoJyPx8AuUhP7leDek=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEeqx6MVjC/YD2lA220m7drMJuxuhhP4CLx4U8epP8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk7t5vfOESvNYPphpgn5ER5KHnFFjraYYlCtu1V2IrIOXQwVyNQblr/4wZmmE0jBBte55bmL8jCrDmcBZqZ9qTCib0BH2LEoaofazxaIzcmGdIQljZZ80ZOH+nshopPU0CmxnRM1Yr9bm5n+1XmrCGz/jMkkNSrb8KEwFMTGZX02GXCEzYmqBMsXtroSNqaLM2GxKNgRv9eR1aF9VPcvN60r9No+jCGdwDpfgQQ3qcA8NaAEDhGd4hTfn0Xlx3p2PZWvByWdO4Y+czx/UC4zw</latexit><latexit sha1_base64="BM8fe6iHHCoJyPx8AuUhP7leDek=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEeqx6MVjC/YD2lA220m7drMJuxuhhP4CLx4U8epP8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk7t5vfOESvNYPphpgn5ER5KHnFFjraYYlCtu1V2IrIOXQwVyNQblr/4wZmmE0jBBte55bmL8jCrDmcBZqZ9qTCib0BH2LEoaofazxaIzcmGdIQljZZ80ZOH+nshopPU0CmxnRM1Yr9bm5n+1XmrCGz/jMkkNSrb8KEwFMTGZX02GXCEzYmqBMsXtroSNqaLM2GxKNgRv9eR1aF9VPcvN60r9No+jCGdwDpfgQQ3qcA8NaAEDhGd4hTfn0Xlx3p2PZWvByWdO4Y+czx/UC4zw</latexit>

Y<latexit sha1_base64="45RxAjus7J8fHMzWOdPWZptgqnI=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxBfshbSib7aRdu9mE3Y1QQn+BFw+KePUnefPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKXjVDFssljEqhNQjYJLbBpuBHYShTQKBLaD8e2s3n5CpXks780kQT+iQ8lDzqixVuOhX664VXcusgpeDhXIVe+Xv3qDmKURSsME1brruYnxM6oMZwKnpV6qMaFsTIfYtShphNrP5otOyZl1BiSMlX3SkLn7eyKjkdaTKLCdETUjvVybmf/VuqkJr/2MyyQ1KNniozAVxMRkdjUZcIXMiIkFyhS3uxI2oooyY7Mp2RC85ZNXoXVR9Sw3Liu1mzyOIpzAKZyDB1dQgzuoQxMYIDzDK7w5j86L8+58LFoLTj5zDH/kfP4Atz+M3Q==</latexit><latexit sha1_base64="45RxAjus7J8fHMzWOdPWZptgqnI=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxBfshbSib7aRdu9mE3Y1QQn+BFw+KePUnefPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKXjVDFssljEqhNQjYJLbBpuBHYShTQKBLaD8e2s3n5CpXks780kQT+iQ8lDzqixVuOhX664VXcusgpeDhXIVe+Xv3qDmKURSsME1brruYnxM6oMZwKnpV6qMaFsTIfYtShphNrP5otOyZl1BiSMlX3SkLn7eyKjkdaTKLCdETUjvVybmf/VuqkJr/2MyyQ1KNniozAVxMRkdjUZcIXMiIkFyhS3uxI2oooyY7Mp2RC85ZNXoXVR9Sw3Liu1mzyOIpzAKZyDB1dQgzuoQxMYIDzDK7w5j86L8+58LFoLTj5zDH/kfP4Atz+M3Q==</latexit><latexit sha1_base64="45RxAjus7J8fHMzWOdPWZptgqnI=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxBfshbSib7aRdu9mE3Y1QQn+BFw+KePUnefPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKXjVDFssljEqhNQjYJLbBpuBHYShTQKBLaD8e2s3n5CpXks780kQT+iQ8lDzqixVuOhX664VXcusgpeDhXIVe+Xv3qDmKURSsME1brruYnxM6oMZwKnpV6qMaFsTIfYtShphNrP5otOyZl1BiSMlX3SkLn7eyKjkdaTKLCdETUjvVybmf/VuqkJr/2MyyQ1KNniozAVxMRkdjUZcIXMiIkFyhS3uxI2oooyY7Mp2RC85ZNXoXVR9Sw3Liu1mzyOIpzAKZyDB1dQgzuoQxMYIDzDK7w5j86L8+58LFoLTj5zDH/kfP4Atz+M3Q==</latexit><latexit sha1_base64="45RxAjus7J8fHMzWOdPWZptgqnI=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxBfshbSib7aRdu9mE3Y1QQn+BFw+KePUnefPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKXjVDFssljEqhNQjYJLbBpuBHYShTQKBLaD8e2s3n5CpXks780kQT+iQ8lDzqixVuOhX664VXcusgpeDhXIVe+Xv3qDmKURSsME1brruYnxM6oMZwKnpV6qMaFsTIfYtShphNrP5otOyZl1BiSMlX3SkLn7eyKjkdaTKLCdETUjvVybmf/VuqkJr/2MyyQ1KNniozAVxMRkdjUZcIXMiIkFyhS3uxI2oooyY7Mp2RC85ZNXoXVR9Sw3Liu1mzyOIpzAKZyDB1dQgzuoQxMYIDzDK7w5j86L8+58LFoLTj5zDH/kfP4Atz+M3Q==</latexit>

u
<latexit sha1_base64="0ivuOvsA1zGj29z/88YG+b8aLnI=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEeqx6MVjC/YD2lA220m7drMJuxuhhP4CLx4U8epP8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk7t5vfOESvNYPphpgn5ER5KHnFFjrWY6KFfcqrsQWQcvhwrkagzKX/1hzNIIpWGCat3z3MT4GVWGM4GzUj/VmFA2oSPsWZQ0Qu1ni0Vn5MI6QxLGyj5pyML9PZHRSOtpFNjOiJqxXq3Nzf9qvdSEN37GZZIalGz5UZgKYmIyv5oMuUJmxNQCZYrbXQkbU0WZsdmUbAje6snr0L6qepab15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh85nz/hr4z5</latexit><latexit sha1_base64="0ivuOvsA1zGj29z/88YG+b8aLnI=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEeqx6MVjC/YD2lA220m7drMJuxuhhP4CLx4U8epP8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk7t5vfOESvNYPphpgn5ER5KHnFFjrWY6KFfcqrsQWQcvhwrkagzKX/1hzNIIpWGCat3z3MT4GVWGM4GzUj/VmFA2oSPsWZQ0Qu1ni0Vn5MI6QxLGyj5pyML9PZHRSOtpFNjOiJqxXq3Nzf9qvdSEN37GZZIalGz5UZgKYmIyv5oMuUJmxNQCZYrbXQkbU0WZsdmUbAje6snr0L6qepab15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh85nz/hr4z5</latexit><latexit sha1_base64="0ivuOvsA1zGj29z/88YG+b8aLnI=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEeqx6MVjC/YD2lA220m7drMJuxuhhP4CLx4U8epP8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk7t5vfOESvNYPphpgn5ER5KHnFFjrWY6KFfcqrsQWQcvhwrkagzKX/1hzNIIpWGCat3z3MT4GVWGM4GzUj/VmFA2oSPsWZQ0Qu1ni0Vn5MI6QxLGyj5pyML9PZHRSOtpFNjOiJqxXq3Nzf9qvdSEN37GZZIalGz5UZgKYmIyv5oMuUJmxNQCZYrbXQkbU0WZsdmUbAje6snr0L6qepab15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh85nz/hr4z5</latexit><latexit sha1_base64="0ivuOvsA1zGj29z/88YG+b8aLnI=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEeqx6MVjC/YD2lA220m7drMJuxuhhP4CLx4U8epP8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk7t5vfOESvNYPphpgn5ER5KHnFFjrWY6KFfcqrsQWQcvhwrkagzKX/1hzNIIpWGCat3z3MT4GVWGM4GzUj/VmFA2oSPsWZQ0Qu1ni0Vn5MI6QxLGyj5pyML9PZHRSOtpFNjOiJqxXq3Nzf9qvdSEN37GZZIalGz5UZgKYmIyv5oMuUJmxNQCZYrbXQkbU0WZsdmUbAje6snr0L6qepab15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh85nz/hr4z5</latexit>

fY |X(y|x)
<latexit sha1_base64="lrMzifoI7iXt53+R4odTuf5mPHk=">AAAB83icbZDLSsNAFIZPvNZ6q7p0M1iEuimJCLosunFZwV6kDWUynbRDJ5MwFzGkfQ03LhRx68u4822ctllo6w8DH/85h3PmDxLOlHbdb2dldW19Y7OwVdze2d3bLx0cNlVsJKENEvNYtgOsKGeCNjTTnLYTSXEUcNoKRjfTeuuRSsVica/ThPoRHggWMoK1tbphL3sYtyeVdPx01iuV3ao7E1oGL4cy5Kr3Sl/dfkxMRIUmHCvV8dxE+xmWmhFOJ8WuUTTBZIQHtGNR4IgqP5vdPEGn1umjMJb2CY1m7u+JDEdKpVFgOyOsh2qxNjX/q3WMDq/8jInEaCrIfFFoONIxmgaA+kxSonlqARPJ7K2IDLHERNuYijYEb/HLy9A8r3qW7y7Ktes8jgIcwwlUwINLqMEt1KEBBBJ4hld4c4zz4rw7H/PWFSefOYI/cj5/APBAkZo=</latexit><latexit sha1_base64="lrMzifoI7iXt53+R4odTuf5mPHk=">AAAB83icbZDLSsNAFIZPvNZ6q7p0M1iEuimJCLosunFZwV6kDWUynbRDJ5MwFzGkfQ03LhRx68u4822ctllo6w8DH/85h3PmDxLOlHbdb2dldW19Y7OwVdze2d3bLx0cNlVsJKENEvNYtgOsKGeCNjTTnLYTSXEUcNoKRjfTeuuRSsVica/ThPoRHggWMoK1tbphL3sYtyeVdPx01iuV3ao7E1oGL4cy5Kr3Sl/dfkxMRIUmHCvV8dxE+xmWmhFOJ8WuUTTBZIQHtGNR4IgqP5vdPEGn1umjMJb2CY1m7u+JDEdKpVFgOyOsh2qxNjX/q3WMDq/8jInEaCrIfFFoONIxmgaA+kxSonlqARPJ7K2IDLHERNuYijYEb/HLy9A8r3qW7y7Ktes8jgIcwwlUwINLqMEt1KEBBBJ4hld4c4zz4rw7H/PWFSefOYI/cj5/APBAkZo=</latexit><latexit sha1_base64="lrMzifoI7iXt53+R4odTuf5mPHk=">AAAB83icbZDLSsNAFIZPvNZ6q7p0M1iEuimJCLosunFZwV6kDWUynbRDJ5MwFzGkfQ03LhRx68u4822ctllo6w8DH/85h3PmDxLOlHbdb2dldW19Y7OwVdze2d3bLx0cNlVsJKENEvNYtgOsKGeCNjTTnLYTSXEUcNoKRjfTeuuRSsVica/ThPoRHggWMoK1tbphL3sYtyeVdPx01iuV3ao7E1oGL4cy5Kr3Sl/dfkxMRIUmHCvV8dxE+xmWmhFOJ8WuUTTBZIQHtGNR4IgqP5vdPEGn1umjMJb2CY1m7u+JDEdKpVFgOyOsh2qxNjX/q3WMDq/8jInEaCrIfFFoONIxmgaA+kxSonlqARPJ7K2IDLHERNuYijYEb/HLy9A8r3qW7y7Ktes8jgIcwwlUwINLqMEt1KEBBBJ4hld4c4zz4rw7H/PWFSefOYI/cj5/APBAkZo=</latexit><latexit sha1_base64="lrMzifoI7iXt53+R4odTuf5mPHk=">AAAB83icbZDLSsNAFIZPvNZ6q7p0M1iEuimJCLosunFZwV6kDWUynbRDJ5MwFzGkfQ03LhRx68u4822ctllo6w8DH/85h3PmDxLOlHbdb2dldW19Y7OwVdze2d3bLx0cNlVsJKENEvNYtgOsKGeCNjTTnLYTSXEUcNoKRjfTeuuRSsVica/ThPoRHggWMoK1tbphL3sYtyeVdPx01iuV3ao7E1oGL4cy5Kr3Sl/dfkxMRIUmHCvV8dxE+xmWmhFOJ8WuUTTBZIQHtGNR4IgqP5vdPEGn1umjMJb2CY1m7u+JDEdKpVFgOyOsh2qxNjX/q3WMDq/8jInEaCrIfFFoONIxmgaA+kxSonlqARPJ7K2IDLHERNuYijYEb/HLy9A8r3qW7y7Ktes8jgIcwwlUwINLqMEt1KEBBBJ4hld4c4zz4rw7H/PWFSefOYI/cj5/APBAkZo=</latexit>

x
<latexit sha1_base64="tmEmvpYjdzQyoek+Hh8kTeg6HY8=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHZ9RI9ELx4hkUcCGzI7NDAyO7uZmTWSDV/gxYPGePWTvPk3DrAHBSvppFLVne6uIBZcG9f9dnIrq2vrG/nNwtb2zu5ecf+goaNEMayzSESqFVCNgkusG24EtmKFNAwENoPR7dRvPqLSPJL3ZhyjH9KB5H3OqLFS7albLLlldwayTLyMlCBDtVv86vQiloQoDRNU67bnxsZPqTKcCZwUOonGmLIRHWDbUklD1H46O3RCTqzSI/1I2ZKGzNTfEykNtR6Hge0MqRnqRW8q/ue1E9O/9lMu48SgZPNF/UQQE5Hp16THFTIjxpZQpri9lbAhVZQZm03BhuAtvrxMGmdl77x8WbsoVW6yOPJwBMdwCh5cQQXuoAp1YIDwDK/w5jw4L8678zFvzTnZzCH8gfP5A+h9jQM=</latexit>

l  Y  u
<latexit sha1_base64="nKrj2vt2Hy+qpgVXtygvCaw929I=">AAAB+HicbVDLSsNAFL3xWeujUZduBovgqiQ+0GXRjcsK9iFtKJPppB06mcR5CDX0S9y4UMStn+LOv3HaZqGtBy73cM69zJ0Tppwp7XnfztLyyuraemGjuLm1vVNyd/caKjGS0DpJeCJbIVaUM0HrmmlOW6mkOA45bYbD64nffKRSsUTc6VFKgxj3BYsYwdpKXbfEUYfTB3Q/a6brlr2KNwVaJH5OypCj1nW/Or2EmJgKTThWqu17qQ4yLDUjnI6LHaNoiskQ92nbUoFjqoJsevgYHVmlh6JE2hIaTdXfGxmOlRrFoZ2MsR6oeW8i/ue1jY4ug4yJ1GgqyOyhyHCkEzRJAfWYpETzkSWYSGZvRWSAJSbaZlW0IfjzX14kjZOKf1o5vz0rV6/yOApwAIdwDD5cQBVuoAZ1IGDgGV7hzXlyXpx352M2uuTkO/vwB87nD1cxkj4=</latexit>

Y � u
<latexit sha1_base64="OGgwxAnhGdJYdiE2i4OYdawx3O0=">AAAB73icbVDLTgJBEOzFF+IL9ehlIjHxRHZ9RI9ELx4xkYeBDZkdGpgwO7vMzJqQDT/hxYPGePV3vPk3DrAHBSvppFLVne6uIBZcG9f9dnIrq2vrG/nNwtb2zu5ecf+grqNEMayxSESqGVCNgkusGW4ENmOFNAwENoLh7dRvPKHSPJIPZhyjH9K+5D3OqLFS85G0+zgiSadYcsvuDGSZeBkpQYZqp/jV7kYsCVEaJqjWLc+NjZ9SZTgTOCm0E40xZUPax5alkoao/XR274ScWKVLepGyJQ2Zqb8nUhpqPQ4D2xlSM9CL3lT8z2slpnftp1zGiUHJ5ot6iSAmItPnSZcrZEaMLaFMcXsrYQOqKDM2ooINwVt8eZnUz8reefny/qJUucniyMMRHMMpeHAFFbiDKtSAgYBneIU3Z+S8OO/Ox7w152Qzh/AHzucPQzKPeA==</latexit>

Y  l
<latexit sha1_base64="w5lv9b5qQiPIuT+T8MU8OYqxxgU=">AAAB73icbVDLTgJBEOzFF+IL9ehlIjHxRHZ9RI9ELx4xkYeBDZkdGpgwO7vMzJqQDT/hxYPGePV3vPk3DrAHBSvppFLVne6uIBZcG9f9dnIrq2vrG/nNwtb2zu5ecf+grqNEMayxSESqGVCNgkusGW4ENmOFNAwENoLh7dRvPKHSPJIPZhyjH9K+5D3OqLFS85G0BY6I6BRLbtmdgSwTLyMlyFDtFL/a3YglIUrDBNW65bmx8VOqDGcCJ4V2ojGmbEj72LJU0hC1n87unZATq3RJL1K2pCEz9fdESkOtx2FgO0NqBnrRm4r/ea3E9K79lMs4MSjZfFEvEcREZPo86XKFzIixJZQpbm8lbEAVZcZGVLAheIsvL5P6Wdk7L1/eX5QqN1kceTiCYzgFD66gAndQhRowEPAMr/DmjJwX5935mLfmnGzmEP7A+fwBPTaPdA==</latexit>

AcceptReject Reject

Fig. 2: An illustration for the truncated Laplcian mechanism.

Therefore, by integrating over the defined region A (depicted
in Fig. 1), we have

Eγ(f ||g) =

∫
A

(f(y)− γg(y))dy

= 1 +Q

(
yu − µ1

σ1

)
−Q

(
yl − µ1

σ1

)
− γ

[
1 +Q

(
yu − µ2

σ2

)
−Q

(
yl − µ2

σ2

)]
.

This completes the proof of the Lemma.

APPENDIX L
PROOF OF THEOREM 6

We pick the parameter bLIP(x) to have the following func-
tional form:

bLIP(x) =
∆X

αεPX(x) + βε
,∀x ∈ X ,

where αε and βε are constants given a privacy level ε. The
functional form must be chosen carefully to satisfy LIP. Hence,
the context-aware mechanism works as follows in this case:
We pick the noise parameter bLIP(x) such that we add less to
a high probability instance and vice versa. Now, our goal is
to find the function the parameters of bLIP(x), i.e., αε and βε.

As the support of the Laplacian mechanism is infinite, the
output of the Laplacian mechanism can have undesired values
(e.g., the value of the output falls outside a certain specified
range). To circumvent this issue, we truncate the output of the
Laplcian mechanism. In this approach, we have a deterministic
mapping to the upper and lower bounds of the output domain,
when the value falls outside (see Fig. 2).
For any arbitrary output y, and any pair x, x′, we have the
following sequence of inequalities:

fY (y)

fY |X(y|x)
=

∑
x′ fY |X(y|x′)PX(x′)

fY |X(y|x)

=

∑
x′ PX(x′) 1

2b(x′)e
− |y−x

′|
b(x′) dy

1
2b(x)e

− |y−x|
b(x) dy

= PX(x) +
∑
x′ 6=x

PX(x′)
b(x)

b(x′)
e
− |y−x

′|
b(x′) dy

e−
|y−x|
b(x) dy

= PX(x) +
∑
x′ 6=x

PX(x′)
b(x)

b(x′)
exp

[ |y − x|
b(x)

− |y − x
′|

b(x′)

]
(a)

≤ PX(x) +
∑
x′ 6=x

PX(x′)
b(x)

b(x′)
exp

[
∆X

b(x)

]
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✏ = 2
<latexit sha1_base64="7/qXnYTfh064XGJtGfafqMiOHts=">AAAB83icbVBNSwMxEM36WetX1aOXYBE8ld2q6EUoevFYwX5AdynZdLYNzSYhyQql9G948aCIV/+MN/+NabsHbX0w8Hhvhpl5seLMWN//9lZW19Y3Ngtbxe2d3b390sFh08hMU2hQyaVux8QAZwIallkObaWBpDGHVjy8m/qtJ9CGSfFoRwqilPQFSxgl1klhCMowLgW+wdVuqexX/BnwMglyUkY56t3SV9iTNEtBWMqJMZ3AVzYaE20Z5TAphpkBReiQ9KHjqCApmGg8u3mCT53Sw4nUroTFM/X3xJikxozS2HWmxA7MojcV//M6mU2uozETKrMg6HxRknFsJZ4GgHtMA7V85AihmrlbMR0QTah1MRVdCMHiy8ukWa0E55XLh4ty7TaPo4CO0Qk6QwG6QjV0j+qogShS6Bm9ojcv8168d+9j3rri5TNH6A+8zx/6hpD+</latexit>

↵✏
<latexit sha1_base64="11JhrT3xjnoLlj/Rt4bOtWAifXM=">AAAB+nicbVDLSgMxFM3UV62vqS7dBIvgqsz4QJdFNy4r2Ad0hiGTZtrQTBKSjFLGfoobF4q49Uvc+Tem7Sy09cCFwzn3cu89sWRUG8/7dkorq2vrG+XNytb2zu6eW91va5EpTFpYMKG6MdKEUU5ahhpGulIRlMaMdOLRzdTvPBClqeD3ZixJmKIBpwnFyFgpcqsBYnKIojwgUlMm+CRya17dmwEuE78gNVCgGblfQV/gLCXcYIa07vmeNGGOlKGYkUklyDSRCI/QgPQs5SglOsxnp0/gsVX6MBHKFjdwpv6eyFGq9TiNbWeKzFAvelPxP6+XmeQqzCmXmSEczxclGYNGwGkOsE8VwYaNLUFYUXsrxEOkEDY2rYoNwV98eZm0T+v+Wf3i7rzWuC7iKINDcAROgA8uQQPcgiZoAQwewTN4BW/Ok/PivDsf89aSU8wcgD9wPn8A5BCUaw==</latexit>

s: Skewness parameter
<latexit sha1_base64="SEd/vuJgVSJ2EHqLXczGIv87PAQ=">AAACB3icbVDJSgNBEO1xjXEb9ShIYxQ8hRkXFE9BLx4jmgWSEHo6ldikp2forlHDkJsXf8WLB0W8+gve/Bs7y0GNDwoe71VRVS+IpTDoeV/O1PTM7Nx8ZiG7uLS8suqurZdNlGgOJR7JSFcDZkAKBSUUKKEaa2BhIKESdM8HfuUWtBGRusZeDI2QdZRoC87QSk13q45wj+mO2TmlV124U2AMjZlmISDoftPNeXlvCDpJ/DHJkTGKTfez3op4EoJCLpkxNd+LsZEyjYJL6GfriYGY8S7rQM1SZfeYRjr8o093rdKi7UjbUkiH6s+JlIXG9MLAdoYMb8xfbyD+59USbJ80UqHiBEHx0aJ2IilGdBAKbQkNHGXPEsa1sLdSfmND4DYDk7Uh+H9fniTl/bx/kD+6PMwVzsZxZMgm2SZ7xCfHpEAuSJGUCCcP5Im8kFfn0Xl23pz3UeuUM57ZIL/gfHwDvluZQA==</latexit>

✏: Privacy level
<latexit sha1_base64="auh5bhYvGCEcAfGWPqQkfrVbFBQ=">AAACCXicbVDJSgNBEO2JW4xb1KOXxkTwFGZcUDwFvXiMYBZIQujpVJImPT1Dd00wDLl68Ve8eFDEq3/gzb+xsxw08UHB470qqur5kRQGXffbSS0tr6yupdczG5tb2zvZ3b2KCWPNocxDGeqazwxIoaCMAiXUIg0s8CVU/f7N2K8OQBsRqnscRtAMWFeJjuAMrdTK0gbCAyb5BkRGyFDlr2hJiwHjQyphAHLUyubcgjsBXSTejOTIDKVW9qvRDnkcgEIumTF1z42wmTCNgksYZRqxgYjxPutC3VLFAjDNZPLJiB5ZpU07obalkE7U3xMJC4wZBr7tDBj2zLw3Fv/z6jF2LpuJUFGMoPh0USeWFEM6joW2hQaOcmgJ41rYWynvMc042vAyNgRv/uVFUjkpeKeF87uzXPF6FkeaHJBDckw8ckGK5JaUSJlw8kieySt5c56cF+fd+Zi2ppzZzD75A+fzB1CJmhk=</latexit>

↵✏
<latexit sha1_base64="11JhrT3xjnoLlj/Rt4bOtWAifXM=">AAAB+nicbVDLSgMxFM3UV62vqS7dBIvgqsz4QJdFNy4r2Ad0hiGTZtrQTBKSjFLGfoobF4q49Uvc+Tem7Sy09cCFwzn3cu89sWRUG8/7dkorq2vrG+XNytb2zu6eW91va5EpTFpYMKG6MdKEUU5ahhpGulIRlMaMdOLRzdTvPBClqeD3ZixJmKIBpwnFyFgpcqsBYnKIojwgUlMm+CRya17dmwEuE78gNVCgGblfQV/gLCXcYIa07vmeNGGOlKGYkUklyDSRCI/QgPQs5SglOsxnp0/gsVX6MBHKFjdwpv6eyFGq9TiNbWeKzFAvelPxP6+XmeQqzCmXmSEczxclGYNGwGkOsE8VwYaNLUFYUXsrxEOkEDY2rYoNwV98eZm0T+v+Wf3i7rzWuC7iKINDcAROgA8uQQPcgiZoAQwewTN4BW/Ok/PivDsf89aSU8wcgD9wPn8A5BCUaw==</latexit>

s = 0.2
<latexit sha1_base64="Ksjp9wfQJvUm3cdFgeR+Zdz6+i4=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSJ4CklV9CIUvXisYD+gDWWznbRLN5uwuxFK6Y/w4kERr/4eb/4bt20O2vpg4PHeDDPzwlRwbTzv21lZXVvf2CxsFbd3dvf2SweHDZ1kimGdJSJRrZBqFFxi3XAjsJUqpHEosBkO76Z+8wmV5ol8NKMUg5j2JY84o8ZKTU1uiOdWuqWy53ozkGXi56QMOWrd0lenl7AsRmmYoFq3fS81wZgqw5nASbGTaUwpG9I+ti2VNEYdjGfnTsipVXokSpQtachM/T0xprHWozi0nTE1A73oTcX/vHZmoutgzGWaGZRsvijKBDEJmf5OelwhM2JkCWWK21sJG1BFmbEJFW0I/uLLy6RRcf1z9/Lholy9zeMowDGcwBn4cAVVuIca1IHBEJ7hFd6c1Hlx3p2PeeuKk88cwR84nz9bdI5H</latexit>

(a)
<latexit sha1_base64="F4LgNmw5OVE32jSQbYCYzNMQozQ=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoMQL2HXB3oMevEY0TwgWcLspJMMmZ1dZmaFsOQTvHhQxKtf5M2/cZLsQRMLGoqqbrq7glhwbVz328mtrK6tb+Q3C1vbO7t7xf2Dho4SxbDOIhGpVkA1Ci6xbrgR2IoV0jAQ2AxGt1O/+YRK80g+mnGMfkgHkvc5o8ZKD2V62i2W3Io7A1kmXkZKkKHWLX51ehFLQpSGCap123Nj46dUGc4ETgqdRGNM2YgOsG2ppCFqP52dOiEnVumRfqRsSUNm6u+JlIZaj8PAdobUDPWiNxX/89qJ6V/7KZdxYlCy+aJ+IoiJyPRv0uMKmRFjSyhT3N5K2JAqyoxNp2BD8BZfXiaNs4p3Xrm8vyhVb7I48nAEx1AGD66gCndQgzowGMAzvMKbI5wX5935mLfmnGzmEP7A+fwBiu+NUQ==</latexit>

(b)
<latexit sha1_base64="Mz47q2c4IQaHpjIApwMxqV0gnrc=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoMQL2HXB3oMevEY0TwgWcLspJMMmZ1dZmaFsOQTvHhQxKtf5M2/cZLsQRMLGoqqbrq7glhwbVz328mtrK6tb+Q3C1vbO7t7xf2Dho4SxbDOIhGpVkA1Ci6xbrgR2IoV0jAQ2AxGt1O/+YRK80g+mnGMfkgHkvc5o8ZKD+XgtFssuRV3BrJMvIyUIEOtW/zq9CKWhCgNE1TrtufGxk+pMpwJnBQ6icaYshEdYNtSSUPUfjo7dUJOrNIj/UjZkobM1N8TKQ21HoeB7QypGepFbyr+57UT07/2Uy7jxKBk80X9RBATkenfpMcVMiPGllCmuL2VsCFVlBmbTsGG4C2+vEwaZxXvvHJ5f1Gq3mRx5OEIjqEMHlxBFe6gBnVgMIBneIU3RzgvzrvzMW/NOdnMIfyB8/kDjHSNUg==</latexit>

Fig. 3: (a): Effect of skewness parameter s on αε for ε = 2. (b):
Effect of the privacy parameter ε on αε. The prior distribution
is PX = { 1

3 + s
2 ,

1
3 ,

1
3 − s

2} and s = 0.2.

= PX(x) +
∑
x′ 6=x

PX(x′)

[
αεPX(x′) + ε

αεPX(x) + βε

]
eαεPX(x)+βε ,

where step (a) is due to the output truncation of the Laplace
mechanism. Now, in order to bound the ratio fY (y)

fY |X(y|x) by eε,
we have to satisfy

Pmin +
∑
x′ 6=x

PX(x′)

[
αεPX(x′) + βε
αεPX(x) + βε

]
eαεPX(x)+βε ≤ eε.

On the other hand, we have

fY (y)

fY |X(y|x)
≥ PX(x) +

∑
x′ 6=x

PX(x′)
b(x)

b(x′)
exp

[−∆X

b(x′)

]
≥ PX(x) +

∑
x′ 6=x

PX(x′)

[
αεPX(x′) + βε
αεPX(x) + βε

]
e−(αεPX(x′)+βε).

In order to lower bound fY (y)
fY |X(y|x) by e−ε, we have the

following sufficient condition:

Pmin +
∑
x′ 6=x

PX(x′)

[
αεPX(x′) + βε
αεPX(x) + βε

]
e−(αεPX(x′)+βε) ≥ e−ε.

Now, we do a grid search for αε and βε such that the bounds
on fY (y)

fY |X(y|x) are satisfied. From the search, we found that βε is
too close to ε, therefore we set βε = ε. We pick the maximum
allowable αε that satisfies both bounds on fY (y)

fY |X(y|x) . In Fig. 3
we plot the feasible values of the parameter αε. We first show
the impact of the skewness of the prior distribution of PX , as
we see in Fig. 3 (a), for a given privacy level ε, more skewness
requires more perturbation, i.e., higher values of αε since low
probability instances can potentially leak more information.

We next compare between the denominators of the func-
tional forms in

bindep.
LIP =


∆X

ln
(
eε−Pmin
1−Pmin

) , ε < ln( 1
Pmin

)

∆X
ε , otherwise,

and

bdep.
LIP (x) =

∆X

αεPX(x) + ε
,∀x ∈ X .
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Therefore, we have

αεPX(x) + ε ≥ ln

(
eε − Pmin

1− Pmin

)
⇒ αεPX(x) ≥ ln

(
eε − Pmin

1− Pmin

)
− ε

⇒ αεPX(x) ≥ ln

(
eε − Pmin

1− Pmin

)
− ln

(
eε
)

⇒ αε ≥
1

PX(x)
× ln

(
eε − Pmin

1− Pmin
× 1

eε

)
.

Therefore, it is sufficient if

αε ≥
1

Pmin
× ln

(
eε − Pmin

1− Pmin
× 1

eε

)
.

This completes the proof of the Theorem.

APPENDIX M
PROOF OF COROLLARY 5

The second term in the leakage metric after time n can be
expressed as follows:

PXn
1
(xn1 )

PXn
1 |Yn

1
(xn1 |yn1 )

=
PYn

1
(yn1 )

PYn
1 |Xn

1
(yn1 |xn1 )

=

∑
xn1∈Xn PYn

1 |Xn
1
(yn1 |xn1 )PXn

1
(xn1 )∏n

i=1 PYi|Xi(yi|xi)

=

∑
xn1∈Xn

∏n
j=1 PYj |Xj (yj |xj)PXn

1
(xn1 )∏n

i=1 PYi|Xi(yi|xi)

=PXn
1
(xn1 ) +

∑
x̄n1 6=xn1

n∏
i=1

PYi|Xi(yi|x̄i)PXn
1
(x̄n1 )

PYi|Xi(yi|xi)
.

Using the property that if a mechanism satisfies ε-LIP, it
satisfies min

{
2ε, ln eε−1+Pmin

Pmin

}
-LDP, we have:

PXn
1
(xn1 ) +

∑
x̄n1 6=xn1

n∏
i=1

PYi|Xi(yi|x̄i)PXn
1
(x̄n1 )

PYi|Xi(yi|xi)

≤PXn
1
(xn1 ) +

∑
x̄n1 6=xn1

e

∑n
k=1 min

{
2εk,ln

eεk−1+Pkmin
Pk
min

}
PXn

1
(x̄n1 )

=PXn
1
(xn1 ) + e

∑n
k=1 min

{
2εk,ln

eεk−1+Pkmin
Pk
min

}
(1− PXn

1
(x̄n1 ))

≤Pmin
Xn

1
+ e

∑n
k=1 min

{
2εk,ln

eεk−1+Pkmin
Pk
min

}
(1− Pmin

Xn
1

),

where Pmin
Xn

1
= minxn1∈Xn PXn

1
(xn1 ), P kmin =

minx∈X PXk(x). This completes the proof of the Corollary.

APPENDIX N
PROOF OF COROLLARY 6

We provide special cases: First, it can be readily verified
that 2ε ≤ eε−1+P 1

min

P 1
min

when P 1
min ≤ eε−1

2ε−1 and ε > 1/2. We
next compare the bound on LIP leakage with the ones for
LDP as follows:

• Case 1:

η + ε ≤ 2ε

⇒η ≤ ε

⇒ log

[
1 +

DTV(P1,P2)

min(P 1
min, P

2
min)

]
≤ ε

⇒min(P 1
min, P

2
min) ≥ DTV(P1,P2)

eε − 1
⇒DTV(P1,P2) ≤ min(P 1

min, P
2
min)(eε − 1).

• Case 2:

η + ε ≤ eε − 1 + P 1
min

P 1
min

⇒η ≤ eε − 1 + P 1
min

P 1
min

− ε , Φ

⇒DTV(P1,P2) ≤ min(P 1
min, P

2
min)(eΦ − 1).

Combining both bounds, we get the following:

DTV(P1,P2) ≤ min(P 1
min, P

2
min)(emin(ε,Φ) − 1)

This completes the proof of the Corollary.

REFERENCES

[1] Tsachy Weissman, Erik Ordentlich, Gadiel Seroussi, Sergio Verdu, and
Marcelo J Weinberger. Inequalities for the `1 deviation of the empirical
distribution. Hewlett-Packard Labs, Tech. Rep, 2003.


