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Abstract—We consider surveillance applications in which sen-
sors are deployed in large numbers to improve coverage fideyi
Previous research has studied how to select active sensovecs
(subsets of nodes that cover the field) to efficiently exploredun-
dant node deployment and tolerate unexpected node failures
Little attention was given to studying the tradeoff betweenfault
tolerance and energy efficiency in sensor coverage.

In this work, our objectives are two-fold. First, we aim at
rapidly restoring field coverage under unexpected sensor flures
in an energy-efficient manner. Second, we want to flexibly syyort
different degrees of redundancy in the field without needing
centralized control. To meet these objectives, we proposeesign
guidelines for applications that employ distributed coverselection
algorithms to control the degree of redundancy at local regins
in the field. In addition, we develop a new distributed technjue
to facilitate switching between active covers without the aed for
node synchronization. Distributed cover selection protoals can
be integrated into our referred to as “resilient online coveage”
(ROC) framework. A key novelty in ROC is that it allows every
sensor to control the degree of redundancy and surveillancia its
region according to current network conditions. We analyzethe
benefits of ROC in terms of energy efficiency and fault tolerane.
Through extensive simulations, we demonstrate the effesness
of ROC in operational scenarios and compare its performance
with previous surveillance techniques.

Index Terms—Sensor networks, coverage, fault-tolerance,

energy-efficiency, distributed algorithms.
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covers. It can also control the quality of surveillance add
to changing network conditions. In this paper, we focus on
application-layer coverage.

We study monitoring applications in which a field (or target)
is to be covered by at least one sensor, and that the time
required to heal a “hole” (unmonitored region) is upper-
bounded. We refer to this time as the “tolerance interval’)(

M represents the time duration in which detecting an event
or a phenomenon is still possible (e.g., chemical or raatiati
activity). We consider scenarios in which a sensor may fad d

to environmental factors, e.g., lava coming from a volcano o
forest fire. Failures can also be due to adversarial factogs,

an explosion in a combat regibnFor energy conservation,
we assume that the application employs a distributed cover
selection protocol (see Section Il). Two issues need to be
addressed in this setting: (1) how to rapidly cover holegiwit

the tolerance interval at a reduced energy cost, and (2) how
to adapt to non-uniform failure patterns.

To accommodate failures, the network designer increases th
“degree of redundancy” in the field, defined as the number
of nodes that simultaneously monitor a point in the field.
The degree of redundancy can also be defined in terms of
the frequency of checking whether a point in the field is
monitored or not. Several design alternatives can be eragloy
for failure recovery in a failure-prone environment. Thesno
reliable approach is to refresh covensre frequentlyto allow

In surveillance applications, sensors are deployed inelar§®W active nodes to replace failing ones. This approach has
numbers to improve the quality of field coverage. Under su h overhead because cover refreshment is a network-wide

redundant deployment, network lifetime can be prolonged [BOCess. It is also difficult to estimate the required time

periodically putting nodes to sleep to save their battefie®

between successive cover refreshments when the propafilit

approaches were proposed to exploit the benefits of puttiigde failure takes arbitrary values or if the traffic pattard
nodes to sleep. The first is a “MAC-based” approach, in whidletwork mission dynamically change. Another failure ressgv

a node uses a duty cycle to schedule its sleep and waké@y

roach is to select ak“cover,” which ensures that every

periods based on the expected traffic pattern (e.g., [28], [1point (target_) in_the_field_ i_s cov_ered by at leastensors, where
[17]). This approach has been implemented in real systenl?s? 1. Despite its S|mpI|C|ty,_ this approach h_as two drawbacks.
and performance results have shown that it is effective ffirSt. @ k-cover that is active for a long time cannot adapt
reducing energy consumption under sustained load pattefi@sdifferent failure patterns, especially if failures tetwl be
However, it does not adapt to changing network condition%J,USterEd around specn‘l_c areas as in combat regions. Second
such as varying load or unexpected node failures. The otifei-cover generally requires activating(kN.) sensors, where
approach is an “application-based” approach, in which aaubNe 1S the number of sensors in a 1-cover (typically;-aover

of sensors (referred to as a “cover”) actively monitors tbélfi

has fewer nodes thah node-disjoint covers). This approach

and the rest of the nodes are put to sleep (e.g., [22], [21], [21S Obviously not energy efficient.

[9], [3], [18], [19], [13], [11]). This approach can balance

If every sensor in a 1-cover monitors the region at the

the load among all the sensors by periodically selecting né@€ Of one observation per time unit, thenkacover may
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be employed such that each sensor monitors the region at the
rate of 1 observation pek units. Such frequency relaxation

1Research on configurable surveillance is important for gotsj such
as DARPA Future Combat Systems (FCS) and related progranc$, as
Warfighter Information Network-Tactical (WIN-T) [1].



maintains the average number of observations made per pdilowvever, if the switching process selects the same covdr unt
in the cover over a large time scale. Although every point this cover dies, the network can only live for 1 time unit. §hi
guaranteed to be observed at le2kttimes in an interval of example calls for periodic cover refreshment that involaks
2k units, it is not guaranteed that a point will be observed lihe nodes so as to maximize the network lifetime.

at least one sensor in evekyunits, as achieved by a 1-cover,
unless thek-cover can be decomposed inktonode-disjoint
covers. Typically, this is not possible. Thus, the qualify o
coverage is reduced whenkacover with reduced frequency

of observation is employed. In addition, the failure ratés o
components are typically higher when a node is in the active
mode than in the sleep mode. Therefore, activating a large
number of nodes increases the failure rate of the system,
resulting in more node failures per time unit.

A desirable approach is to select a minimal set of sensors
to cover the region and an additional backup set that fg. 2. Five sensors covering a square region. The circlastdehe sensing
periodically woken up to check on the active set. In thiggion of each sensor.
approach, only a small number of nodes is active, but each
active node is protected by a few neighboring (backup) nodé&pntributions. In this work, we propose design guidelines that
It is also desirable to have adaptable coverage when thadailleverage cover-selection algorithms to dynamically namt
rate varies from one region to another, as depicted in Figurel-coverage under unexpected node failures. Our approtgh le
In this figure, the node failure rate in regid) is smaller than every active node autonomously select a set of backup covers
than in regionR;, wherel < 4,5 < 4 andi < j. It is thus for its sensing region, and schedule them to periodicalgckh
required to have a higher degree of redundancgjrthan in for holes. This results in “node-driven” control of the degr
R;. Providing an adaptable coverage behavior that explaits tbf redundancy and surveillance by allowing every node to
tradeoff between fault tolerance and energy efficiency hus rself-configure at run-time. This approach is more flexibld an
been given enough attention in the literature. adaptable than “network-driven” recovery, in which a fixed
strategy is used by all nodes. Adaptability stems from two
points. First, every node controls the degree of redundancy
in its region to satisfy regional surveillance requirensent
while accounting for the surrounding network conditiongts
as surviving neighbors and frequency of occurring events.
Second, every node autonomously adjusts the schedule of its
backups to maintain a certain speed of recovery from falure
in its region. We develop an intelligent technique (OCU) for
switching between sensor covers under realistic assungtio
such as node asynchrony. OCU performs the negotiations
\ required for selecting a new cover during the operation ef th

current active cover. This alleviates the overhead andilpless

application interruption when switching between coverar O
Fig. 1. Four regions in the field with different failure rates integrated approach for online, fault-tolerant surveitia and
switching between covers is referred to @silient online

In addition to fault tolerance, cover-selection protodudse coverage(ROC). We show through analysis and simulations
not adequately tackled how to switch between active coversthat ROC is more efficient and flexible than constructingstat
a distributed environment. To have all the nodes partieifiat k-covers or employing randomized sleep schedules as in [13].
cover selection, synchronized wakeup is necessary. Nade sy Note that our interest i:ot to design new protocols for
chronization is practically difficult in networks with slei@g cover selection, nor is it to study the performance of exggti
nodes. In addition, clocks drift as time progresses, ansl thiover-selection protocols. The benefits of ROC extendstdyo
effect is magnified when covers operate for several days agsigning centralized or localized coverage algorithmaenE
weeks. These clock drifts may result in some nodes beingth localized algorithms, the goal is to satisfy regional
always late in participating in the cover-selection pr@cescoverage constraints to ensure that a global coveragetgjec
while others are always early and participate in the active achieved. No pre-configuration of the required coverage
cover until they die. This has a detrimental effect on nekwoquality is forced on the sensors throughout its operation.
lifetime, as illustrated in Figure 2. In the figure, five nogdth ROC can support different types of coverage problems, e.g.,
different sensing ranges are deployed. Assume that eadh natka coverage (as in most related work) and barrier coverage
has a maximum lifetime of 1 time unit while active. The node@s in [20]). It also supports different coverage requiretag
form three 1-covers{A,B}, {A,C,D}, and{B,C,E}. If the e.g., full coverage (as in regional surveillance for cheshic
covers are switched every 0.5 units, the network lifetime% or biological activity) as well as partial coverage (as i th
time units (which is the optimal lifetime for this configuiat). tracking of moving objects). ROC assumes that each sensor

redundancy




is an autonomous system that has the authority to “decidearse node synchronization. It is quite easy to implemedit a
how to cover” its sensing range. This flexibility enablesrgve deploy. However, it provides only asymptotic guarantees on
sensor to exploit the tradeoff between energy efficiency afidld surveillance under certain conditions on node distidn,
fault-tolerance at run-time. which may not be satisfied in practice. The active cover at
Organization. The rest of this paper is organized as followsany instant in time can also be far from minimal. In addition,
Section Il briefly surveys related work. Section Il states o some protocols employ frequent sleep/wakeup that makes the
assumptions and formulates the problem. The ROC framewdopology very dynamic, resulting in continuous invalidatiof
is introduced in Section IV and is analyzed in Section V. Sethe discovered routes. Kumar et al. [13] provided theoaétic
tion VI describes the OCU technique for switching betwedmounds on the number of nodes required to achiezeverage
active covers. Section VIl evaluates the performance of ROander different models of node deployment. They also pro-
integrated into an existing cover-selection algorithmafly, posed a randomized sleep scheduler (RIS), which we later
Section VIII provides concluding remarks. use for baseline comparison. RIS is easy to deploy. However,
nodes have to use@nservativavakeup probability, depend-
ing on how critical the mission is. The surveillance appfoac
in [8] allows nodes to switch among sleep/wakeup states to
Fault-tolerance in wireless sensor networks has receivegllaboratively maximize the lifetime of individual semso
significant attention. In [12], the authors proposed alpons The protocol was optimized for tracking target trajectsrie
for using heterogeneous types of sensors as backup for eaall not for field coverage under arbitrary node distribigion
other to enable efficient multimodal data fusion. In PEAS[23and failures.
probabilistic sleep/wakeup was proposed to maintain n&two A sub-category of coverage problems targets barrier cov-
connectivity under unexpected failures. Selecting-aover erage, in which sensors are deployed to surround a confined
was typically proposed to avoid having holes in the mondorgegion. An example of a barrier coverage algorithm is given
region [13], [10]. Previous research has not studied triet# in [20], which executes a number of rounds to deploy the
between fault tolerance and energy efficiency in field cayera minimal number of sensors. In terms of requirements, some
Research on determining an active set of nodes in a sengpplications may only need partial coverage. For example,
network can be classified into two broad categories. We ref@e “Trap Coverage” model [2] allows holes in a cover, but
to the first category as thaeterministic cover selection (DCS)guarantees a maximum diameter of any hole in the cover
approach, which comprises the majority of research in this ensure a bounded time for the detection of objects. For
domain. DCS relies on selecting a set of nodes that guamntpgrtim coverage, the trigger to re-compute Sensor COV&@rs i
coverage of at least% of the field, wheren < 100 [16], more related to how the diameter of coverage holes varies as
[3], [22], [21], [27], [11], [13]. Protocols in this categer more nodes fail.
can be further classified into centralized (e.g., [16], @)  we focus on the DCS approach because of its suitability
distributed (e.g. [4], [21], [27], [11]). We focus on didttited for critical surveillance applications. Our work exploitse
protocols in this work. Since determining an optimal cover benefits of having a fixed working cover and schedules wakeup
NP-hard [6], cover-selection protocols often employ h&tios, for selected backup nodes to achieve fault tolerance, while
such as timer expiration [27], [19] or specific node prefefeducing the required energy cost. It can incorporate any
ences [4], [7]. The work in [10], [19] provided the necessarynderlying cover selection algorithm but controls when the
conditions for a node to determine whether its area is caverggorithm is invoked, which active nodes should invoke ity a

by other nodes. In [25], we provided sufficient conditions foat what level should coverage be computed (sensing range vs.
determining redundancy in the absence of location informgscal region vs. network-wide).

tion.

The DCS approach has the advantage of guaranteeing the
maximum coverage that the network can offer. It is also [1l. PROBLEM STATEMENT
not sensitive to how nodes are distributed in the field and
can achieve minimal covers. Its primary drawback is that
unexpected node failures may reduce the quality of cover-
age until a new cover is selected. Constructing-eovered A Assumptions
network may not solve this problem if failures tend to be ] o . ) ]
clustered. The protocol in [22] allows neighboring nodes to e consider applications that require continuous field
coordinate to determine their working schedules. Howevétrveillance in a hostile environment (e.g., detectingwical
the algorithm requires the availability of special hardevéo activity in a military flelq or early indication of fire in a fest).
activate sleeping nodes for fault tolerance. We assume the following:

We refer to the second category of schemes for selectings Node deployment ensures that every point in the field
active covers as thgtochastic cover selection (SC&)proach. is at leastk-covered. In [13], the authors prove that all
This approach includes RIS [13] and PECAS [8]. In these the points in the field are almost alwayscovered if a
protocols, nodes decide whether or not to sleep and for how certain inequality holds betweén n (number of nodes),
long based on a certain probability distribution. The SCS r (coverage radius), ang (probability that a node is
approach requires little (or no) node coordination and only active at any time instance). Assuming random uniform

Il. RELATED WORK

The notation used throughout the paper is given in Table I.



TABLE |

NOTATION covers under no range constraints (e.g., [11], [7]).
k Degree of coverage (typically 1) Sensor reports
Va Active 1-cover
Vs Sleeping set in the network —
S Number of node-disjoint backup covers of a node Slot t
si(v) Backup cover: of nodewv ° .
ts Duration of a time slot (in msec.) Time
T Active duration of a cover (in slots) T f f f f |
M Number of slots in which lost monitoring is tolerated M M4.|
N(v) Set of neighbors of node )
ny(v) Number of neighbors of <« Coverinterval(T) ———
Rs(v) Sensing range of node (or simply Rs)
Re(v) Communication range of node (or simply R.)
Py R, Prob. that a point is covered hyhaving rangeR Fig. 3. An example showing the relationship betw&nM, andts.
So(r) Prob. distribution function for point coverage of
Py Prob. of failure in one time slot
Py(M) | Prob. thatv fails within an M-slots interval
P,(M) | Prob. that backup cover is alive duridg-slots interval B. Objectives
¥ Minimum coverage requiremend K v < 1)

We aim at leveraging the DCS algorithms to provide:

1) Energy-efficient, fault-tolerant operation under unex-
pected failures. More specifically, it is required to design

deployment and using a slowly growing functigiinp), a framework for maintaining 1-coverage of every point
the inequality is defined as: in the field under the above model.
2) A framework to allow controlling the degree of redun-

2

1”17& > o(np) T klog log(np). (1) dancy in the field. Every node autonomously decides the

og(np) og(np) degree of redundancy in its neighborhood, as described
At every sensor, the time is divided into large-scale slots  in Section IV. Thus, coverage in different regions may
of size =t, units. Each slot represents the expected du-  have different degrees of redundancy.
ration between two successive sensor reports, as defined) Efficient, low-overhead switching between active covers
by the application. without the need for synchronized nodes.
The network application employs a DCS algorithm for In our model, the degree of redundancy refers to the
cover selection. The cover operates fortime slots. frequency per unit time of checking whether a point in thedfiel
Undetected events due to unmonitored areas (holes) ¢gamonitored or not. As indicated earlier, a node determines
be tolerated up to an interval of at mast slot durations, the degree of redundancy based on network conditions. For
wherel < M < T. M determines the required speed oéxample, a node can monitor the traffic in its neighborhood
recovery (typicallyM < T'). An example that shows theor the failure rate of its neighbors during the operation
relationship betweeff’, M, andt is given in Fig. 3 of a cover. Other metrics to consider are the cost (energy
Issues such as knowledge of node locations or connee- communication) associated with node activation and the
tivity constraints are dependent on the employed DGéployed node density.
algorithm, and are not requirements in our framework.

For example, the DCS protocol in [25] selects covers IV. RESILIENT ONLINE COVERAGE (ROC)

vﬁho%t rterLrjg on node(;ocatl_ons, unllrlfelthe_onfhs in [2t_2], In this section, we present ROC and analyze its impact on
[11]. Detecting covered regions or holes in the activ, e quality of field coverage.

cover is done using the same approach that the D
algorithm uses to construct covers. _ ) )
Nodes are stationary, can be added anytime during né¢- Overview and Design Rationale

work operation, and may not be synchronized. At the time of deployment, every nodes periodically broad-
Node failures may occur at random locations across tkasts “HELLO” messages to inform its neighbors about itself
field or may occur only in confined regions. Randonkach node also keeps a list of its 1-hop neighbors, and period
failures correspond to sensor hardware impairments theally announces this list. Thus, every node is made aware of
may occur anywhere in the field, independent of nodes two-hop neighbors. ROC requires an active 1-covér)(
location. On the other hand, clustered failures occur dbbe selected using any DCS algorithm. The remaining nodes
to external stimulation in specific regions in the fieldare assigned to the tentatiskeeping set¥(s). Initially, all the
such as attacks in a military field or originating fire in anodes participate in selectifigs. Through periodic neighbor
forest. Our approach doemt require knowledge of the list announcements from nodes’ify, a newly deployed node
failure rate. is made aware of the existence of sleeping neighbors.
Connectivity is achieved by enforcing constraints on the To achieve an adaptable coverage model as shown in
ratio between the sensing and communication ranges ($égure 1, we adopt a novel recovery mechanism in which
classification in Section V-D). Our framework is generagdvery active node selects a subset of its neighbors that are
and can incorporate techniques that compute connecteigned td’s (referred to as a “backup cover”) and schedules



them to periodically wake up. The backup sets of every actitiee field does not necessarily mean tiahdependent backup
node are proactively selected after a DCS algorithm coaistrucovers can be found (we study the relation between hasing
a 1-cover. Our backup selection mechanism provides oppbackup covers anél-coverage in Section V). I cannot find
tunity for a node to self-configure autonomously according backup covers, it computes the maximum possible number
to surrounding network conditions. Energy is also consgrvef covers that it can find. If the node density drops during the
by intelligently scheduling the activation of the nodes e t network operation belowk, then theS covers may only be
backup covers. partial covers, as demonstrated in Figure 5(b).

A finite state machine that describes the states and transi-
tions of a node is shown in Figure 4. All nodes initially start
in the “ASLEEP” state. If a node is selected ¥y, it moves /,
to the “ACTIVE” state and remains there f@r time slots.
Otherwise, it remains in the ASLEEP state. Among nodes in
the ASLEEP state, some nodes are selected by their neighbo
to serve in backup covers. Backup nodes periodically wake
up and go to the “PROBING” state. When a backup node
discovers an unmonitored region, it joilg and moves to the
ACTIVE state. Non-backup nodes i have no role during f{i)l B%)}mp'ete
the operation o4 and remain asleep throughout theslots. o

backup  cover (b) Partial backup covefD,E}

Fig. 5. Two backup covers of node

Nodewv does not need to enumerate all the possible backup
covers as the covers do not have to be minimal in terms of
size. This is because not all of the nodes in a backup covéer wil
need to remain awake to cover a resulting hole. Therefore, we
try to compute covers that are as node-disjoint as possible.
construct a backup cover (e.gs), v employs the following
greedy algorithm. Assume tha{ (v) is the set of neighbors
of v. Node v first sorts N(v) according to an optimization
parameter. For example,can choose a neighbor that has the
largest percentage of area in common. A neighbor that is a
member of backup covers for many nodes other th&also
a favorable candidate, compared to one that is not selected
.. . . L by any other node. Based on the sorted listselects the
It is important to emphasize that it ot possible in our _listed neiahbor to be is:. Then. v sorts the neiahbors
model to adopt a reactive recovery mechanism after a h(t)?eO .'S g 1 T o 9

aaqam according to the same optimization criterion andctele

occurs. .Thls IS .because there is no centrahze@_ entity th nother neighbor to add tg. This is similar to how a typical
can invite sleeping nodes to wake up. In addition, we : .
CS algorithm selects a cover in the network.

not assume that nodes carry any special hardware to allo hen the nodes ins, form a cover ofv (or adding

activation while being asleep (e.g., [22]). Also note thHahe . .
tolerance interval is large, it is possible to use all thghbors more nglghbors does not increass covereql area)y starts
: computing the next sets and so on. The first node that

of v as backups. This is not favorable, however, because , .
every neighbor needs to exchange handshake messages I\/Svit‘?]dded to any backup covef (i >1) should satisfy that

v when it wakes up to ensure thatis alive. In addition € N(v) —(U;; s;). Neighbors are then added g giving

. reference to those having the least occurrences in thadgire
to being an unnecessary overhead, these redundant messages . .
. : - .~ computed backup covers of Figure 6 provides the pseudo-
increase the opportunity of packet collisions and dateelo#s

the network, especially under high node densities. Swi'g;hiCOde of the algorithm used for selecting backup covers of a

between activity modes also makes a node more pronent%dev' . . .
An example is shown in Table Il for selectirty= 3 backup

failures. Thus, it is desirable to minimize the number of e®d covers of a node that is shown in Figure 7. The numbers

in the backup covers. under each neighbor denote the frequency of occurrence of
that neighbor in theS covers. NodeH was not selected in

B. Selecting Backup Covers s3 because it became redundant affewas added. Note that
We define abackup coverof a nodev as a set ofv’s our approach ensures that no partial covers afre selected

neighbors that covers the entire sensing range tfv decides unless all full covers are.

to be part ofV4, it computes a maximum o backup cover  Proposition 1: Assume that a node hasn;, neighbors

sets § > k — 1) that are as node-disjoint as possible. Affn, = ||N(v)||) and the optimal neighbor cover size@s,,;.

example backup cover is shown in Figure 5(a) fo= 1. Also assume that a neighbor is added to the cover if it is
Note that constructing node-disjoint backup covers is athe one that covers most efs remaining uncovered region,

sufficient condition folk-coverage, while having-coverage in as described in algorithrl (Figure 6). A 1l-cover that is

Sensing
region is
not covered

PROBING

Fig. 4. Finite state machine for a nodeemploying ROC.



01. N, = 1-hop neighbors ob TABLE Il
. SELECTING THREE BACKUP COVERS FOR A NODB THAT IS SHOWN IN
02.Fori=1to S [//backup covers FIGURE 7.
03  BackupCoverSet[i] =
04.Fori=1to N [/Inumber of nodgs Sep[ AT BT C T D ETF G I | Coverset
05 Freq[i]=0 /loccurrence ofi in backup covers 0 0 0|0 |0 |OJ O]O]oO
06.Fori=1to S 1 1|1 12|00 |00 |0 |0 || s={ABC}
; _ 2 1|1 1|1 |12 |1 |0 |0 || s2={DEF}
07. isCoverDone = FALSE 3 itz 111112121116 s§={G,B,E,F}
08. N, = 1-hop neighbors ob
09. While (isCoverDone == FALSE)
10. IF not emptyNV, _
11. Sort N, based on an optimization parameter To assess the quality of our proposed greedy approach, we
12. Pick u: the node on top ofV, compare the cover size that is computed by our approach
13. Add v to BackupCoverSet][i] to the optimal one computed by exhaustive search. Since
14. Ny=Ny,—u exhaustive search has exponential time complexity, we are
15. Freq[u] = Freq[u] + 1 limited to small-sized networks of about 11 nodes. Figure 8
16. IF area(v) is covered shows the average cover size for 500 different experiments.
17. isCoverDone = TRUE In each experiment, a target nodeis put at (0,0) and a
18. ELSE number of nodes (neighbors) are randomly deployed within
19. Pick u: {u € N. & N, & BackupCoverSet|i] its sensing range. The theoretical lower bound on the cover
& u has the least Freq size is three. The figure shows that the average optimal cover
& u maximizes the covered arga Size in these experiments is very close to three. Our greedy
20. IF u exists approach generates covers that are about 6-10% larger than
21. Add u to BackupCoverSet][i] the experimental optimal or the lower bound. We also tried
22. N.=N.—u to select covers based on other optimization parameterh, su
23. Freq[u] = Freq[u] + 1 as the node’s remaining battery. Results were slightly less
24. IF area({) is covered efficient but very close to those of the greedy approach used
25. isCoverDone = TRUE in the original experiment. We analyze the fault tolerance a
26. ELSE overhead properties of this algorithm in Section VII.
27. isCoverDone = TRUE
Fig. 6. Algorithm A: SelectingS backup covers for node. >
2
2]
o]
3
0
Q
(2]
g
S
< 25t
2 L
5 6 7 8 9 10 11
N(v)
Fig. 7. A configuration containing node and its neighbors. Fig. 8. Comparing the cover size of the greedy approach toptienal one.
computed by the above greedy algorithm has a Slzevhere ]
C < 1og npCopi. C. Scheduling Backup Covers

Proof. The problem of computing covers can be mapped to After selecting the backup covetsnotifies the nodes in the
the set cover problem that has been well studied in set thedsgckup covers of their roles and their sleep/wake up sckedul
To prove the proposition, assume that the sensing rangeBafckup nodes can be assigned eithecomservativeor an

v is discretized into a number of points, and each of e opportunisticsleep schedule. In the conservative schedule, all
neighbors covers a subset of these points. The problemss ththe backup nodes should wake up periodically evefyslots,

to select the minimum number of subsets whose union spamwisere M’ < M. This ensures that ROC provides enough
all the points. According to [6], a greedy algorithm thategv backups as those df-coverage (as proven below). Waking
preference to subsets carrying more uncovered points would all the S covers might not be necessary, however, since a
generate covers of size€ logn,Cope, Wheren,, is the number node’s probability to fail withinA/ slots is typically small. In

of subsets. Details of the proof can be found in [6] and aeldition, a backup of an active nodelifa can cover the hole
omitted here for brevity. caused by another failing node ¥, whose backup nodes



are still asleep. Thus, we propose the following opportimis . \ | \
approach for successive activation of backup covers. : : Failure ! ! !
Let s; be thei*® backup cover ofv, 1 < i < S. The "_i ; 1 i i i
— i —— e e e e —— . — —— — — —
i
|
]

opportunistic approach activates the nodessinwithin M N .
:

|
slots, the nodes iB, within 20/ slots, and so on (analysis l
of this approach is given below). More specifically, let thé | I :
nodes ins; be indexed according to their order sn Nodew _C_:r _____ J].:L _____ A S i
schedules a neighbar; € s; to sleep for a number of slotsD | !
equal tomax(iM — n.; + j, 0), wheren,; is the number of E! l
nodes ins;. Subsequently,; sleeps formin(:M, T”) cycles, F : _E_ o i |
whereT"” is the remaining number of time slots for the current «+————— '~~~ ~ "7~ T T T T T TTTTT T T
Va (according tov;’s clock). A sleeping node: might be a
backup for several neighbors I, each of which assigning _ o
u a different sleep interval. Node selects the smallest sIeeer'?O'I f‘z{gpgogl]f”'snc sleep schedule for backup covers:of; ={4,5,C'}
cycle assigned by any of its neighbor ¥fy. e

The opportunistic scheduling approach is best used when
the node failure probability can be estimated avdis small  gection, we first provide a generalized methodology for a
compared tal’ (see our results in Section VII). On the othegensor to compute its area coverage, assuming a prohiabilist
hand, the conservative approach should be employed wheRerage model. Then, we study the impact of ROC on the
node failures are arbitrary. It is worth noting here that @0ochetwork’s resilience and perceived energy savings. Naié th
synchronization isiot necessary. However, a backup nade \ye assume an upper bound on node failure rate for the analysis

follows the schedule that is proposed by its master noded  of fault-tolerance. However, ROC operation does not requir
based onv’s current clock without having to updates clock. knowledge of the error rate.

D. Backup Node Probing

When a backup nodes wakes up, it probes the active . . .
nodes in its neighborhood. Nodecan perform active probing . ASSUmMe that a poinpt that lies at a distanc®, from v
by sending a probing message and waiting for replies, Sr covered with probabilityPy, , (v (pt), which dependg on
passive probing by listening to periodic routing updatesrir E(v) andDo. If Do > RS,(U) thenPyst (p.t) m O'. OtherW|§e,
its neighbors. Passive probing is advantageous in thateis doPUvRs(_v) (pt) depends on's p_robabll_|t_y d|str,|but|on function
not require message exchange. However, it would typicaL&r p0|.nt coverqgefv(r), Fhaf[ IS _specmed.byps manufacturer.
require a node to remain awake for the entire slot durati «(r) is a continuous distribution function that decreases as

(ts) to ensure that routing updates have been sent by its acl’iog distance fromv increases. _To compute vyhether or pot
neighbors. Ifu discovers that its current neighbors iy 'S covere_d by node_, we cons_ld_e_r a small distangearound
completely cover its sensing region, it checks if any of theftf @nd slightly modify the definition of, r, ) (pt) to be:
has assigned it a new sleep schedule and then goes back to Do+6/2

sleep. A node i/, might decide to shorten’s sleep schedule Py r.wy(pt) = /

if, for example, it loses a certain number of its backup nédes Do=3/2 .
If u's sensing region is not completely covered, it declares =0 Otherwisg &)

itself a member ofV4 and remains active throughout theyhere s is the distance between two adjacent points in the
remaining duration o¥4’s operation. field. A point pt is covered by a set of nodeS if the

To demonstrate the operation of the opportunistic approagiiobability of coverage exceeds a threshgldo < v < 1),
consider a node that has two backup covess={A,B,C} and e

s2={D,E,F}. The sleep schedule of these covers is illustrated »
in Figure 9. When node fails, the earliest backup nodes that (Peow(@t) £[1 = [0 = Prray®@)) =7, (3)
wake up ared and D. Assume that bothd and D do not jes

and thus they go back to sleep. Nofle however, can cover p, . . (yt) is computed by Equation 2. To generalize, a node
the entire hole and thus remains active after probing. Nowgecides thapt is covered if the probability thatt is covered
when node<”, E, and F" wake up after3’s recovery action, py 4, or any neighbor of v exceedsy, i.e.,
they find that their sensing regions are completely coveyed b o
active nodes and they go back to sleep. (Peow(pt) = [1=(1=P, g, (v (pt)) H (1-Pj r.j)(pt)]) =7,
JENbrs(v)
V. PROPERTIES OFROC (4)

ROC'’s adaptability benefits can be easily deduced fro ereNbrs(v) is the set ofu's neighbors. _
e above method models probabilistic sensor coverage in

the backup scheduling mechanism, described above. In this: . o
which the area covered by a sensor is not known a priori.

2\We do not exploit this design option in our simulations. Another probabilistic model was also proposed in [14] in

A. Probabilistic Area Coverage

fo(r)dr, Dy < R4(v)



which the area and perimeter of the sensing region ofcanservative approach). Without loss of generality, asstimat
sensor are arbitrary (i.e., non-uniform) but known. We cahe backup covers are node-disjoint. The probability thmgt a
map this approach to our problem as follows. Assume thiaaickup cover is alive and active during af-slots interval,
the sensing regiorf, around nodev is convex and has an P,(M), can be computed as:

area A, and perimeterl,. Let A; and L; be the area and s

perimeter, respectively, of another convex sensing redipn o 0

of a neighbor ofy that is placed randomly in the field. Finally, Pa(M) =1 H [t = P2 (M) ©)
assume that} intersectsfy. The probability that a randomly

selected poinpt in A, is covered byF; (i.e., pt is covered It follows that the probability that's region is covered in an
by v’s neighbor) is given by: M-slots interval P, (M), is given by the following expression:

=1

om Ay P(M) =1— Pp(M) x (1 — Py(M)). @

5
27T(A0 + Al) + LoLy ( ) . .
) As an example, considel4 operating underp;=0.005,
We can thus plug Eq. 5 in both Eq. 3 and Eq. 4 to compujg=20 slots, =3, andn.=4. This results inP;(M) ~ 0.1.

the probability of coverage when multiple nodes are avm'labpc(M) ~ 08.37% for opportunistic scheduling ang9.96%
Note that every point within a given distance is covered byfgr conservative scheduling.

P(ptaFl) =

probability computed by these equationslependentlfrom ¢ ;. cannot be estimated, it is favorable to activate all the
other points in the region. S covers within everyM! slots. When the next’4 is selected,

non-failed nodes are selected as backup covers, so the above
B. Coverage and Fault Tolerance analysis holds for successi¥e;’s. Compared to constructing

a k-covered network for the entire operation &f;, ROC
provides dynamic recovery, where every node can control the
number of its backup covers and their probing frequency.

We first establish the relationship between hawihigackup
covers for every node and network-widlecoverage. Then, we
compute the probability that a node’s sensing region is i@mle
by backup covers within a duration éf slots.

Proposition 2: If the initial node deployment ensures thaC. Overhead
a pointpt that lie in the sensing range of a nodes at least
k-covered, therpt is also k-covered if S > k — 1 backup
covers ofv are activated.

1) Communication and Processin@ur backup scheduling
mechanism does not require any extra message overhead than
. . that required for the underlying DCS algorithm. All backup
Proof. The following cases prove the proposition:  ~ gchequling information can be piggy-backed on heartbeat or
Case |. Assume thav could discoverS = k —1 node-disjoint ., ying ypdate messages, in addition to the control message
backup covers. In this c_:aspz: W'_" be covered by at least one y¢ ye pcg algorithm. Thus, the ROC framework is efficient
node from each cover in addition to ) .. . .in terms of message overhead. For computing backup covers,
Case Il. Assume that CPU'd _npt discover node-disjoint ROC incurs a processing overhead that is linear in the number
backup covers althougpt is originally k-covered. As de- ¢ neighhors ofy, which is insignificant becausgis typically

scribed in Section IV-B, ROC adds backup nodes that are |835§ma|| integer (e.g., 2 or 3)

used in already-computed_cov_ers. This maximizes the numbeﬁ) Energy EfficiencyWe study the energy efficiency of our
of backup nodes of, resuilting in at .Ieask:-coverage (see the design and compare it to constructing-@over. To focus only
example in Table Il for demonstrguon). , on the energy-efficiency aspects, assume that no failuis oc

/On the other hand, a}ssume thats only k'-covered, where during network operation. We assume that energy consumptio
B < k. In this casey W|Il_c0nstruct5_' < k—1 backup COVETS. s directly proportional to the duration in which a node is ac
These COVers will gontamll the neighbors ob, resulting in tive. Thus, we measure energy consumption by computing the
the maximum possible coveragefregardless of the deQreeaverage number of active nodes at each time slgk (Assume

of redundancy around it. ) that a 1-cover typically containd/. nodes. In ak-covered
Now, we study the fault-tolerance properties of ROC. Wﬁetwork, ne = O(EN.). In ROC opportunistic scheduling

focus on the opportunistic scheduling approach since tgﬁproachna depends on several parameters, namély, S,
conservative approach provides stronger resilience. M8SU, 4. Thus. it can be computed as follows:
Cc* 1 .

that the upper bound on the probability of a node’s failure

within one time slot i ¢. The objective is to have the sensing s Ne

region of a failing node» covered by backup nodes withi na=Ne(1+) - (8)

time slots fromuv’s failure with reasonably high probability =1

(e.g., above 95%). The probability thatfails within an M- The summation part represents a harmonic serie§ ele-
slots interval isP;(M) = 1 — (1 — pg)™. If each of v's ments. Thereforep, = N.[1 + (n./M) x (In S + A)], where
covers hasy. nodes on average, then the probability that & is a constant. Note that we have assumed that a probing
cover is alive within an)M-slots interval is(1 — py)"™. node will remain awake for an entire slef. This provides
Consequently, the probability that th&" backup cover is a very conservative estimate of energy consumption because
alive and active in any\/-slots interval isP{” (M), where a node typically wakes up for only a fraction of if active

P (M) = (1/i)(1—pg)"<M (the1/i term is removed in the probing is employed.




Assuming a largek and S to ignore the constants, theE. Limitations of ROC
ROC approach is asymptotically more energy efficient thanroc has a couple of limitations. First, if multiple nodes
a proactivek-coverage approach if: within close proximity fail simultaneously, recovery maguse
more nodes than necessary to wake up, resulting in unneeded
ne X In S . .
—~ " <k (9) redundancy. Simultaneous failures also cause slowed eegov

M if non-failing nodes are not aware of neighbor failures and
AssumingM = 20, S = 2, andn, = 4, the left-hand side rely on such neighbors to heal the resulting holes. Second,
of (9) is less than 2. This means that ROC is more enerdy?necessary redundancy may occur due to link failures as a
efficient than proactively providing 3-coverage in the fieldesult of fluctuating link conditions and node mobility. kin
In conservative scheduling, the S term in (9) should be failure is not a cause of redundancy, however, if it occurs
replaced byS, which is still more efficient that-coverage if due to obstacles between close nodes. Third, random node
(n.x S)/M < k. Controlling S provides the tradeoff betweenMobility can mislead ROC into unnecessary over-recovering
fault tolerance and energy efficiency. Choosing a ladavors leading to unstable operation and S|gn|f|(;ant pverheads Iti
fault tolerance at the expense of energy consumption, apgiter for ROC that the sensors are semi-stationary or move
vise versa. Our simulation experiments (Section VII) shotf} SWarms.
that using a value o = k£ — 1 significantly improves fault
tolerance with an energy cost close to that of a 1-cover. VI. SWITCHING BETWEEN COVERS INROC

To select covers without the need for synchronized nodes,
we develop a novel technique foffline cover update (OCU)
D. Network Connectivity OCU selects a new cover based on any cover-selection algo-
] o rithm. It lets the nodes in the curremly compute the next
Based on the results in [21], [27], [26], we highlight thg,enyork cover that should take charge afiér’s operation
sufficient conditions for network connectivity with difemt ;nierval is over. The nodes iy participate in the selection
relationships betwe_en sensing and commun|cat|on ranges. W 5 new cover by exchanging information about their 1-
extend the results in [21], [27] to consider the cases Whegg heighborhoods and simulating the roles of their slegpin

the sensing aqd communication ranges are variable or NARighbors (proxying). Below, we describe the operation of
convex. In particular, assume that a nadeas a set of active ¢y and extend it for failure-prone networks.

neighborsNbrs(v) that form a 1-cover ob, then:

« If everyu € Nbrs(v) has circular sensing rande, and A njtialization and Proxy Selection
circular communication rang®.., then Nbrs(v) form a

connected graph iR. > 2R,.

« If every u € Nbrs(v) has convex sensing range withg
minimum Rs,,;, and maximumRs,,.., and convex
communication range with minimunRc,,;;, and maxi-
mMum Repaq, then Nbrs(v) form a connected graph
Rcmin > 2R3maw-

« Assume that every, € Nbrs(v) has convex commu-
nication range with minimunf¢,,,;,,(v) and maximum
Remaz(u). Also assume that every € Nbrs(v) has
convex sensing range with minimuRs,,,;,, (v) and max-
imum RSz (u). Nbrs(v) form a connected graph if
Vu € Nbrs(v), Remin(u) > Rsmaz(v) + RSmaz ().

« Assume that any of the following conditions is true: (1
Ju € Nbrs(v) that has circular sensing rande, and

The goal of OCU is to involve all the nodes in selecting
new cover without the need for having all of them awake.
very active node updates its neighbor list whenever a reigh

bor failure is detected or a new one is added, and perioglicall
if advertises this list. (Neighbor failure can be determingd b
keeping track of the neighbor’s expected heartbeat mesgage
Thus, 2-hop neighborhood information of active and slegpin
nodes is known at every active node.

The nodes inV4 are selected using any distributed DCS
protocol. A nodev € V4 becomes th@roxyof a neighbor, €
Vs, such thaw uniquely satisfies a global criterion far For
examplep can be the proxy of; if it is the closest neighbor

f u (assuming real-valued distances) or the neighbor: of
hat has the lowest/highest ID (assuming unique ident)fiers
communication rangek., and R, < 2R.: (2) Ju ¢ _Nodev is thus _capable of determiningthe role thaill he_lve
Nbrs(v) that has convex sensing range with maximuri? the ne_xt active cover. Proxy selectlo_n resembles p(_)pugjat
Rspmas and convex communication range with minimunl?.lusmrs in a clustered network. The dlf_ference here is that
Remn, @A Remin < 2Rsmax; (3) Ju € Nbrs(v) that ike a clgster head, autonomously deC|des_ lto be_ a proxy for
has convex sensing range with maximu®,., (u) and some of its neighbors based on a pre-specified criterions,Thu

convex communication range with minimuRe, i, (u), < e non-active node has only one proxylin.

such that Repin(u) < RSmaz(v) + RSmaz(u); (4)

Ju € Nbrs(v) that has non-convex communicatiorB. Details of OCU

range. Under any such conditionshould explicitly test  For now, let's assume that there are no node failures until
whether or notVbrs(v) form a connected graph. This canthe end ofV4’s operation. Each node i, autonomously
be done by collecting the neighbor tables and checkifgtermines for which neighbors it is a proxy. The node¥in
whether or not there is a path between every pair @fart computing a new cover afté¥ slots of their operation
neighbors. If not, then shouldnot go to sleep. elapse, wher@” < T. T’ is set such that the remainifig— 7"
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slots can accommodate the maximum expected convergefarenode asynchrony and to discover its active neighbors. If
time of the employed DCS algorithm. Since nodes are netdiscovers that its sensing range is not completely covered
synchronized, nodes that finisi’ slots first broadcast a by the neighbors if/4, it adds itself toV, and follows the
message, triggering their neighbors to execute OCU. Everocedure taken by active nodes. Otherwise, it gets itpslee
node that receives this trigger message broadcasts it Wee.schedule from its active neighbors and goes to sleep.
categorize the DCS algorithms into two broad categories and

describe the OCU operation in the context of each of themp  Beanefits of OCU

1) Collaborative DCS Algorithms (C-DCS)In C-DCS S . .
algorithms, a node makes a decision on whether to jjror 1) Flexibility: _OSU aIIewate_s t_h_e need for having sensor
odes synchronized. It also significantly reduces the numbe

not based on negotiations with its neighbors (e.g. [21]],[2 of nodes involved in the cover selection process, resuiting

[25], [26]). In this case, a node in the currentV, checks rgs channel contention and collisions. If some nodes in the

whether or not a decision can be made by itself or by a . . . N ) : .
of the neighbors for which it serves as a proxy, accordi ew V, fail, their neighbors will find their sensing regions
' covered will be involved in a “healing” process, rathearth

to the C-DCS algorithm. If soy announces the decision so complete cover selection brocess
that other nodes can proceed with the C-DCS algorithm. Farompiete P L .
2) Negligible overheadCover selection is carried out only

example, the DCS techniques in [25], [26] require that n0d$5 active nodes irl/4. Thus, OCU significantly reduces the

with the highest remaining battery among their neighbors J ;
decide first. Ifv decides that neighbar is ready to make overhead of cover selection. Moreover, the messages that

a decision, it checks’s sensing region. I is completely are required for cover selection can be piggy-backed on the

covered byfuture active neighbors, them announces that periodic routmg_ u_pdate packets (if _any). .
will be asleep. Otherwise; announces that will be active. 3) Energy efficiencyCover selection does not require extra

This process continues until all the nodes in the network a(?ge_rgy cost by the_ F‘Odes“”“ since they are alrea(jy active. In
assigned new states in the néx. addition, the transition between covers only requiresehiaty

2 Autonomous DCS Agorihms (DTS -DCS aigo- [ 100 19 5 1ters 1 cover e sereng e
rithms, a node decides whether or not to jbinindependently going P ' 9 e

) ._node at the start of a new OCU cover is significantly smaller
from other nodes. For example, in [19], every node sets atm}ﬁan that required for cover selection

to a random duratiof’. After T' expires, the node executes
some tests and makes its decision. Thus, in A-DCS algorithms
a nodev € V4 should simulate setting independent timers for
each neighbor that it proxies. When a timer of a neighbor In this section, we evaluate the ROC framework and contrast
expires,v uses the currently advertised neighbor informatioit to protocols constructing-covers, where: > 1. We select
to simulateu’s actions. Nodev then broadcasta’s decision. representatives of the two categories of coverage algosith
A-DCS algorithms are easier to simulate by the members ibfat have been described in Section Il, namely the DCS and
the currentV, since they require no neighbor coordinationSCS approaches.
unlike the C-DCS algorithms. They are also more flexible in We assume that a generic DCS protocol is employed to
failure recovery, as will be discussed below. select an active set4, and we focus on the operation of
one V4. The DCS protocol (which we refer to ag-tov”)
operates as follows. Every nodesets a timer for a random
backoff duration and listens to its neighbor messages. When
Two problems arise in failure-prone networks. The first's timer expires, it checks whether its entire sensing mreggo
problem is failure of an active node carrying the proxy rolé-covered by active neighbors. If nat,joins V4. After cover
of several sleeping nodes. The second problem is the failwelection,k-cov lets everyv € V4 go to sleepk-cov allows
of a sleeping node that should be active in the n€xt sensor collaboration for better coverage and failure regov
To address the first problem, we extend the proxy selectiah the expense of enforcing network-wide requirements that
approach given above as follows. Every active node competeay cause shorter lifetime. ROC ugesov’s underlying cover
for the proxy role of all of its sleeping neighbors that areelection algorithm to select a 1-cover, and computes #epsl
within its sensing range by broadcastindialding message schedule of every ¢ V4. Note that the performance of ROC
Proxy bids are forwarded to the neighbors that are two hogsinsensitive to the efficiency (i.e., minimality) of thelesged
away to ensure that a unique proxy is elected for a sleepiogvers. Note that we do not let non-backup nodes wake up
node. The active neighbor that satisfies the proxy critefton during the operation of4. This is done to examine the effect
a sleeping node wins the bid foru. After bidding messages of the S backup covers on coverage quality, without support
are exchanged, the cover-selection algorithm is executedfleom non-backup nodes.
described above. We compare ROC an#-cov to RIS [13] for ¢ > 1). RIS
The second problem is handled as follows. We let all the an SCS protocol in which a node independently decides
sensors be awake at the start of a niéywto heal any holes to be active or asleep based on a fixed probability. We use
in the new cover. A node € V4 refreshes its neighbor list, the technique in [13] to compute the necessary wake up
selects its backup covers, and sets their probing scheduleprobability for a fixed number of nodes. RIS determines the
nodeu ¢ V4 waits for a random interval of time to accountvake up probability prior to deployment, which makes a

VIl. PERFORMANCEEVALUATION

C. Failure-prone Networks
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sensor quite autonomous at the expense of slow (or none) 4500

reaction to failures. @
Our metrics are fault tolerance and energy consumption. ,3, 3600 1
“Coverage quality” is a measure of fault tolerance and is g 50
defined as the minimum fraction of area coverage at any 3 2700 "‘E
time slot. We compute the consumed energy during the cover - 1800
operation for every approach. The following parameters are 2
varied: (1) the sensing radiug,, which determines the actual @ 900 |
node density in the network, (2) the tolerance intef\gland 3

(3) the failure probabilityp . We use opportunistic scheduling 0

for ROC in all the experiments in whichy can be estimated.

We compare ROC té-cov and RIS under random failures, in

addition to location-based failures. Fig. 10. Energy consumption under no failures.
We assume thav=500 nodes are randomly deployed in a

50x50 meters field. A cover operates fof’ = 1000 slots,

Sensing Range (meters)

1500

and the slot intervat, = 1 minute. When a backup node —

wakes up, it remains awake for2¢, seconds. An active node % 1250 | k-cov (k=2) - ,
consume4 x 10~3 Watts, while a sleeping node consumes 2 ROC (5=1) -~
3 x 10~ Watts. The active interval is typically dominated by § 1000 ¢ X’,,,X' l
idle-listening and thus the above value includes the energy S 750t T
consumed in communication. This model resembles that of 3 500 6XXXXX .
MICA 1l sensor motes [5]. To study the effect of unexpected £ R 5 *
failures, we assume that no nodes deplete their energyglurin £ 2509 et

the T slots. © 0 ‘ ‘ ‘ ‘

We developed an event-driven simulator in which ROC, 05 06 07 08 09 1
k-cov, and RIS are implemented. Since the communication Partial Cover Requirement
overhead in ROC is not significant and the sensor reporting (@) Energy consumption
rate is also low, packet collisions are not likely. Howewee,
show experiments where packet losses occur and cause nodes L e SO ez
to be unaware of the presence of their neighbors. We also . 09l e
consider cases where the required coverage can be partial. = ] .

Every result is the average of 10 experiments of different 5 08} .
randomly generated configurations. For every configuration % e
we preset dfailure schedulefor selected nodes in order to 3 .71 ..."'
compare all the techniques under the same conditions. 3 0.6 . k-cov (k=2) -~
ROC (k=1) —+—
B Satisfactory ---e--
A. Energy efficiency of ROC 0.5 &= : : : :
: , , 05 06 07 08 09 1

To fairly compare all approaches in terms of energy effi- Partial Coverage Requirement

ciency, we first study their operation under no node failures (b) Coverage quality

(i.e., py = 0). In this experiment, the network is completerFig. 11

covered throughout the entire cover operation. WeMse: 50

slots for ROC and vary: and.S. Figure 10 illustrates that the

consumed energy in ROC is almost similar_ for bath= 1 B. Random Failures

and S = 2. ROC’s energy consumption is 40-80% less

than that ofk-cov and RIS fork > 1. This is a significant  In this section, we study the performance of ROC under

improvement, especially that ROC's fault tolerance prtpsr a random failure model. Note that ROC heals the uncovered

also outperform the two protocols. holes during the operation df4 by activating backup nodes.
We also quantify energy consumption when partial fieldlhus, more nodes are activated in ROC than the other proto-

coverage is sufficient. In this experiment, we simply chang®ls, making energy comparison unfair to ROC. We use the

the objective in the underlying cover selection algorithin aninimum reported quality of coverage during the operatibn o

both k-cov and ROC to stop adding nodes to a cover whéf as the measure of fault tolerance.

the target field coverage is satisfied. Since it is not know We first study the effect of node density, which is controlled

how to extend RIS for partial coverage, we excluded it tby R;. We set A/=50 slots andp;=0.001. Figure 12(a)

maintain a fair comparison. Figure 11 (a) and (b) illusttheg illustrates that ROC outperformiscov and RIS in terms of

ROC outperformsk-cov in both energy efficiency and faultcoverage quality, even for 3-coverage. We examined running

tolerance. This is becaugecov tends to be over-conservativesnapshots of these approaches and they showedR®&at

while ROC tries to minimally satisfy the coverage objectiveevives coverage at the end of evévy interval and does not

at every node. let it deteriorate as irk-cov or RIS. The perceived resilience

Performance under no failures and partial coveragairement.
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gains of ROC requires less energy cost than the other pristoco 1§

R . . T} D“‘Q ‘D = ‘ = ‘ ‘ 1
for both ¥ = 2 and k = 3, as depicted in Figure 12(b). 0956' ' 85 g BB g
Experiments with higher values &f andk showed that ROC 2 e
is about 75% more energy-efficient tharcov and is about g 0.9 7
90-100% more energy-efficient than RIS. 9 o085l K-cov (k=2) % |
g k-cov (k=3) ---e---
= 08¢ RIS (k=3) —+— |
o
8 ROC (S=1) ~-a-
0.75 ROC (S=2) &
>
Z 0.7 : : : : ‘
S 10 40 70 100 130 160 190
o M
% (a) Coverage Quality
©
3
0 1400
0 1200
>
0.6 : : : : 3
5 7 9 1 13 15 z 1000 |
Sensing Range (meters) o
(a) Coverage quality G 800y
° B e I B R
g 600 k-cov (k=2) —x—
4000 2 k-cov (k=3) ---o---
< c 400 | RIS (k=3) ——
3 . 3 ROC (S=1) &~
S 3000% 200 ——— ROC(S=2) 8
2 10 40 70 100 130 160 190
S LN M
g 2000 |- (b) Energy Consumption
°
Q
£ Fig. 13. Performance under random failures and variable M.
3 1000
o
o

Sensing Range (meters)
(b) Energy consumption

Fig. 12. Performance under random failures and variablsisgmange.

We also study the effect oM on ROC reliability. Fig-
ure 13(a) shows the coverage quality wh&h varies from
1% to 20% ofT'. In this experiment, we usegl; = 0.0001
andR, = 10 metersk-cov is not sensitive td/. As expected,
the fault tolerance of ROC slightly deterioratesidsincreases
because backup nodes wake up less frequently. However, ROC 0
still outperformsk-cov and RIS for corresponding values of
S andk. Figure 13(b) shows that ROC is significantly more
energy efficient thak-cov and RIS fork > 1. The figure also Fig. 14. Coverage quality v, (random failures).
shows that as\/ becomes smaller, the overhead imposed on
the backup covers is magnified. However, this overhead is not
significant compared to the improvement in coverage quality
For critical applications, we recommend that the applarati
use small values oM (compared tdl).

Now, we study the impact of failure probability (). We

Coverage Quality

0.001  0.002 0.003 0.004
Probability of Failure (p;)

are typically transmitted reliably in ROC ank-cov (i.e.,
using MAC-level acknowledgments and re-transmissiond) an
therefore we do not assume their loss. Packet losses has no
S.EIRS::LO meters M =50 slots,k_= 2 and 3’jnd9=1 and 2. impact on RIS in terms of behavior (although it impacts
Elgure_14_shows coverage quality faf = 107" t0 0.004. The network connectivity). As expected, results (Figure 15afad
figure indicates that RQC outperforms th_e.two other pro's)go(lb)) show that the quality of coverage remains consistetit wi

for all values ofk. The improvement in minimum coverage INhoth ROC andk-cov, which outperform RIS. However, to keep

ROC is apogt threg times that bfc,ov or RIS_ at high failure up with full coverage, consumed energy increases significan
rates. This is attributed to ROC’s dynamic nature. Ener d ROC degrades te-cov in this scenario

consumption has a similar trend to the one above.
Finally, we extend the above experiment and assume thalNote, however, that it is quite unrealistic to assume that
py = 10~* and that broadcast packets can be lost, resultisgnsors executing ROC are unaware of the presence of their
in nodes being unaware of their neighbors. Other types o¢ighbors throughout the entire mission. This is becautbeeac
packets, such as those assigning backup covers and scheduatedes typically broadcast heartbeat messages perigdicall
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Fig. 16. Performance under clustered failures and varigéfesing range.

C. Clustered Failures 1F
We study the performance of ROC under non-uniform 2 o8l
probability of node failure. We assume that failure is lomat g
dependent, where nodes closer to the bottom leftmost coordi 2’
nate (0,0) have the less susceptibility to failure than tye t o 06
rightmost coordinate (as in Figure 1). For a nadeesiding §
at (z,y), it has ap; = 0.004 x (z + y)/2L, where L is S o4
the length of the field. Since failures are not random, we ROC (S=2) —=
use the conservative scheduling approach and let allSthe 02 BOC'VAR o ‘ ‘
backup covers wake up every/=50 slots. In this setting, "0 200 400 600 800 1000
we demonstrate the operation of ROC with variablealues Time (minutes)

(denoted by “ROC-VAR"). Every node selects its own number

of backup covers between 1 and 4 based on the detected failtige17. Snapshot of coverage quality as time progresses.
rate, which corresponds to the node’s distance from therorig

Far-distance nodes from (0,0) use largethan closer ones.

Results in Figure 16(a) illustrate the minimum coverage

quality at different sensing ranges and indicate that ROC is|y this work, we presented ROC (resilient online cover-
significantly more resilient thak-cov and RIS under clusteredage), a framework that leverages cover-selection algasth
failures. Figure 16(b) shows that although ROC activateeemqg achieve adaptability, fault tolerance, and energy efficy.
nodes for recovery, its energy consumption is still sigaifity ROC can employ to both area coverage and barrier coverage
less thank-cov and RIS atk = 3. As expected, ROC-VAR techniques. It allows different degrees of redundancy sscro
shows the best fault tolerance, especially at smaller ®nge the field, in addition to controlled speed of recovery of
We also plot a snapshot of the field coverage as tinfailures. It also incorporates a novel technique for offtioger
progresses in Figure 17. It is clear that ROC-VAR’s peupdate (OCU) to facilitate asynchronous transition betwee
formance is more stable thakcov throughout the entire covers. Simulations show that ROC is more efficient than
cover operation. The unstable behavior of RIS in the figure ietwork-wide k-coverage and probabilistic activation mech-
attributed to its reliance on an expected failure pattefmcty anisms, especially when the failure pattern is non-unifdm
is not the case under this scenario. addition, significant energy saving benefits are achieved. F

VIIl. CONCLUSIONS
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